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Abstract: Every day billions and trillions of data are generated from different sources. To store such a huge amount of data need
large storage, for that cloud becomes the most effective solution due to the properties like flexibility, cost-effectiveness, and
scalability. It has become a suitable and efficient option for the storage of data. But with the storage of data on a cloud platform,
it is very essential to avail all possible securities to the data stored in the cloud. That aim can be achieved by providing access
control to the data and storage. Storage can be made secure by implementing user-level access methods. User-level Access
Control prohibits the storage at the user level itself. All the users do not have the same permissions in storage access. Some users
are allowed to only read as well as write data/files in the storage, some are allowed to only read data and write data in the
storage. All this access control is achieved by writing certain rules concerning the storage of the cloud platform. For more
efficiency and security purposes along with access control on storage, access control can also be implemented over the stored
data through Attribute Based Encryption. So the data stored in the cloud can be accessed by permitted users. The storage
requires an application to address the reading, writing of data and imposing access control over the data stored in it. In this
paper, we propose an Attribute-based User Access Control method. We create an application over Amazon Web Services (AWS)
that facilitate uploading data on the cloud platform. We keep the cloud storage of the application security and access to the
stored data is controlled by implementing our idea. The security of the cloud storage and data stored is controlled at the user
level. This application also prevents spamming from unauthorized users to keep data more secure. Thus, our proposed Attribute-
based User Access Control method proves a suitable and effective solution for providing security to the AWS cloud as well as
data stored over its platform.

Keywords: Cloud Computing, Amazon Web Services, Attribute-based User Access Control, User-level Access Control, Cipher-
text Policy Attribute Based Encryption

I. INTRODUCTION

The typical business application architecture has evolved manifold ranging from a desktop-centric installation to desktop free web
services and service-oriented architectures (SOA) over the past few years. Nowadays an outsized amount of knowledge is
continuously generated from different sources like social networking sites, android smartphones, and sensors, etc. Our traditional
computer systems are not sufficient enough to store and process this huge amount of data. Cloud proves to be an appropriate option
for this problem due to its elasticity and scalable nature. Users can store their data in the cloud and can share their data with different
other users too. Cloud Computing is omnipresent and the speed of the transformation of business models in all the industries
because of the cloud is more and more accelerated. Cloud Computing is often used as an umbrella term under which several
technologies, components, approaches, and various sorts of applications come. To compete and establish its position during this
changing digitalized market, a company must evaluate its current business standard and leverage technologies such as the Internet of
things (loT), big data, Augmented Reality, Machine Learning, etc. These emerging technologies need heavy computing power,
large storage capacity, and huge IT infrastructure that can be provided by Cloud computing services according to companies'
requirements. There are many benefits of using the cloud such as flexibility, scalability, elasticity, reliability, etc., through which we
will leverage the expertise of others in a cost-efficient way. This technology mainly uses remote servers over a network. Due to all
these additional benefits, enterprise organizations see an enormous scope in cloud computing for flourishing their IT infrastructure.
But the major problem with cloud storage is once the data is outsourced to the cloud, the user loses control over the data. It is
mandatory to style an efficient access system to share users' stored data only to authorized users as per their requirements. Unlike
traditional access control, the info owner wants to reserve rights to define the access control policy for the data manually before its
release on the cloud. Moreover, the data owner wants to encrypt the data consistent with the access control policy before putting the
info on the cloud because the safety on the cloud could be compromised. Thus, the access control mechanism becomes a strenuous
issue.
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CP-ABE (Cipher-text Policy Attribute Based Encryption) with a hidden access control policy is an efficient solution. In CP-ABE,
the access to the data is controlled by the user. It allows users to share their data stored in the cloud with other authorized users
while keeping the access control policy encrypted and also enables them to define access control in terms of access formula over the
attributes within the system. In the most effective system the size of cipher-text, time of encryption, and time of decryption scale
linearly with the complexity of the access formula. In CP-ABE, the user can manually set some access policy and therefore the data
is encrypted consistent with the described access policy. At the receiving end, the user whose attributes satisfy the specified access
policy can only able to decrypt the data. It allows users to encrypt and decrypt their data consistent with their attributes.
Although CP-ABE may be a notable access control scheme it is suffering from privacy preservation of access policy due to the
possibility of leaking user’s private information because the access policy attached in plain text format to the cipher-text. So, the
adversary may not get the data/file but can easily collect users’ sensitive information. To deal with this problem many hidden policy
schemes have been proposed. From partially hiding the access policy to fully hide the access policy through attribute bloom filter
with attribute localization algorithm. The paper [1] discussed a new hidden policy CP-ABE to provide big data access control with a
privacy-preserving policy. The contribution of this paper includes encryption of the user data with CP-ABE with threshold MSSS
with a tree-based access structure, then apply mask technique to hide attributes of access policy which associated with cipher-text.
The masking technique applied to every attribute of the access policy. If any user wants to access the stored data from the cloud, the
de-mask technique is applied on masked access policy to get original attributes of access policy, then the authorized users can
reconstruct the encrypted document by combining their share.
In our paper by taking inspiration from the paper [1], we have implemented the Attribute-based User Access control method over
the AWS cloud platform for better security of the data stored in the Cloud. We tried to use the user access policy on an internet site
that is hosted on the cloud. With the assistance of an access policy, the data uploaded to the website is monitored and can be
uploaded only by the authorized user, thus preventing the backend storage from spamming. To illustrate the implementation of our
idea, we have created an internet site for uploading documents and hosted this website on the cloud using an on-demand cloud
computing platforms AWS (Amazon Web Service) and used its EC2 (Elastic Cloud Compute) service to make a virtual instance
where the web site server are often hosted and used a real-time database and back-end as a service provider, Firebase Storage for
securely storing the documents. The restriction is applied within the firebase to restrict unwanted users from accessing our website
for uploading documents. This paper also showed the application of the Attribute-Based Encryption method on the data uploaded on
the website over the AWS platform to keep control over the data. So that only the authorized users are permitted can be accessed
those data.

Il. RELATED WORK
Cloud storage as we know become a necessary part of every enterprise in today’s scenario. But still, it faces major security issues
regarding security and privacy-preserving. The following literature review based on various research papers related to the security
aspects of Cloud computing.
As mentioned in [2] Sun et al. described Cloud Computing as many computing components such as computing, storage, and
software resources from where consumers can purchase required services, are providing efficient resources to end-users.
Researchers have been developed many privacy policies in the cloud such as access control methods, encryption, and trust but still,
these policies lack overall protection because of Structural characteristics of the cloud computing environment such as security
problems. Nodes involved in computing are diverse, distributed, unable to compute effectively and also the property of on-demand
service of the cloud makes the risk of disclosing privacy in the process of transmission, process, and storage. Cloud computing
technology and other existing technologies’ vulnerabilities can be transferred to cloud computing technology may become a major
security threat.
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Afonitoring Compliance
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Tivacy Computing
EBreaches Prif"ac}‘ Access

Issues

Fig 1. Privacy security risk in Cloud Computing
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When corporation businesses have been moving towards cloud platforms, they must have trust in cloud infrastructure, maintenance,
and security control. As mentioned by Coles-Kemp et al. [3], 4 deployment models available in cloud system those are private cloud,
public cloud, community cloud, and hybrid clouds. In terms of cloud computing security issues shown in Fig.1, there are very big
differences between these deployment models due to different controls offered to the enterprises by using any infrastructure of
cloud ’. The deployment decides the level of control is processed by users as some of the models need great dependence on any
cloud vendor as compared to others for data security. Data ownership becomes more complex due to its responsibility and data
control. That causes questions not only for ownership but also regarding the safety of data. Another concern is the dependency
between the on-going services available whenever required and the connectivity of the internet. In [4] Hui et al. have been proposed
a method that is the integration of the Role-based access control model and Attribute-based access control model that is known as
RABAC. These models used to establish a relation between the users, their roles, and the permissions and to make the access
control model easy and flexible attribute-based access control rules are dynamically applied to the mappings of user-role, role-
permission, and user permission. However, still these models suffering from drawbacks in terms of granularity of access control.
ACPC is proposed by Heng et al.[5] which is an efficient, secure, and fine-grained Access control mechanism of P2P storage Cloud,
that enables the owner of the data to delegate many laborious to a server of the cloud.

In [6] Praveen et al. discussed the Attribute-Based Encryption technique. This is a public key cryptography technique, which
provides the facilities to securely sharing data among multiple users. In this scheme data is encrypted by using attributes and
decryption takes place by the secret key of the authorized user that is related to an access policy of the data. In [7] Ali et al.
discussed by creating a fully hierarchical-based ABE scheme it is made flexible for cloud servers to perform many vigorous tasks. It
is also mentioned user side storage cost is less than the cost of similar schemes. Koo et al. described in [8], to generate a function of
information retrieval while the privacy and security issues addresses, an encryption scheme is available that is searchable and
exploits attribute-based encryption scheme with mixed up attributes that handle different problems such as redundant data present
for the same file, a poor response regarding any access policy and the computational overhead occurs due to searching an entity.
Challagidad et al. [9] mentioned Role hierarchy algorithm and Hierarchy access structure can also be used to achieve data privacy
and multi-authority access for users * stored data in the cloud. To overcome the issues of data security Lai et al. [10] told cipher-text
policy attribute-based encryption can be used to keep data confidential even when the cloud server is not highly secured. In [11] Xu
et al. described CPABE that as Cipher-text Policy Attribute-Based Encryption is mostly regarded as the most suitable and secure
data protection mechanism in Cloud server due to its flexibility and scalability features for access control. However, Lui et al. [12]
discussed sensitive information is contained by CPABE may cause privacy leaks of the data providers and the data receivers.

In [13] Khan et al. have proposed a hidden policy CPABE method based on And-gate access structure but Helil et.al [14] described
the tree-based access structures can express more strongly and has more flexible access control capabilities. CPABE with the hidden
policy that is CP-ABE-HP based on tree-based access structure protects the policy efficiently and having flexible access control
capabilities. Due to the hidden access control nature of CP-ABE-HP, the data owners can share their encrypted data with authorized
users. This Hidden policy scheme can be deployed in a mobile cloud environment also. In [15] Odelu et al. discussed by using the
Hidden policy CPABE scheme the data outsourced to the cloud environment can be remain protected from unauthorized users. The
CPABE designed to deploy in the mobile cloud generally contains the constant size of secret keys and ciphertexts as mobile devices
are generally resource-restricted.

111.PROBLEM STATEMENT
In this section, we discuss the Preliminaries and Technologies Used in our proposed method.

A. Preliminaries

1) CP-ABE: Thisis a Public Key Encryption technique. In this method, users can encrypt and decrypt their data according to the
data attributes. Users can define an access policy for the data and that access policy is represented as an access tree over the
attributes. They can also perform encryption of the data based on a defined access policy. The authorized users who will be
satisfying the access policy can only be eligible to decrypt the data.

CPABE consist of 4 algorithms: Set up, Keygen, Encryption, and Decryption

a) Setup: Input is Security Parameter that generates Public Key and Master Key as output.

b) Keygen: This algorithm takes Public Key, Master Key and Attributes set as input and generates Secret Key

c) Encryption: The inputs of this algorithm are Public Key, Plain text message, and Access Policy defined by the user. It generates
Cipher-text with masked Access Policy as output.
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Decryption: This algorithm takes input as Cipher-text policy along with masked Access policy associated with it then generates
Plain text message as Output.

Access Structure: A tree-based Access Structure is used in which the user-defined Access Policy represents as an Access Tree.
The interior nodes of an access tree is a threshold gate such as AND gate OR gate and the left nodes contain attributes. Whose
attributes of secret key satisfy the access tree can only be able to decrypt Cipher-text.

Technologies Used

AWS Cloud: AWS is a daughter company of Amazon. It provides on-demand cloud computing services and APIs to its
customers such as an individual, corporation, or government on the basis of pay as you use policy. A various set of technical
infrastructure, computing resources, and features have been provided by these cloud computing web services. By using AWS,
We can request such as compute power, storage, and other AWS services within few minutes and have the flexibility to choose
the appropriate platform for development or any programming model that is most suitable to solve our problem. It can be easily
identified from other on-demand cloud services providers in the IT computing sector as it is flexible, cost-effective, and elastic.
The top 5 services are provided by AWS: Amazon Elastic Cloud Compute(EC2), Amazon S3(Simple Storage Service),
Amazon Virtual Private Cloud(VPC), Amazon CloudFront, and Amazon Relational Database Services (RDS).

PuTTY: It is a free and open-source terminal-based emulator application. It acts as a client for the SSH, Telnet, rlogin, and raw
TCP computing protocols. The name of PUuTTY is no definite meaning but TTY is a terminal name in Unix tradition.
Originally it was written for Microsoft windows but now it is ported to many other operating systems. There also some official
ports available for Unix like platforms but there are some work in progress port available for Classic Mac OS, MAC OS, and
also unofficial ports.

Filezilla: FileZilla client also called FileZilla. It is an open-source, free, and FTP client of cross-platform. It contains an FTP
server, a pair of programs, and an FTP client. FTP protocols are used in a network for transferring files. This software is
absolutely legal and the file transfers may or may not be dependent on whether the files are protected through copyright or not
or if the permission is granted by the owner of the copyright or not.

Firebase: It is a platform for mobile and web application development provided by Google that helps to create, improve and
grow high-quality applications. There are a total of 19 products that come under firebase which are used by more than a million
applications. It provides various services such as Google Analytics, Real-time Database, Cloud Messaging, Storage, Hosting,
and many more. It also provides services to monitor the performance of the application and maintains a detailed report on the
errors of the application.

1IV.OUR PROPOSED IMPLEMENTATION

We show the detailed implementation process of creation and deployment of our website in AWS Cloud in a step-wise manner with
proper snap shorts.

A. Creation and Deployment of Website to AWS cloud

1)

New EC?2 instance creation process: Login to AWS account

Services »  ResourceGroups v %

History ‘ ‘

Console Home

Athena Amazon Connect
Dignisail o EMR Pinpoint
Elastic Container Service CloudFormation CloudSearch Simple Email Service

Lambda CloudTrail Elasticsearch Service
VPC Batch Config Kinesis
Elastic Beanstalk OpsWorks QuickSight &' @ Business Produciivit
Senvice Catalog Data Pipeline Alexa for Business
e Systems Manager AWS Glue Amazon Chime &
(=] Siemge Trusted Advisor WorkDocs
s3 Managed Services Workiail

(s]

Storage Gateway [P Media Services 1AM [EF] Desktop & App Streaming
Elastic Transcoder Cognito Workspaces
Kinesis Video Streams Secrets Manager AppStream 20
& Database MediaConvert GuardDuty
RDS MediaLive Inspector
DynamoDs MediaPackage Amazon Macie & 4 Interet Of Things

ElastiCache Mediastore AWS Single Sign-on loT Core

Amonnn Ondenift sassiammiee  Codifiesta fananar iaTA Cier

F|g2AWS Home pag
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Root user sign in &

Email: diptikrishna149@gmail com

Password Forgot password?

[ ]
<L TS

Sign in to a different account

Create a new AWS account

Fig.3 Login page of AWS Console

2) For launching the EC2 dashboard, Login to the AWS Console_ then selects the EC2 Service. In the dashboard click on “Launch
Instance” that will launch the EC2 instance.

Services v  Resource Groups v % [ Digi~ O Support +

Resources ¢ Account Attributes ¢

You are using the following Amazon EC2 resources In the US East (Ohio) region Supported Platforms

70 Running Instances > 0 Elastic IPs R
0 Dedicaed Flosts 0 Snapshots Default VPC
4 Volumes 0 Load Balancers vpe17502¢7t
oy P 98 Group:
Shev bl 8 =eclhy.Stouns Resource |0 length management
0 Placement Groups
Additional Information
Create Instance
Getting Started Guide
To siard using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance. DoAirasatsn
All EC2 Resources
Forums
Note.Your nstances wil aunch in he US East (Ohio) egion Pricing
Contact Us
Service Health ' Scheduled Events s
Service Status: US East (Ohio): AWS Marketplace
No events

@ US East (Ohio) Find free software trial products in the AWS
This service Is operating noimally Marketpiace from the EC2 Launch Wizard. Or try

Availability Zone Status: these popular AMIs:

@ Useastza Barracuda CloudGen Firewall for AWS - PAYG

Avalabilty zone is operating normally Provided by Barracuda Networks, Inc

Terms of Use.

Feedback @ English (US)

Fig.4 Lunching EC2 Instance

aws

Services v  Resource Groups ~ i Oblo »  Support ~

1.Choose AMI 2 Choose nstance Type 3 Configure instance 4 Add Storage 5 AddTags 6 Configure Securiy Group 7. Revien

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)

@ Deep Learning AMI (Ubuntu) Version 9.0 - ami-e4f4c981

Comes with latest binaries of deep learning frameworks pre-installed in separate virtual environments: MXNet, TensorFlow, Caffe, Caffe2,

B4t
XL ey forch, Keras, Chainer, Theano and CNTK. Fully-configured with NVidia CUDA, cubNN and NCCL as well as ntel MKL-DNN

Rool devics type: sbs  Virualizaon type: hvm

Deep Learning AMI (Amazon Linux) Version 9.0 - ari-eaf7casf

Amazon Linux  Comes with latest binaries of deep leaming frameworks pre-installed in separate virtual environments: MXNet, TensorFlow, Caffe, Caffe?
PyTorch, Keras, Chainer, Theano and CNTK. Fully-configured with NVidia CUDA, cuDNN and NCCL as well as Intel MKL-DNN

64-bit
Root devics type ebs  Virualizaton type: hum

@ Deep Learning Base AMI (Ubuntu) Version 5.0 - ami-2943714c

Comes with foundatonal platform of NVidia CUDA, cuDNN, NCCL, GPU Dilvers, Intel MKL-DNN and other system librarles to daploy your
own custom deep learning enviranment

Rool devics type: abs  Virualizaton type: hm

64-bit

Deep Learning Base AMI (Amazon Linux) Version 6.0 - ami-6d5c6e08

Amazon Linux  Comes with foundational platiorm of NVidia CUDA, cuDNN, NCCL, GPU Drivers, Intal MKL-DNN and other system libraries to deploy your
T 64-it

Fig.5 Selecting AMI

©NRASET: All Rights are Reserved




International Journal for Research in Applied Science & Engineering Technology (IJRASET)
ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.429
Volume 9 Issue Il Feb 2021- Available at www.ijraset.com

3) In the below figure there are various instance types are shown. Select the T1 Micro then press “Next configuration setting”
button.
Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage. and =
networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.
Filterby:  All instance types v Current generation v Show/Hide Columns

Currently selected: 2 micro (Variable ECUs. 1 vCPUs, 2.5 GHz. Intel Xeon Family, 1 GIB memory, EBS only)

IPv6

Family - Type - vCPUs (i - Memory (GiB) ~ Instance Storage (GB) i)~ EESDF['m'l?d Qe - Network Perfformance (i)~  Support -
: 6
General purpose t2.nano 1 0.5 EBS only - Low fo Moderate Yes
a General purpose = Lt 1 1 EBS only - Low to Moderate Yes
Tee
General purpose: 12.small 1 2 EBS only - Low to Moderate Yes
General purpose 12.medium 2 4 EBS only - Low to Moderate Yes
General purpose 12.large 2 8 EBS only B Low to Moderate Yes v

Cancel | Previous [GENEUELLIETILE | Next: Configure Instance Details

Fig. 6 Selecting Instance type

4) Provide IAM role as None and click on Next: Add Storage

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch muttiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the
instance, and more.

Number of instances (j 1 Launch into Auto Scaling Group (j
Purchasing option (i Request Spot instances
Network (i) vpC-10847769 (default) v] C Create new VPC
Subnet (j) No preference (default subnet in any Availability Zon: * Create new subnet
Auto-assign Public IP (j Use subnet setting (Er_lab]ej v
1AM role (i Nore 7| C Create new 1AM role
Shutdown behavior (j Stop v
Enable termination protection (j Protect against accidental termination
Monitoring (j Enable CloudWatch detailed monitoring

Cancel = Previous Review and Launch Next: Add Storage

Additinnal charmas annlv

Fig 7. Instance Configuration

5) Provide the storage related information

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance. but not instance store volumes. Learn more about
storage options in Amazon EC2

) ; : . . - Throughput Delete on Encrypted
Velume e Device Snapshot Size (GiB] ‘Volume e IOPS
Wee U ! P L {CHE) AL Tvee (1 U mers) G Termination (i) i
Root /dev/xvda snap-02594938353ef77d3 |8 General Purpose SSD (Gp?) ¥ | 100 /3000 NA =] Not Encrypted

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Leam more about free usage tier eligibility and
usage restrictions.

Cancel | Previous R and Launch Next: Add Tags

Fig 8. Storage information in Amazon EC2 account
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6) Provide the tags for the AWS instance

1. Ghoose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example. you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both

Tags will be applied to all instances and volumes. Learn mere about tagging your Amazon EC2 resources

Key (127 characters maximum) Value (255 characters maximum) Instances (i) Velumes

Name

[Project

@ - <)

Add another tag

Cancel | Previous | [EECHEVELETENEN Next: Configure Security Group

Fig.9 Tag information in Amazon EC2

1. Choose AMI 2_Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 8. Configure Security Group 7. Review

Step 6: Configure Security Group

% security group is & set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and

allow Intemet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Leam more about
Amazon EC2 security groups.

Assign a security group: [®Create a new security group

Select an existing security group

Security group name: launch-wizard-6
Description: launch-wizard-6 created 2018-01-11713:35:52.476+05:30
Type (i) Protocol (i) Port Range (i) Source (i) Description (i)
ssH v Tce 2 Custom _v] 00000 | o ssHiorAmmnDestor | @
[HTTP v Tcp ls0 Custom v |[0.00.0/0, /0 |e.g. S5H for Admin Deskiop | &
Add Rule
A Waming

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security qroup rules to allow access from known |P addresses only

Cancel Previous, Review and Launch

Fig 10. Security group Configuration

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair te your instance and complete the launch process.

A Improve your instances' security. Your security group, launch-wizard-6, is open to the world
Your instances may be accessible from any |P address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running. €.9., HTTP (80) for web servers. Edit security groups

~ AMI Details Edit AMI
Amazon Linux AMI 2017.09.1 (HVM), SSD Volume Type - ami-32cf7bda

EOy ol The Amazon Linux AMI is an EBS-backed, AWS-supported image The default image includes AWS command line tools, Python, Ruby, Perl, and Java. The repositories include Docker, PHP,
I MySQL, PostgreSQL, and other packages.

Root Device Type: ebs  Virualization type: hvm

~ Instance Type Edit instance type

Instance Type ECUs vCPUs Memory (GIB) Instance Storage (GB) EBS-Optimized Available Network Performance

t2.micro Variable 1 1 EBS only Low to Moderate

Cancel | |Previous m

Fig. 11 Review of Instance Type
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7) For the security of the instance, select the existing key-pair or create a new key-pair. Provide the name of the key pair and click
on “Create & Download our key pair” to create a new key-pair.

Select an existing key pair or create a new key pair >

A Key pair consists of a public key that AVWS stores, and a private key file that you store. Together. they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key Tfile allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .
Create a new key pair -
Key pair name
[newkey]

Download Key Pair

You have to download the private key file (~.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel

Fig 12. New key pair creation

aWE Services v  Resource Groups v % ..: Dipti +  Ohio v  Support ~
~—
(EULLRLE LR A Connect | Actions v
P XX
Q Filter by tags and attributes or search by keyword (2] 1to20f2
Name v Instance ID + | Instance Type ~ Availability Zone ~ Instance State -~ Status Checks - Alarm Status Public DNS (IPv4) ~ [PvdPubliclP - IPv6IPs
LAMP server i-dcfeal7bedBe24d52  t2.micro us-gast-2b @ stopped None %
@ ubuntu LAMP  i-0d396baaed1191abi  t2micro us-gast-2c @ running 2 Initializing None Y ec2-1359-225-129 us- 13.59.225.129
Instance: | -0d396baae41191abf (ubuntu_LAMP)  Public DNS: ec2-13-59-226-129.us-east-2.compute.amazonaws.com EES

Description | StatusChecks = Monforing  Tags

Instance ID -0d396baae41191abf Public DNS (IPvd)  ec2-13-59-225-129.us-east-2.compute amazonaws.com
Instance state  running IPvd Public P 13.59.225 129
N inr .

Fig 13. Launch EC2 instance

Steps to Launch EC2 instance

a) Connecting to the EC2 Instance Remotely

b) Once the instance is launched, we should connect it. We use PUTTY and PuTTYgen tools to connect to the UBUNTU instance
by using the public DNS of the instance.

¢) For connecting from a Windows machine, for that the key-pair file myfirstkey.pem needs to be converted to .ppk file. To
perform this task of conversion, PuTTYgen tool is used.
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8) Open the PuTTYgen tool.

BE® PuTTY Key Generator 7 >
File Key Conwversions Help

Key

Public key for pasting into OpenS5SH authorzed_keys file:

sshasa ”~

AAAABIMzal Ty ZEAAAABIQAAAQEAZOveDb TleoMuPocalo X PR FmsgH Y ws Bt 2%g.4
MRidAdGkswZrbOvzaHlhnzs Xoxg PwClh Sko ThoXn Sd Mw 2 35 BrfCigp Mw T Ly M MC Hw
AgLfilSej VO Gvak | BMNnJADmORilc Th3ErR 1g4WIGlemhg 3IRVRdh5G0q 1PHkNziDIc T

WIOGELrHf PaVAuz GC Xsf 2c RJGgkqC Rl Fiwl 8381 X¥njSiRXDyaWCaupb Lo
Key fingemrint: |55h-rsa 2048 27:495:01:3d:da:87: 9% fde5:.d4:1e:ed.cd:44.daf5

Key passphrase: |

|
Key comment: |rsakey-20180111 |
|
|

Confirm passphrase: |

Actions

Generate a public/private key pair I Generate I
Load an existing private key file Load

Save the generated key Save public key Sawve private key
Parameters

Type of key to generate:
™) RSA O DsA (O ECDSA () ED25519 () SSH-1 (RSA)

Mumber of bits in @ generated key:

Fig. 14 Dashboard of PuTTYgen tool

9) Click the Load button and select the myfirstkey.pem and load it in PuTTygen.

59 PuTTY Key Generatco

File Key Conwversions Help

Key

Public key for pasting into OpenS5S5H authorized_keys file:

ssh+sa AAAABINzaC lyc ZEAAAAD A ABAAABACIC TFIRFSFegSyfel DBF+K LI+ ”~
+AolrFCWYsPHOsMlvgH 7cpGXlcd6Ed4m 2+ Tnm Rs b NuQV¥ycsn 1Fg 70ww Ywzj 137 1LtH
GecEheqgbVo 7FOiudz Txo Zchr¥2FoldBHRfMINVEg Y L3 EVIgw 3ey 7 3amMN3AWy X0 Sz ELIL
VAFmMwsOBMp Linwm257P 310 RGxSw

wwwme W
ey fingen PuTTY¥gen Motice = :

Key commen
Successfully imported foreign key
Key passphry [Open55H 55H-2 private key [old PEM format)).
To use this key with PuTTY, you need to

Corfirm pass| use the “Save private key” command to
save it in PUTTY's own format.

E

Actions

Generate a g _ e
o ] |

Load an exis|

Save the generated key Save public key Save private key

FParameters

Type of key to generate:
(®) RSA ) DSA, () ECDSA () ED25519 () 55H-1 (RSA)

MNumber of bits in a generated key:

Fig. 15 successfully .pem file loaded in PuTTygen
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10) Click on Save then Private Key and save the file as myfirstkey.ppk.

#2 PuTTY Configuration ? >
Categony:
= S[essiun Basic options for your PuTTY session
TE"" L.nglging Specify the destination you want to connect to
il e Host Mame (or IP address) Port
- Keyboard
- Bell |52.41.90.52 | [22 |
- Features Connection type:
= Window (ORaw (O Telnet () Rlogin @ SSH () Seqal
Pq:upea_rance Load, save or delete a stored session
- Behawviour
- Translation Saved Sessions
- Selection | 11jan |
H C':'l':'!Jrs Diefault Settings e Load
=l Connection 11jan =
- Proxy : :
Tl %‘Ell:'ldec Delete
- Rlagin Idec o
- 55H
e Close window on ext:
(O Mways (I Never (8 Only on clean exit
About Help Open Cancel
Fig. 16 Private key Saved with .ppk extension
11) Start PuTTy by entering the public DNS that can be found in the Host name/IP address field.
B2 PuTTY Configuration T =
Categony
L. Features "~ Oiptions controlling S5H authentication
=1 Window s  —
- Appearance Dizplay pre-authentication banner (SSH-2 onby)
- Behawiour [] Bypass authentication entirely (SSH-2 anly)

- Translation
- Selection

Authentication methods
Attempt authentication using Pageant

- Colours
Bl Ehretts [ Attempt TIS or CryptoCard auth {SSH-1)
- Data Attempt "keyboard-imnteractive” auth {S5H-Z)
- P
T:T:;t Authentication parameters
- Rlogin [ Allow agent forwarding

[ Allow attempted changes of usemame in SSH-2
Private key file for authentication:
|C:H.l_lsers'xLlSEHHDDwnIDadE‘mﬁirEtkey.pl E Browse. .. ;

Cancel

Fig. 17 Starting of PUuTTy
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File Ke Cormwersion Helg
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa ~

AAAABINzAC Ty ZEAAAABIGAAAGEAIjoutbz THIDbI PAJOC 9p 20N 3dyaru TRUBT 4z M
AMBEWgFDs0d S47Xe 9mqg Life WU 7+t WVWIHu Evk 5nilt 1Bleg Pppte 8w 23w Bx SR T3 U 3xk

q 150 3razKEId8Bzw FalgrrvGpLMBt HI 3Kz X Aglg U 'Su R ZMN M7 /P KFja TI Dnbw 7z
+IGRcftA 1t 3av S ILCAKE3EcEPsc TedHRN 3t TImNWucg EMwn 8p 2 InS EHz Ze 7Im P55V w

HoytngrEn PuTTY¥gen Warning ﬂc—:'l e |

Key comment: |

Key passphrase: Are you sure you want to save this key

Confirm passphra I without a passphrase to protect it? |
Actions

Generate a publid Yes ] Mo bnerate

Load an existing private key file Load

Save the generated key Save public key Save private key
Farameters

Type of key to generate: = -

= BSA 2 DSA () ECDSA () ED25519 () SS5H-1 (RSA)
Mumber of bits in a generated key: 2048

Fig.18 Connecting to Instance

13) Open the command window (telnet) that launches to connect to the AWS instance.

¥

PuTTY Security Alert

The server's host key is not cached in the registry, You
! have no guarantee that the semver is the computer you

think it is.

The server's ssh-ed25519 key fingerprint is:

ssh-ed25519 256

Ob:c7:81:cead:Bob4ib3:af93:20: 204834 5% a

[f you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting,

If youwant to carry on connedting just once, without

adding the key to the cache, hit No.

f you do not trust this host, hit Cancel to abandon the

connection.

fes Mo Help

Fig. 19 Lunching of Command Window
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14) Give the correct IP address to display the below Linux prompt

2 ubuntu@ip-172-31-41-187: ~

login as: ubuntua
huthenticating with pubklic key "imported-openssh-key"
Welcome to Ukbuntu 1l€.04.4 LTS (GHNU/Linux 4.4.0-10€0-aws xE86_€4)

* Documentation: https://help.ubuntu.com
* Management: hrtrtps://landscape.canonical.com
* Support: hrtrps://ubuntu.com/ advantage

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

0 packages can bes updated.
0 updates are security updates.

The programs included with the Ubuntu system are fres software:
the exact distribution terms for each program are described in the
indiwidual files in fusr/share/docs* copyright.

Ubuntu comes with ABSCLUTELY NC WARRANTY, TOo The sxtent permitted by
applicable law.

To run a command as administrator (user "root™), wuse "sudo <command>".
See "man sudo_root” for details.
ubuntu@ip-172-31-41-187:~% [J

Fig. 20 Linux Prompt

15) To Process of Installing LAMP server in UBUNTU, we need LAMP stack, Linux Operating System acronym, Apache HTTP
server, MySQL relational database management system and general-purpose scripting language PHP, is a web service stack
consisting of a group of open source software which is installed together on a server to enable it to host dynamic websites and
web apps.

16) To assure that all software packages are up to date, perform a quick software updation on the instance by typing command :
$ sudo apt-get update

# ubuntu@ip-172-31-41-187: ~

ubuntu@ip-172-31-41-187:~% sudo apt-get update

Hit:1 http://us-east-2.ecl.archive.ubuntu.com/ubuntu xenial InRelesase

Get:2 http://fus-east-2.ec2.archive.ubuntu.com/ubuntu xenial-updates InRelease [1
0% kEB]

Get:3 http://us-east-2.ec.archive.ubuntu.com/ubuntu xenial-backporcs InRelease
[107 kB]

Geti4 hoop://security.ubuntu,com/ubuntu Xenial-zecurity InRelesase [107 kEB]

Get:5 http://us-east-2.ecl.archive.ubuntu.com/ubuntu xenial/main Sources [863 kB
1

Get:6 http://fus-east-2.ec2.archive.ubuntu.com/ubuntu xenial/restricted Sources [
4,308 B]

Get:7 http://fus-east-Z.ec2.archive.ubuntu.com/ubuntu xenial/universe Sources [7,
728 kB]

Get:8 http://fus-east-2.ec2.archive.ubuntu.com/ubuntu xenial/multiverse Sources [
179 kB]

Get:9 http://us-east-2.ec2.archive.ubuntu.com/ubuntu xenial/universe amdé4 Packa

Fig 21. Updating on AWS Instance

17) To install Apache and Allow inFirewall type command: $ sudo apt-get install apache2

s13 k=ss)
Reading package lists

BBUNEWEiP—172-31—41—1 © install =)

Reading package lists

Building dependency tres

Reading state information... Done

The following additional packagess will be installed:
apache>—bin apache2-data apachs2-utils libaprl libapratill

libaprutill-dbd-sglice3 libaprutill-ldap libluaS.1-0 ssl-cexrt

Suggested packages:
www-browser apacheZ-doc apachel-suexec-pristine | apachel-suexec—custom
openssl-blacklist

The following NEW packages will be installed:
apache> apache2-bin apache2—data apache2-utils libaprl libaprucill
libaprutill-dbd-sglite3 libaprutill-ldap liblua5.1-0 ssl-cert

© upgraded, 10 newly installed, O to remove and 4 not upgraded.

MNeed to get 1,558 kB of archives.

Aftcer this operation, 6,436 kB of additicnal disk space will be used.

-wbuntu.com/ubunty xenial/main amdés libaprl a
-wbuntu.com/ubunty xenial/main amdés libapruci
-wbuntu.com/ubunty xenial/main amdés libapruci
[10.6 KkB]

-wbuntu.com/ubunty xenial/main amdés libapruci
B]

1l-ldap amdes 1.5.4—1buildl

-wbuntu.com/ubunty xenial/main amdés libluaS.l
-wbuntu.com/ubunta xenial-updates/main amdés a

xenial-updates/main amdes a

xenial-updates/main amdes a

e.ubuntu. com/ubunty xenial-updates/main amdés a
.= xB]
archive.ubuntu.com/WbuUnty xenial/main amdéd ssl-cext

211 1.0.37 [16.% kB]
Feccned 1,558 kB in Os (19.8 MB/s)

Preconfiguring packages ...
Selecting previously unselected package libaprl:amdéd.
(Reading database ... 51260 files and directories currently installed.)

Fig 22. Installing Apache
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# ubuntu@ip-172-31-41-187: ~

Processing triggers for ureadahead (0.100.0-1%) ... ]
Processing triggers for ufw (0.35-0ubuntul)

vbuntu@ip-172-31-41-187:~5 sudo apacheZctl configtest

Syntax OK

vbuntu@ip-172-31-41-187:~% sudo nano fetc/apache2/apacheZ.conf
ubuntu@ip-172-31-41-187:~% sudo apacheZctl configtest

Syntax OK

ubuntu@ip-172-31-41-187:~5 [ v
-

£

Fig 23. Global Server Name setting

19) Open the main configuration file with text edit by the command : $ sudo nano /etc/apache2/apache2.conf

20) The file inside adds a ServerName directive to that file, pointing to the primary domain name, or we can use the server's public
IP address.

21) Then Save and close the file when you are finished

LogFormat "%{User-agent}li™ agent

# Include of directories ignores editors' and dpkg's backup files,
# see README .Debian for details.

# Include generic snippets of statements
IncludeOptional conf-enabled/*.conf

# Include the wvirtual host configurations:
‘ncludeOptiDnal sites—enabled/*.conf

# wim: svntaxXx—apache t©s=4 S5W=4 STtsS—¢ ST noet
ServerName 18.188.33.6

Get Help
i Exit

Write Out Where Is
Read File @M Replace

Fig 24. ServerName directive added

W Cut Text Y Justifiy Cur Pos
Tncut Textiw To Spell Go To Line L¥

22) Check the syntax errors through command : $ sudo apache2ctl configtest
23) Restart Apache to implement the changes by: $ sudo systemctl restart apache2

# ubuntu@ip-172-31-41-187: -~

Processing triggers for ureadahead (0.100.0-13) ... M
Processing triggers for ufw (0.35-0Oubuntul)

ubuntufip-172-31-41-187:~5 sudo apacheZctl configtest

Syntax OK

ubuntu@ip-172-31-41-187:~% sudo nano /etc/apachel/apachel.conf
ubuntufip-172-31-41-187:~5 sudo apacheZctl configtest

Syntax OK
ubuntufip-172-31-41-187:
ubuntufip-172-31-41-187:

H

H

% sudo nano /fetc/apachel/apachel.conf

£ sudo systemctl restart apachel
- m

H

Fig 25. Apache Server restarted
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& ubuntu@ip-172-21-41-187: ~

Syntax O ~
ubuntu@ip-172-31-41-187:~5 sudo nano fetc/apacheZ/apacheZ.conf
ubuntu@ip-172-31-41-187:~5 sudo systemctl restart apacheZ
ubuntufip-172-31-41-187:~5 sudo ufw app list
Available applications:

Apache

Apache Full

Apache Secure

OpenS5H
ubuntu@ip-172-31-41-187:~5 [J v

-

Fig 26. Firewall Adjusted

25) The Apache Full profile should show that it enables traffic to ports 80 and 443 through $ sudo ufw app info "Apache Full

“ ubuntu@ip-172-31-41-187: -

CpenSSH ~
nbuntu@ip-172-31-41-187:~5 sudo ufw app info "Apache Full”™
Profile: Apache Full
Title: Web Server (HTTP,HTTPS)
Description: Apache v2 is the next generation of the omnipresent Apache web
SEIVer.

Ports:
80,443/tcp
ubuntu@ip-172-31-41-187:~5 l ™

Fig 27. Traffic to ports 80 and 443 is enabled

26)  Allow incoming traffic to the profile through : $ sudo ufw allow in "Apache Full"

# ubuntu @ip-172-31-41-187: ~

Title: (ETTP, HTTPS)
Description: Apache v2 is the next generation of the omnipresent Apache web
SEerver.

Web Serwver

Ports:
80,443/tcp

ubuntu@ip-172-31-41-187:~5 sudo ufw allow in "Apache Full"™

Rules updated

Bules updated (vo)}

ubuntu@ip-172-31-41-187:~5 [J

Fig 28. Traffic is allowed to the profile

27) Testing Apache through: http://your_server IP_address

15.188.33.6

@ ApacheZ Ubuntu Default Page

/Flg 29. Apache Server
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28) Steps to install Apache Server in Ubuntu
a) Install PHP through command: $ sudo apt-get install php libapache2-mod-php php-mcrypt php-mysg|

# ubuntu@ip-172-31-41-187: ~ =

ubuntu@ip-172-31-41-187:~5 sudo apt-get install php libapachel-mod-php php-mcrypt A
Reading package lists... Done

Building dependency tree

Reading state information... Done

libapacheZ-mod-php is already the newest version (1:7.0435ubuntué.l).

php is already the newest wersion (1:7.0435ubuntué.l).

php-mysgl iz already the newest version (1:7.0435ubuntué.l).

php-mcrypt is already the newest version (1:7.0+35ubuntué.l).

0 upgraded, 0 newly installed, 0 to remove and 4 not upgraded.
ubuntufip-172-31-41-187:~5 ]

Fig 30. PHP installed

b) Open the dir.conf file through a text editor with root privileges then for moving the PHP index file given above to the first
position after the Directorylndexspecification, for that restart the Apache service through command: $ sudo systemctl restart
apache2

29) To test Lamp Server

30) Install the server and set permissions correctly, then create a PHP file through the user account in the /var/www/html directory.

31) Also PHP file should be created in the Apache document root through the command: $ sudo nano /var/www/html/info.php

32) Then a blank file will open. Write valid PHP code inside the file through “ http://your_server_IP_address/info.php” command

33) Type the just created URL in the web browser. The URL act as public DNS address of the instance followed by file name and a
forward slash.

System Linux ip-172-31-25-153 4.9.75-25.55.amzn1.x86_64 #1 SMP Fri Jan 5 23:50:27 UTC 2018 x86_64

Build Date Dec 5 2017 15:56:12

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc/php-7.0.conffelc

Loaded Configuration File letc/php.ini

Scan this dir for additional .ini files {etciphp-7.0.d

Additional .ini files parsed letc/php-7.0.d/20-bz2.ini, fetciphp-T7.0.di20-calendar.ini, /etc/php-7.0.d/20-ctype.ini, /etc/php-7.0.d/20-curl.ini,

letc/php-7.0.d/20-dom.ini, Jetc/php-7.0.d/20-exif.ini, /etc/php-7.0.d/20-fileinfo.ini, /etc/php-7.0.d/20-ftp.ini, /etc/php-
7.0.dr20-gettext.ini, fetciphp-7.0.d20-iconv.ini, fetc/php-7.0.d/20-json ini, /etc/php-7.0.d/20-mysqgind.ini, /etc/php-
7.0.d/20-pda.ini, fetc/php-7.0.d/20-phar.ini, fetc/php-7.0.d/20-posix.ini, /etc/php-7.0.d/20-shmop.ini, fetc/php-
7.0.dr20-simplexml.ini, /efc/php-7.0.d/20-sockets.ini, fetc/php-T.0.di20-sglite3.ini, /etc/php-7.0.d720-sysvmsg.ini,
letc/php-7.0.d/20-sysvsem.ini, fetc/php-7.0.d/20-sysvshm.ini, /etc/php-7.0.d/20-tokenizer.ini, fetc/php-7.0.d/20-
xmLini, fetc/php-7.0.d/20-xmhwriter.ini, fetc/php-7.0.d/20-xsLini, /etc/php-7.0.d/30-mysqliini, fetc/php-7.0.d/30-
pdo_mysql.ini, letc/php-7.0.d/30-pdo_sqlite.ini, fetc/php-7.0.d/30-wddx.ini, fetc/php-7.0.di30-xmireader.ini, fetc/php-

7.0.d/php.ini
PHP API 20151012
PHP Extension 20151012
Zend Extension 320151012
Zend Extension Build API320151012 NTS
PHP Extension Build API20151012.NTS
Debug Build no
Thread Safety disabled
Zend Signal Handling disabled

Fig. 31 PHP installed and tested successfully for the deployment of the LAMP server
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B. Transferring the file from windows to UBUNTU using FileZilla
1) Open Filezilla

B FileZilla

File Edit View Transfer Server Bookmarks Help

RO RO L TAS

Host: I:I Username:l | Password: | | Port: | | | Quickcennect [+

dLag
iy

Local site: | Cxampp\htdocs\SDP(cloud)\cloud ~ | Remnote site;
.| cloud ~
ol v
£ > £ >
71 files and 3 directories, Total size: 40,928,821 bytes Mot connected.
Server/Local file Direction Remote file LSl S

] Queued files | Failed transfers | Successful transfers |

@ Queue: empty LR

Synchronized browsing

Fig. 32 FileZilla dashboard

2) Go to Settings in Edit tab, SFTP attach the private key pair of the created UBUNTU instance

i| select page: Public Key Authentication

=~ Connection
=- FTP Private keys:
i Active mode

To support public key authentication, FileZilla needs to know the private keys to use.

e B et Filename Comment Data
i L. FTP Proxy Ci\Users\HP\Desktop\aw... imported-ope.. ssh-rsa 2042 4b:6c:82:04:92:54:20:d3:22: 70:€]
i
L. Generic proxy
= Transfers

L FTP: File Types
i File exists action

- Interface

L Themes

- Dateftime format
- Filesize format

File lists
Language
- File editing
i Filetype associations < >
ji Updates Add key file... Remove key
- Legging <
Debug Alternatively you can use the Pageant tool from PuTTY to manage your keys, FileZilla does
recognize Pageant.
oK Other SFTP options
. [JEnable compression
Cancel |

Fig. 33 Private Key is attached

3) Start Filezilla with our public IP address and user name.

Z sfepr//ubuntu@13.59.225.129 - FileZilla

File Edit WView Transfer Server Bockmarks Help E
- = - —— - = 5
-z o = | [ = |hfh°'x ._/[%_Q"-®
{ Host: [ sftp://13.59.225.123| Username: Password: | Port: | | Quickconnect || -
Status: Disconnected from server ~ 1
Status: Cennecting to 13.59.225.129...
Status: Connected to 13.59.225.129
Status: Retrieving directory listing... £
Status: Listing directory J/home/ubuntu
Status: Directory listing of "/home/ubuntu” successful ~
Local site: | C\xamppihtdocs\SDP(cloud)\cloud, ~ | Remote site: | fhomesubuntu _—
& cloud () I =58 ubuntu o
= ~ ~
< > < >
71 files and 2 directories. Total size: 40,928,821 bytes 5 files and 2 directories. Total size: 5,562 bytes
Server/Local file Direction Remote file Size Priority
b
| Queued files Failed transfers Successful transfers il
I D @B Queue: empty - e il

Fig. 34 Starting of FileZilla
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File Edit View Transfer Server Bookmarks Help
e = i e 1] = = 5
oy |v‘ m‘wih°x¢‘$ﬁl"®
Host: ‘ sftp://18.188.33.6 | Username: ‘ ubuntu | Password: I:I Port: l:l Quickconnect |
Status: File transfer successful, transferred 13,632 bytes in 1 second A
Status: Retrieving directory listing of "fhome/ubuntu"...
Status: Listing directery /home/ubuntu
Status: Directory listing of "/home/ubuntu” successful
Status: Disconnected from server
Status: Disconnected from server v
Local site: [ Cxampplhtdecs\SDP(cloud)\cloudt ~ | Remote site: | /homefubuntu v
=~ SDP(cloud) A la-f7rs
- | cloud -2 home
@~ , SDP(localhost) = ubuntu
seat
webalizer
xampp
img . izt = o
install Filename Filesize Filetype Last modified Permissions  Owner/Gro... L)
licenses
lcale «cache Filefolder  03/25/18 11:23:.. ubuntu ub...
mailoutput .ssh File folder 05/25/18 11:07:... ubuntu ub...
v
" cloud File folder 05/25/18 12:43:. ubuntu ub...
Filename Filesize Filetype Last modified il D‘hash_lu‘.‘ 220 BASH_LOG.. 09/01/1504:57; ubuntu ub...
" [ bashre 377 BASHRCFile 09/01/1504:57: ubuntu ub...
PHPMailer-5.2-5... File folder 05421718 22:13:50 [ ] profile 655 PROFILEFile 05/16/17 18:19: ubuntu ub...
PHPMailer 57 4 File flder N5/21712 221350 ¥ | [ sudo as... 0 SUDO AS .. 05/25/1811:2%:... -rw-r--r-- ubuntu ub... ot
71 files and 3 directories. Total size: 40,928,821 bytes 4 files and 3 directories. Total size: 4,646 bytes
Server/Local file Direction Remote file Size Priority  Time Reascn
Failed transfers | “Successful transfers (:i“
’:' @ Queue: empty e

Fig. 35 Transferring of PHP file

5) Make sure the transferred file are in /var/www/html directory of Ubuntu instance

ubuntu@ip-172-31-41-187: /var/www/html§ pwd A
/var /wwe/html
Jubuntu@ip-172-31-41-187: /var/www/html$ 1s

cloud index.html

Jubuntu@ip-172-31-41-187: /var/www/htnl$ cd cloud
'u.buntu@ip—l"f':—iil—'}l—la?:fvar!www!htm_lfclouds 1s
aboutus.html main.html

addclass.php mritunjaihtml.html
admin 1.html multidimarray.php
adminn.html newdemo, sgl

RDMIN USER.html n,jpg
dqadminvalidation.php olddemao, sgl
JafterStudentLogin.html FPHPMailer 5.2.4

= g PHPMai ~-5.2-stable
queries.html

query.php

studentseatallotment.php
studentSignup.html
studentsignup.php
submit.php

teacher forgtpw.php
teacher_login.html
teacherlogin.php
teacher reg.html
teacherreg.php
teacher upload.html
teacherupload.php

contact.html
demo. sgl
doc.html

forget_after s.php
homeFrame.html
home.html
lindexl.html
index.php
last_s.html
last_t.php
mailform.html

geatallotment.php
sendmail .php
sitting.html
student_after.html

STUDENT DOCUMENT PORTAL.pptx

studentForget.html

student_forgetpw.html

studentLogin.html
studentlogin.php

download.php test.php
dropdown.html & ipg
email .php upload
exp.html 3 uploadl.php
foget_after t.php geatallotmentform. php

upload.php

user.html
validateotp.php
view.php

e Ry

ubuntu@ip-172-31-41-187:/var/www/htnl/clouds l
T

Fig. 36 Php file is transfered
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C. Accessing Website Globally
Give the public ip address of the UBUNTU instance followed by the directory in which the whole php file is stored in
/variwww/html in any browser to access the website globally.

EC2 Management C X ety localhost:8080 / my X

e C | @ 13.59.225.129/cloud/home.htm aQ ¥

STUDENTES DOCUMENT PORTRI. ALCUTUS GULRIES

[ :

Fig. 37 Home page of the Website

D. Development Of Web Application And Adding User-Level Security At Backend Storage

The front end part of the web application was developed using HTML that is HyperText Markup Language and CSS(Cascading
Style Sheet). HTML along with CSS enables a user to make simple web pages. The back end of the website was configured using
Firebase. Firebase is a platform that provides web and mobile application development. Google acquired Firebase in 2014.

1) Development of web Application

Uploader x +

¢« C Y O File | C/wampbafwww/majorproject/uploader.html ¥ ® 6 :

il Apps + Youlube [ Fircbascconsole @ GitHub:Wheresoft. @ DepartmentofCo.. M Firebase For WebsF. B Other bookmarks

CVRGU Document Uploader

Uploaded documents are protected through access contrel policy based HP CP-ABE

Choose File | create database sql
Upload

© UserAccessControl OverCloud 2020
Contact information: sahay.shirish @ gmail com

S:40PM

@ ~ma) z oo s 5

Fig. 38 Home page of the created account in Firebase
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2) Click on add project from firebase console

<« c 0O a e.com;

i Apps  » YouTube U @ Gitub - Wheresoft.. @ DepartmentofCo.. M Firebase For Webs F.. B on.

* ®

@ Firebase cowdocs @ 3

Your Firebase projects

UserAccessControl

useraccesscontrol-a2ads

Add project

Explore a demo project Firebase projects are
containers for your apps = ins  <f> 4

Fig. 39 Dashboard of Firebase

3) Provide the project name
€

i Apps

C {t & consolefirebasegooglecom,

@ Github. Where soft.. @ Departmentof Co.. M Firebase For Web:F..

* YouTube [y Fire

X Create a project (Step 10f 3)

Let's start with a name for
your project®

Projectname

UserAccessControl

# useraccessoonirol-e1804

Fig. 40 A Project name added

4) Select Google analytics if required and click on continue to create the project.

& C {} & consolefirebasegoogle.com,

ii Apps » YouTube M Fircbaseconsole @ GitHub-Wheresoft.. @ DepartmentofCo.. M Firebase For Web:F..

» UserAccessControl ~ Goto docs

UserAccessControl ( seksan

Get started by adding

Firebase to your app

000 <«

Add an app to get started

Store and sync app data in milliseconds X 5

Fig. 41 Project is created
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5) Add firebase to the web Application

& C {} & consolefirebasegoogle.com 2 a 7 L] *’ H

il Apps » YouTube J Firebaseconsole @ GitHub- Wheresoft.. @ DepartmentofCo.. M Firebase For Web:F... B Other bookmarks

Goto docs

X Add Firebase to your web app

o Register app

App nickname @

| UploaderApp

[ Also set up Firebase Hosting for this app. Learn more (4

a A

Fig. 42 Firebase is added

6) Firebase provides javascript code to add Firebase SDK to the created web application. There are multiple ways to add firebase
SDK like through Firebase Hosting URL, through Node.js applications or CDN. Click on continue to console to proceed.

& C 0} & consolefirebase.google.com/u/0/; . Ervie g L G) i

il Apps > YouTube | Firebase console @ GitHub.Wheresoft.. @ DepartmentofCo.. M Firebase For Web:F.. B Other bookmarks

o Add Firebase SDK

Copy and paste these scripts info the bottom of your <body= tag, but before you use any Firebase services:

<!-- The core Firebase JS SDK is always required and must be listed first --»
<script src="https://waw.gstatic.com/firebasejs/7.14.4/firebase-app.js"></scrip

<!-- TODO: Add SDKs for Firebase products that you want to use
https://firebase.google.com/docs/web/setup#available-libraries -—>

<scripts
[/ Your web app's Firebase configuration
var firebaseConfig = {
apikey: "AIzaSyAnIWeo8viM7knMIhRMJhBs42RQ880-gru”,
authDomain: "useraccesscontrol-e1884.firebaseapp.com”,
databaseURL: "https://useraccesscontrol-e1884.firebaseio.com”,
projectId: "useraccesscontrol-e1884",
storageBucket: "useraccesscontrol-e1884.appspot.com”, ~
messagingSenderId: "387159833768",
appId: "1:387159833768 :web:6487b2838b534b99d4f69d"
i
/{ Initialize Firebase
firebase.initializeApp(firebaseConfig);
</script>
D

(] 3

Learn more about Firebase for web: Get Started [, Web SDK AP Reference [, Samples (4

Continue to console

Fig. 43 Adding Firebase SDK
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7) Having pasted this script in our web application source code, the firebase is integrated into our application and is ready for use.

8) To provide login in the firebase project through emails, the sign-in through email property in enabled in the firebase project

9) Here other methods of signing in are also available. One can choose any way among the given ways to add to the project as per
the requirements and convenience.

< C {Y & consolefirebasegoogle.com/u/0/project/useraccesscontrol-e1804/authentication/providers Q¥ N - I
fii Apps '+ YouTube Jjg Fircbaseconsole @ GitHub- Wheresoft. @ DeparimentofCo.. M Fircbase For Web:F... B Other bookmarks
. UserAccessControl ~ Go to docs l ‘i‘g
.l Authentication L
o
Users Sign-in method Templates Usage
=
Sign-in providers

=
© Provider
3] & en &
M

L
al

= Goo
L e
= B re
* ® G
S K
&
&
~ O o
%

Fig. 44 Various way to signing to Firebase account

10) All the users added to this project through the web application will be shown
& C (Y & consolefirebasegoogle.com/u/0 eraccesscontrol-a2a entica 56

@0

Gl Apps o YouTube | Firebaseconsole @ GitHub.Wheresoft.. @ DepartmentofCo.. M Firebase For WebiF... I Other bookmarks

UserAccessControl + Gotodoes M .‘g
W

Authentication 9

Users  Signinmethod  Templates  Usage

Identifier i Created Signed n UseruiD 4+

shish@gmail.com May 17,2020 wmiviyaP19kevesio6r ([

L <]

L

Fig. 45 List of users added to Firebase account through the web application
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11) It required performing the setup of the storage in the project where the files will be uploaded to and downloaded from.

12) The storage section in the project is accessed for configuration. It shows a general rule depicting the default security provided
by firebase. Any required number of security instructions can be added here like who can access storage, restrictions on the size
of files etc.

gle.com

@ GitHub- Where soft.. @ Departmentof Co.. M Firebase For Web:F..

Set up Cloud Storage
@ Secure rules for Cloud Storage 2 SetCloud Storage location

Fig. 46 Set up of Cloud storage

13) After clicking on next, it asks to choose the cloud storage location and then creates a storage bucket. This storage bucket is like
a memory location provided by the firebase where the uploaded documents will be stored.

gle.com

i Apps  » YouTube |l Fireb: sole @ GitHub Wheresoft.. @ DepartmentofCo.. M Firebase For Webs F.. B Other bookmarks

UserAccessGontrol ~

Storage ]

Files  Rules  Usage

@D gs/useraccesscontrola2ads.appspot.com > uploaded_files

O [ oiptikeisnna 1Apar 233M8
@ poct docx 219 KB

(& Govt. of Odisha Higher Education Department Notification.pdf

O [ crestecatanase sal

Fig. 44 Web Page of our implemented Cloud storage

V. ATTRIBUTE BASED ENCRYPTION TECHNIQUE IN AWS
After creating a website in AWS Cloud to keep secure the data stored on the website. We apply a hidden policy Cipher-text Policy
Attribute-Based Encryption scheme over data have shared in our deployed website for efficient access control over the data stored in
our deployed website in the AWS cloud.
Our proposed idea implemented attribute based encryption technique by following 3 algorithms.

A. SetUp

Security parameter is taken by AWS that generates Public Key (PK) along with Master key (MK).
1) Input: £ as security parameter and A as attribute set

2) Output: Public key (PK) along with Master key (MK)

a) Gyis generated that is a bilinear group of p as prime order and g as generator

b) Choose B and k randomly
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Compute y = e(g,9)*?

For every attribute a; € A

Choose secret share s € z, randomly
Choose h;; and h;5 randomly
Compute T; = ghinhiz(hia+hiz)

Return PK = (G1, g, v, Ya; €A : (T;,s), k), MK = (B.k. Va; €A : (}ljl’hfg))

B. Encryption

The Data uploaded in the website hosted in the AWS cloud encrypts under T access policy and public key generated through AWS
EC2 instance. After encryption generates cipher-text of the data/file and encrypted masked access policy that is embedded along
with cipher-text. The generated cipher-text stored in the AWS cloud.

1) Input: Public key PK = (G1, g, y,Ya; € A: (T;,s), k), Master key MK = [, k,Va; € A : (hy; hsp)created by AWS, data
F and access policy T

2) Output: Cipher-text (CT') of the data/file under T

a) Choose secrete w and r € z;, randomly

b) Calculate C; = g® and C; = Fe(g, g)#®

c) Int from top to down manner for each node a

d) If aroot node and a; = att(a), choose pg randomly from zp and form t — 1 polynomial degree, let p = w then shift
value is calculated v; = pg — s; and a secret share y is assigned to each child node i.e s, = v; (index(y))

e) Elseif a isnon-leaf choose pq randomly and form ¢ — 1 polynomial degree, p, = W = Pparent (a) (index(a)) and
assign s, = v;(index(y)) to each child node

f) If set of leaf nodes is S

g) Int foraleaf node aeS, a; = att(a)

h) Compute C; = Ti(”"“) = gWirthiahiz(in+h)

i) Ift =N, [N=real number

j) Computem = T*k

k) Elsem = ASCII(7) = k

I) ComputeD; = g"/MiandD’; = g"/Me

Return Cipher-text CT = (C;,C,,Va € S, C;, D;,D';,m) of data/file

C. Decryption

1) Input: Cipher-text CT = (C;,C5,Va € S, ¢;, D;, D'y, m) of data/file and Master key created in AWS

2) Output: Data/File F in plain text format

a) Ift =N, [N = real number

b) Computet =m/k

c) Else ASClI value of T = m/k

d) For every leaf node y in T, where i = att(y),i € S

e) Compute Dy, = e(C;, D;D';)

= g(gMiHStutnltutte) gr/ty gr/t)
=e((g 9)" ™)

=e(g.g9)""*

=e(g.9)™
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f) ElseDy,=1T
g) For everynon-leaf node y in T
h) k'y Is denoted for Sy that is size of child nodes of a set such that D, = I, If no size child node of a set exist then the node will
not satisfy by attribute set S return T’
i) Else Compute Dy = ITes, F ASty
=I,es,e((g, g)"Pe)5"

— IPparent(z))(index(z))
- zESye((ng) P g ])
)rwﬂLSfy

ﬂLS’y

= zESy 8((9‘, g

=e(g,9)"
Where A; S’ is called as Lagrange Coefficient, [ = (index(z)),S’y = V,E S, thatis index(z)

VI.EXPERIMENTAL RESULTS

We have experimented on Windows 10, AMD RYZEN 5(RADEON Graphics). To implement our proposed algorithm, we use
Python 3.8 and PyCharm 2020.3.2 x64 and configured AWSTool kit for PyCharm plug in it. After testing the proposed algorithm
we use AWS SDK to implement it through Amazon S3 Client side encryption. This technique encrypts our data and its access
policy before storing it in our deployed website [discussed in section 4] in AWS. Amazon S3 encryption client randomly generates
separate data encryption key that encrypt data of each object of Amazon S3. Through data encryption keys the data and its access
policy encrypts and uploads in Amazon S3. The data encryption key is encrypted through master key and save the encrypted data
encryption key as metadata of object in Amazon S3. The client used client side master key to decrypt the saved encrypted data
encryption key. The client downloads data from Amazon S3 and by using master key it decrypts data encryption key then uses the
data encryption key that decrypt the data along with its corresponding access policy. Therefore the data stored in our deployed web
application is secure, controlled by the user and according to the access policy defined for corresponding data only authorized users
can able to access those data.

X e Y DAY TR S | TS S, ST TP ST (Y SR S
Command Prompt = O X

(default-cli) @ myapp ---
SLF4): Failed to load class "org.slf4j.impl.StaticLoggerBinder".
SLF4]: Defaulting to no-operation (NOP) logger implementation
SLF43: See http://www.s1f4j.org/codes.html#StaticLoggerBinder for further details.
Creating bucket: bucket1610473406793
bucket1610473400793 is ready.

Uploading object...
Upload complete
HEC
Cleaning up...

Deleting object: key

key has been deleted.

Deleting bucket: bucket1610473406793

bucket1618473400793 has been deleted.

Cleanup complete

Closing the connection to Amazon S3
Connection closed

nA

] Total time: 7.671 s
] Finished at: 2021-01-12723:13:26+05:30

Fig. 45 After data uploaded in AWS through AWS SDK
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& > C @ console.awsamazon.com/s3/home?region=us-east-2 * © » ® :

aws Services ¥ marketplace products, and docs Alt+S £\ Sucharita @ 2267-8173-1471 v Global ¥  Support ¥

Amazon S3 X Amazon S3
Buckets o | g 5
Buckets (1) ‘ﬂ Create bucket
Access points
Buckets are containers for data stored in S3. Learn more [
Batch Operations
Access analyzer for S3 Q 1 &
Name a Region v Access v Creation date
Account settings for Block " . o B
US West (Oregon) us-west- jects can be January 12, 2021, 23:20:03
Public Access
bucket1610473800381 public UTCibs o)
¥ Storage Lens
Dashboards
AWS Organizations settings
Feature spotlight @)

» AWS Marketplace for S3

Feedback  English (US) ¥

© 2008 - 2021, Amazon Internet Services Private Ltd. or its affiliates. All rights reserved. Privacy Policy  Terms of Use

Fig.46 Uploaded Data successfully stored in AWS Server

Data stored in Amazon S3 can be copied to Amazon EC2 instance through AWS Command Line Interface by following the below
command ec2-user ~$ aws s3 cp s3://my_bucket/my_folder/my_file.ext my_copied_file.ext

VII. RESULT ANALYSIS
Applying access control rules on the users in the storage, this application ensures secure and authorized access to the firebase cloud
storage. The hosting of application on the Amazon EC2 instance provides secure remote hosting of the application and it can be
accessed globally. Unauthorized users do not have access to cloud storage.
Various methods to add attribute-based encryption over the files/documents shared over the cloud platform. All the encryption
properties were attached to the documents. Taking this idea we decided to implement user-level access control in our paper because
that is also a suitable way to achieve secured access. Under that implementation, we tried to create controlled access among
registered users. Our application achieves this to a great extent. All users do not have read and write permission. The application
only allows authorized users to access the application. The authorized users are those who have *“*@cvrgu.com’ extension in their
email id. Otherwise, the users cannot register into the application. This application is meant to be used within an organization;
therefore there is no threat of any non-organizational member trying to access the application. The storage is kept private so
unnecessary users cannot get into the storage. By applying Attribute based Encryption scheme to our application, we made secure to
the data stored in our application that deployed in AWS Cloud. Therefore, only authorized users can able to access the data stored in
AWS server.
Amazon EC2 instance provides a secure server for hosting the web application. Using EC2 instance ensures that the application can
be accessed from anywhere globally. That means that a user with the EC2 generated website URL can access this application from
anywhere. Firebase platform’s storage is well secured with access control rules. The entire application performs on the cloud and no
data is being kept in any secondary storage. The application is thus made secure for its users.

VIIl.  CONCLUSION

In this paper, we have showed step by step process of creating a web application that facilitates the uploading of documents in the
cloud platform. The cloud storage is kept private and access to stored data is controlled by using a user-level access control method.
This method ensures only authorized users have access to cloud storage. The use of the Firebase platform has helped to achieve the
above-mentioned access control method. The website is hosted on the Amazon EC2 instance so one who is authorized to use this
application can globally access this application. This website is secured through a user-level access policy. This property ensures the
least spamming on the website by unauthorized users. We used Attribute Based Encryption technique to encrypt and decrypt our
data stored in our web application in AWS through Amazon S3 Client side encryption. So that, our data security can be controlled
and data can be accessible to the only authorized persons. The authorized person is permitted to access the stored data through the
access policy. The access policy is defined by the user for their respective data and stored in the cloud server along with encrypted
data. This paper helps in understanding the deployment of any website on the cloud platform and how to manage the secure access
of data on the cloud platform.
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