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Abstract— This We have seen the widespread use of online social networking sites, there are hundreds of millions users can
easily share private and public information with online unknown users. For this reason it is important to give more access on
shared data. Our aim is to decide which online users can see information authorized by owner of the information. Our solution
aims to provide users when they wish to avoid or restrict to see of their information to their friend list. In this paper we see the
reachability control model that allows user can set their privacy concerns with existing online users.
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I. INTRODUCTION

With the fast development of web 2.0 technologies in last five years, social networks such as orkut, linked-in, twitter, facebook,
YouTube and flicker etc. are become the most successful we services on the web. These types of Online Social Networks offer
digital social interactions and information sharing, but also raise a number of security and privacy issues on data which is shared in
social networking space. Facebook now claims that it having over 500 million active users and Twitter has 200 million users.
Facebook, one of representative social network sites, claims that it has more than 800 million active users and over 30 billion pieces
of content such as web links, news stories, blog posts, notes, photo albums shared each month. The availability of this information
creates privacy and confidentiality issues over data which is shared in online social network. Online social users typically do not
want to share all of their information with everyone. A typical Online Social Network provides each user with virtual space
containing users profile information, a list of the user’s friends, and web pages shared by online user, such as wall in Facebook,
where users and friends can post content and leave messages for each other. In most of the developed social networks provide only
the basic access control mechanism, e.g. a user can specify whether a piece of information shall be publicly available, private (no
one can see it) or accessible only by direct contacts. The simple access control mechanism having advantage of being simple,
intuitive and easy to implement. However, it is not good enough to fit with the requirements of all online social users.

It is either too loose because it grants access to all online social users (public), or it is too restrictive by limiting too much
information sharing (private). Such simple access control strategies have the advantage of being straightforward, but, on one hand,
they may grant access to non-authorized users, and, on the other hand, they are not flexible enough in denoting authorized users.
Although Online Social Networks currently provide simple access control mechanisms allowing users to control access to
information contained in their own spaces, users, unfortunately, have no control over data residing outside their virtual online spaces.
For instance, if a user posts a comment in a friend’s space, she/he cannot specify which users can view the comment. Based on such
considerations, we will conclude the different types of access control methods available today.

1. PRIVACY

Privacy is the right or opportunity to decide who has access to your personal information and how that information should be used.
The issue of privacy within social networking sites are still uncleared. It means user or individuals can control the information
which is visible to others not. More than a few studies have attempted to determine implications of privacy concerns and awareness
of privacy to users’ online practices and behaviour. In any online social network users are generating a large amount of data.
Protecting online users from other online users includes any other user on the social network. We can divide the set of other users
into three categories.

A. Directly Connected Users
These are users that have a link between them in the social graph. This means something different in different social networks. In
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Facebook it means that the two users can view more information on each other's profiles. In some of the literature this simply means
the two users have communicated with each other via email. Many online social network providers like facebook, twitter allows the
users of their social network to make privacy settings. This is the user's first line of defence against malicious users. Some of these
privacy setting schemes are simple and straightforward. For example, Twitter allows users to make tweets private which are only
visible to their followers. These privacy settings must be carefully weighed and experimented with, and yet users are forced to make
privacy settings immediately upon joining the social network in order for them to be successful in protecting their own data.

B. Indirectly Connected Users

These users are two or more hops away from one another. ( e.g., friends of friends (FOF) or friends of friends of friends (FOFOF) ).
This category also includes two users that are in the online social network that have absolutely no relation between them. It means
between two online users no relation present between them. One of the more subtle issues in protecting user data from other users is
the spread of sensitive, partially private content. The key difference between this and the previous section is malicious users
accessing other user content directly vs. indirectly. A malicious user accesses information indirectly when some third party user
spreads that information. Social networks typically try to define some set of rules for the online user to define who can view their
information and who cannot. Anybody, however, is allowed to publish information.The main problem with these online social
networking sites is that users that have access to the sensitive, hidden data of another online user can simply use their ability to
publish to spread that data to online users whom are not supposed to have access to it or not supposed to can see it.

C. General Public
The general public has access to information in many online social networks. For example, Twitter makes tweets public by default
and Google indexes them.

111.THE SOCIAL NETWORK MODEL

As shown in following figure, a online social network is a dynamic structure made of nodes, which are connected to each other
through various relations as shown in figure. The nodes and the edges shown in the graph/figure represents, the online social
network users and the relationships present between them. Labels shows the relationship type associated to each edge, i.e., Alice
considers Bill her friend, Colin considers David his friend, and so on. In this framework, relationships are not similar, i.e., if Alice
considers that Bill is her friend, it doesn’t mean that Bill considers Alice a friend too.
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Figure 1: - The Social Network Model

IV. THE ACCESS CONTROL PROTOCOL
An access control model implies the specification of both the access control policy and the access control enforcement mechanism,
which represent, respectively, the desired rules according to the high level requirements of the system and the implementation of
this policy.

Mooccess Rules
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Figure 2:- The Access Control Protocol
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As shown in above Figure 2, the fundamental components of our access control model are:

The Subject, also called Principal, is a person who tries to get access to a particular resource, i.e., the object.

The Action is the operation that the subject wants to execute over the object.

The Object is the target resource, to which access may need to be controlled.

The Reference Monitor is the component that implements users privacy preferences, i.e., access control policies. It takes as input a
set of access rules according to which it will allow or deny access to a given object or resource. The access control enforcement
mechanism is performed by the reference monitor, which is a trusted software module that intercepts each access request submitted
by a subject to access an object and, on the basis of the specified access policy, determines whether access should be granted or
denied to the requestor.

V. SOCIAL NETWORK POPULARITY

Social Network Popularity
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VIll.  ADVANTAGE AND DIS-ADVANTAGE
Advantage Disadvantage
1 Worldwide Connectivity Face to Face Connections are endangered
2 Commonality of Interest Cyber-bullying and Crimes against
Children
3 Real-Time Information Sharing Risks of Fraud or Identity Theft
4 Free Advertising Time Waster
5 Increased News Cycle Speed Corporate Invasion of Privacy

IX.CONCLUSION

In this paper we have seen advantage and disadvantage of social networking sites and also usage of social networking site company
usage of different social networking sites and different social networking sites with their popularity. We also discussed access
control protocol and we also seen the social networking model.
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