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Abstract: Internet of Things is no longer a newbie and has paved a long journey acting as the topmost business growth driver.
Every business today has started depending on 10T technology for its operational excellence in the market. 10T creates an
intelligent, invisible network fabric that can be sensed, controlled, and programmed. 10T has spread its wings to every industry
slowly. The Agriculture and farming industry has also embraced 10T technology. These technologies are used by farmers to
monitor crop yield and measure soil moisture content to deploying drones to assist with tasks such as applying pesticide spray.
With more and more connected devices to the Internet, there are more challenges to be faced securing smart farming
environments cybersecurity threats and vulnerabilities. Smart farming is projected to create a massive impact on the agricultural
economy by bridging the gap between small and large-scale businesses. This review paper will briefly investigate the security
challenges faced by loT devices at first and later review on its current progress and application in the field of smart farming.
With the introduction of smart homes, smart cities, and other smart devices, the Internet of Things (1oT) has formed as an area
of importance with potential, and growth. It has been well established that most of these 10T devices are easy to hack and
compromise. 10T devices are limited in computational power, storage, and network capacity, and thus they are more vulnerable
to attacks than other smart devices such as smartphones, tablets, or computers. Finally, fog computing technology is discussed as
a recommended solution to support 10T security in Smart farming are reviewed in this paper.

Keywords: Internet of Things, Smart farming, Cyber Security, Cyberattacks, Fog Computing.

I. INTRODUCTION
Smart farming is a philosophy that uses advanced technology to control farming practices in order to improve the quality and
quantity of agricultural products. GPS, soil scanning, data management, and 10T technologies are all available to farmers in the
twenty-first century. Farmers may significantly improve the efficacy of pesticides and fertilizers and use them more selectively by
specifically measuring different parameters within a field and adapting the strategy.
Similarly, farmers can use smart farming techniques to better track individual animal needs and change feed accordingly, preventing
disease and improving herd health, ¥4
Agriculture has benefited from technological advancements in recent years. Task-specific sensors are used to collect this data. The
Internet of Things (loT) plays an important role in precision agriculture because it collects data that is used to make decisions.
Farming processes will become increasingly data-driven and data-enabled as smart machines and sensors appear on farms and farm
data grows in quantity and scope.
The phenomenon of Smart Farming is being driven by rapid advances in the Internet of Things and Cloud Computing (Sundmaeker
et al., 2016). Although Precision Agriculture only considers in-field variability, Smart Farming goes a step further by basing
management tasks on data as well as location, with background and situation knowledge triggered by real-time events (Wolfert et
al., 2014).
To carry out agile actions, real-time assisting reconfiguration features are needed, particularly in cases of suddenly changed
operating conditions or other circumstances (e.g., weather or disease alert). These features usually provide intelligent assistance with
technology deployment, maintenance, and use.61-68] Smart devices enhance traditional tools (e.g., rain gauges, tractors, and
notebooks) by incorporating autonomous context-awareness through various sensors, built-in intelligence, and the ability to perform
autonomous actions or do so remotely.
While it is already implied in this illustration that robots will play an important role in management, it is likely that the role of
humans in analysis and planning will be increasingly supported by machines, resulting in the cyber-physical cycle becoming nearly
autonomous. %%
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Figure 1 summarizes the concept of Smart Farming along the management cycle as a cyber-physical system [11]

Smart devices enhance traditional tools (e.g., rain gauges, tractors, and notebooks) by incorporating autonomous context-awareness
through various sensors, built-in intelligence, and the ability to perform autonomous actions or do so remotely. While it is already
implied in this illustration that robots will play an important role in management, it is likely that the role of humans in analysis and
planning will be increasingly supported by machines, resulting in the cyber-physical cycle becoming nearly autonomous.

Recently, innovations such as ubiquitous computing, cloud computing, fog computing, and remote sensing have been involved.
Smart farming at fog locations with the assistance of downstream computing presents new problems and testing opportunities for
future risks. To optimize the benefits of precision farming and its stability, it's crucial to build a complete system with sensor
deployment. In addition, in most situations, the sensors are used as relay nodes in addition to gathering data at regular intervals. The
more data that passes through a sensor, the more resources it consumes, shortening the network’s lifespan and rendering it
vulnerable to security threats [2]. As a result, an educated sensor implementation is critical to solving the efficiency and security
issues for smart farming applications.

The majority of current smart farming strategies are implemented with no prior knowledge of whether they can result in the most
efficient use of available resources. There are no simulator toolkits built for configuring the network of smart farming in the
literature. However, there are a few studies that use models in which the data used to make decisions is collected through sensors
[3]. Core network properties such as network interference caused by overlapping sensor areas, packet error rate, and energy
consumption of the underlying communication model are totally overlooked in such simulations. These properties have an impact
on the architecture’s security in a noticeable way. According to the analysis of the literature, no such strategy exists that enables data
processing at shared fog locations in order to mitigate or eliminate security risks.

The aim of this paper is to discuss various security issues and threats that have been encountered with smart agricultural devices and
to suggest a solution based on fog computing. The remainder of this paper is structured in the following manner. Section Il discusses
the Internet of Things architecture for smart agriculture and farming. Section 111 discusses the many security concerns and obstacles
that smart farming faces. The suggested solution and its execution are highlighted in Section VI. Section VV summarizes the test
findings, and Section VI brings the paper to a close by shedding light on future research in smart farming and its security
implications.

Il. STATISTICAL VIEW ON PRECISION FARMING
Agriculture is the economic backbone of India. It accounts for nearly 66% of total employment opportunities in the region.
However, conventional agricultural methods are not sustainable and cannot ensure the sector's survival and development.
The Indian Precision Agriculture Market was worth over $ 57 million in 2019 and is expected to expand at a CAGR of over 10% to
reach $ 99 million by 2025, owing to growing knowledge about precision agriculture's applications and the the need to maximize
yield from small farms. (/074
Additionally, the application of advanced analytics, the adoption of the Internet of Things (IoT) in agriculture, and the expansion of
supporting government initiatives for the adoption of modern agriculture technologies are all driving the Indian Precision
Agriculture Market. Additionally, the demand for data on crop health, local weather forecasts, and soil is expected to drive demand
for precision agriculture during the forecast era. However, high costs and a lack of knowledge about innovations and their benefits
are major roadblocks for India's precision agriculture industry. %%
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Figure 2 gives an estlmate of the agricultural 10T device shlpments globally
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[60]

Agriculture technology is also receiving funding from India's central government, which is aiming to double farmers' incomes by
2022. To this end, the NITI Aayog is partnering with companies such as IBM to pilot technology-enabled agricultural solutions.
This is in order to provide farmers with real-time advice. For example, artificial intelligence is being used to build models of crop

yield defence. (%%
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Figure 3 gives an estimate of the growth of precision farming from 2019-2025in terms of market size !

Additionally, the Government of India intends to computerize the Primary Agricultural Credit Society (PACS) with a grant of nearly
INR 2,000 crore to benefit cooperatives. Additional government initiatives to promote smart farming in India include the
establishment of the National Centre for Management of Agricultural Extension (MANAGE) in Hyderabad, the launch of the
Pradhan Mantri Krishi Sinchayee Yojana (PMKSY), One Nation One Market, and mentoring agriculture-technology start-ups.
Farmers in the southern states of Andhra Pradesh, Telangana, and Tamil Nadu are increasing crop yields through a variety of
precision agricultural methods. Precision agriculture enables farmers to raise their income per acre by 35% to 60%. It can also help
mitigate agricultural water pollution, Accenture Interactive India's Achal Sharma said recently on the side-lines of the World
AgTech Congress in Delhi. 851

I1l. TRADITIONAL IOT ARCHITECTURE
The word "Internet of Things" was coined in 1999 by Kevin Ashton, executive director of MIT's Auto-ID Center, and has since
taken on many slightly different meanings. There is no universally accepted concept of loT at the moment, though many
formalizations are available on the web and in the literature ?4. The International and Telecommunication Union's (ITU)
concept is used in this work: "Internet of Things" is "a global infrastructure for the information society that enables advanced
services through the interconnection of (physical and virtual) things using existing and emerging interoperable information and
communication technologies (ICT). &
A thing is defined in this context as "an object of the physical world (physical things) or the information world (virtual things) that
is capable of being identified and integrated into communication networks", while a device is defined as "a piece of equipment with
mandatory communication capabilities and optional sensing, actuation, data capture, data storage, and data processing capabilities".
[25]
In a nutshell, the Internet of Things is a set of computing devices (specifically, things) that are connected through the Internet and
designed to provide services for a variety of applications while meeting security requirements. !
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Three layers comprise the 10T architecture: device layer, network layer, and perception layer. This section discusses these strategies
in detail:

A. Application Layer

This layer is responsible for providing the customer with application-specific services. Additionally, it specifies applications for the
Internet of Things. ¥ > It is the layer from which cloud applications store, manage, and access or retrieve data as required for
processing.

B. Network Layer
This layer is in charge of linking intelligent objects, network devices, and servers. Additionally, it is used to transmit and process
sensor data. It links sensors to the server in smart farming to relay data upward for further processing. ™

C. Perception Layer
This layer is where sensors detect and collect data about the environment. It detects and recognizes physical parameters or other
artifacts in the world. For instance, relative humidity, temperature, and precipitation conditions. !

Basic Architecture

Responsible for connecting smart things, network devices, and
servers. Also used for transmitting and processing sensor data.

Perception Sensors sense and gather information about the environment, |
u L Senses physical parameters o identifies other objects inthe |
dia A environment. L

,)))

Figure 4: showing the basic architecture of IOT using application layer, network layer and, perception layer with the detailed
description of their functions [9]

More recently, innovations such as ubiquitous computing, cloud computing, fog computing, and remote sensing have been
incorporated. Smart farming with backend computing help at fog locations creates new challenges and avenues for research into
possible threats.

D. Essential Characteristics Of Internet Of Things

The following sections summarize the major characteristics of the Internet of Things ) ) ¥2I:

1) Interconnectivity: Anything in the Internet of Things is capable of being linked to the global networking and knowledge
infrastructure;

2) Things-related services: The Internet of Things enables the provision of thing-related services within the constraints of things,
such as private security and semantic continuity between physical and virtual things;

3) Heterogeneity: devices in the Internet of Things may be built on a variety of different networks and hardware platforms.
Additionally, they can communicate with various service platforms and devices through various networks;

4) Constrained resources: The Internet of Things usually requires devices that face energetic and technological constraints;

5) Dynamic changes & the uncontrolled environment: in the Internet of Things, the state of the system (e.g., sleeping/awake,
connected/disconnected) and context (e.g., position, speed) change dynamically. As a result, 10T devices operate in an
unregulated environment characterized by chaotic surroundings and unreliable user-device interactions caused by unstable
network access and complex device state changes. Additionally, the number of devices will fluctuate dynamically;

6) Huge scale: the number of devices that must be handled and communicate with one another is enormous and will continue to
grow in the future. Additionally, the proportion of communications caused by machines will continue to increase at the expense
of human-triggered communications. Perhaps more important would be the management and analysis of data provided by such
devices in order to facilitate the exchange of knowledge.
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IV.SMART FARMING ECOSYSTEM CYBER ATTACKS

One such device is an Internet of Things (10T) device used in smart farming and agriculture. The proliferation of sensor-based
technology has increased the risk of cyberattack. It is critical to consider the numerous security concerns associated with the
implementation of smart applications; if any of them are compromised, they can have a detrimental effect on the agricultural

economy.
o Insider data leakage 2 T:r::|:;=:::::y R
¢ CERUaE Icaka,gc © Malware injection attack
o False data injection attack o DoS and Botnet attack
o Misinformation attack o Side channel attack
Cyber
Attacks
T
ATTACKS g ATTACKS
o Third-party attack o Compliance and Regulatior
o Supply chain software update violation
attack © Cyber terrorism
o Data fabrication attack o Cloud computing attack
o Supply chain interdiction attack
Figure 5: summarizes the various cyber-attacks that occur in a smart farming ecosystem £
A. Data Attacks
1) Insider Data Leakage: At the perception or physical layer of smart farming, a large amount of complex and dynamic data is

2)

3)

4)

1)

2)

produced. This information is derived from environmental variables such as soil moisture content, relative humidity, water level,
and temperature. When this data is transferred to the upper layers for further processing, it becomes vulnerable. Leakage or
breach of such data, whether by a hacker or an insider, will result in financial loss to farmers. For instance, the disclosure of
land, crop, and agriculture purchasing information will result in significant economic losses for farmers. Farmers also employ
third-party analytics to analyze data that can be used to forecast supply and the agricultural economy. An attacker can attempt
to phish for such third parties in order to steal their data. >

Misinformation Attack: Farmers usually fear data leakage in smart farming because it can be used against them and has a
negative impact on the economy as a whole. Smart farming has been affected by big data, and it now encompasses the whole
supply chain, which is supposed to be kept secret. Smart sensors and devices generate massive amounts of data that assist
farmers in making crop and plant selection decisions. If an insider sells this data for profit, it can have a detrimental impact on
the farmer's economy. (36

Cloud Data Leakage: Data is stored on a trusted cloud provider such as google, amazon web services, or azure in 10T devices.
Smart farming also makes use of such clouds to store data from the 10T architecture's lower layers. If sensitive agricultural data
is stored in a foreign country's cloud, it can be easily manipulated. It is important to make a judgement call on the location of
sensitive data. For example, in Spain, there is a law requiring data users to obtain consent from each individual employee and
then exercise discretion in terms of cloud storage. &

False Data Injection Leakage: This is the type of attack that compromises sensors and actuators at the physical or perception
layer. In smart farming, an attacker may forge sensors to provide an incorrect reading of the humidity or soil moisture content.
This, in turn, would influence farmers' decisions and wreak havoc on their crops and seeds. &7

Network And Equipment Attacks

Malware Injection Attack: This is an attack in which an attacker infects a linked smart device with malware. The majority of
farmers in smart farming are linked to the Internet. Malware is capable of stealing all sensitive information about the
consumption of agricultural products, the procurement of fruits, vegetables, and livestock, as well as information about
agricultural machinery. Additionally, malware can impair the functionality of intelligent physical equipment, which can have a
detrimental effect on a specific crop. ™!

Denial Of Service Attack: 10T devices used in smart farming environments are vulnerable to Denial-of-Service Attacks, in
which an attacker sends a large number of garbage requests to the server, causing it to hang. In this case, the server refuses the

user any operation. If this occurs, any individual farmer can have trouble logging into their account to collect critical field data
[19-20]
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Radio Frequency (FR) Jamming Attack: In many cases, intelligent farming equipment communicates through radio frequency
networks, such as cellular or satellite networks. Global navigation satellite systems (GNSS) are often used by smart farming
equipment to increase productivity with products and techniques such as route planning, auto-steering, seeding, and spray
speeds. GNSS is accomplished by fusing GPS and real-time kinematics (RTK) technology in order to improve the pre-vision of
real-time position data. Attackers can jam GNSS for malicious purposes by deploying a large number of distributed low-power
jammers to disrupt GNSS signals over a large region, preventing smart farming equipment from operating properly.

BOTNET: All is capable of being linked to the Internet through 10T. At each architectural layer of a smart farming ecosystem,
there are numerous loT-enabled devices. These devices are vulnerable to attack and can then be taken over by a malicious
central machine. This results in the creation of a so-called ‘Botnet of Things' '*. A zombie horde of infected field workers IoT
devices 2 may easily be used to infect numerous other networks through a variety of different mediums, and thus a smart farm
can become a cybercriminal's internet of vulnerabilities. Security is not a priority when designing smart farm devices, and even
when it is, users often overlook the fundamental steps involved in establishing adequate cybersecurity protection mechanisms.
Side Channel Attack: Side-channel attacks are those that are motivated by obtaining knowledge about how a system is
implemented rather than by identifying weaknesses in the system's implementation. As an loT use case, smart farming inherits
many common loT vulnerabilities, including side-channel attacks ["*. There are numerous channels that attackers can
manipulate in such attacks. For instance, in timing channel attacks, adversaries can exploit computation time as well as cache
miss and cache hit timing patterns. Other potential attack vectors include hardware glitches in the form of voltage fluctuations
and variations in the device clock time during execution tasks. Other potential attack vectors include power consumption
patterns, electromagnetic leaks, and even sound and acoustic networks.

Other Relevant Attacks

Compliance And Regulation: Food processing and farming are highly regulated sectors, with various national authorities
regulating food production in different countries. The Environmental Protection Agency ' and the Department of Agriculture
%] also enact different legislation and industry standards in the United States. In the European Union, this role is shared by the
Department of Agriculture and Rural Development [67] and similar authorities in other countries. These federal agencies issue
enforcement orders to ensure the production of safe food. These agencies are increasingly relying on data produced by farm-
based sensors as a result of the advancement of smart farming technology. An adversary attacking a smart farm may inject false
data with the intent of interfering with various compliance certification processes. If this certification procedure is invalidated,
it can have a negative effect on a nation's food supply, crop prices, and so on. The intricate smart farming ecosystem generates a
large attack surface that must be covered in order to maintain data integrity.

Cyber Terrorism: Increased use of modern, integrated networks in agriculture provides terrorists with new opportunities to
target locations that were previously too distant or difficult to attack. Since cyber terrorism is a low-cost endeavour with a high
payoff potential, the risks of agro-terrorism are too great to ignore. As a result, it is crucial to develop solutions that ensure
confidence and accountability within the smart farming concept, while also protecting critical resources.

Cloud Computing Attacks: The cloud ecosystem is extremely diverse, decentralized, heterogeneous, and strong. Due to the
massive amount of dispersed capital, the Cloud is a difficult objective. However, with the advent of new cloud concepts (e.g.,
on-demand services, auto-scaling, and self-provisioning), attackers have taken advantage of such capabilities, and the cloud has
become one of the most attractive targets for attackers. For instance, since the advent of auto-scaling in the Cloud, a sizable
proportion of virtual machines hosted on the Cloud are configured similarly. If one virtual machine is compromised, it is highly
likely that all auto-scaled virtual machines are compromised as well. As a result, malware that infects a single virtual machine
can easily spread to other virtual machines. The infected machines can be used as part of global botnets, which can then be used
to conduct large-scale distributed denial of service (DDoS) attacks, crippling the Cloud's functionality. For instance, in 2018, a
large-scale DDoS attack on GitHub resulted in an unprecedented spike in traffic to 1.35 terabits per second. Inevitably, DDoS
attacks would increase in frequency, power, and sophistication. A large-scale DDoS attack with an enormous volume of
requests, packets, or messages will disable smart farms' services, effectively paralyzing their brains. Additionally, DDoS attacks
may not be directed directly at smart farm virtual machines. Even if an attack is aimed at a different goal, if the virtual
machines used by smart farms are located on a secure physical server, they would automatically block off traffic from other
SOurces.
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D. Supply Chain Attacks

A supply chain attack, also known as a value chain or third-party attack, happens when an outside partner or vendor with access to
your infrastructure and data infiltrates your system. Through the use of 10T technology at each point of the supply chain, a possible
vulnerability to the system's critical data is introduced. In agriculture, the supply chain is comprised of producers, auctions,
wholesalers, importers, and exporters. An assault on agricultural equipment and fertilizer manufacturers could potentially disable
vital linked machinery at a critical time. It has the potential to exploit the amount of nutrients in fertilizers, thus destroying crops
rather than nourishing them 2,

V. USE CASE DIAGRAM FOR SMART FARMING
Use case diagrams are used to collect information about a system's specifications, including internal and external factors. There are
mostly design specifications. Thus, when a system's functionalities are gathered, use cases are created and actors are defined. To
comprehend a system's dynamics, we must employ a variety of diagram forms. One of them is the use case diagram, which is used
to collect system specifications and actors, 7245l
Use case diagrams depict the system's events and their sequences. However, the use case diagrams never explain the implementation
process. A use case diagram can be thought of as a black box with only its input, output, and function understood.
These diagrams are used at the most advanced stages of design. This high-level design is iterated upon in order to obtain a complete
and functional representation of the method. Additionally, a well-structured use case outlines the pre- and post-conditions, as well as
any exceptions. These additional elements are used to create test cases during the testing process. 8!
After completing the initial mission, use case diagrams are created to depict the external view.

In summary, use case diagrams are used to

1) Collect specifications for a system.

2) Used to provide an external perspective on a device.

3) Determine the external and internal influences that have an impact on the system.
4) Demonstrate the relationship between the criteria and the actors.
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Figure 6: shows the flow of basic activities in smart farming ecosystem

[58]
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Farmers, farmer DB, agriculture specialist, agriculture officer, and Aaas DB are all involved in this case. The farmer can
communicate with a variety of use cases, including registration, authentication, agri info, agriculture status diagnosis, and query. Via
the two use cases of registration and authentication, a farmer DB is maintained. The use cases that provide necessary information
about crop-suitable field parameters are cattle detail, equipment detail, weather detail, soil detail, fertilizer detail, pest detail,
productivity detail, and irrigation detail. Each of these use cases has an extended relationship with the agri info use case, which is
used to further define the various activities of the agri info. This agriculture data is stored in an Aaas DB database for the purpose of
diagnosing the state of agriculture. Additionally, as shown in the diagram, only agriculture experts are allowed to update agriculture
policies. Additionally, the Update Agriculture Status use case has an include relationship with Diagnosis Agriculture Status,
indicating that the status can be modified only after the diagnosis is complete. The actor above the Agriculture officer is available to
answer any questions a farmer might have about the system's operation at any time.

VI.USE CASE DIAGRAM FOR SECURITY CHALLENGES IN SMART FARMING
The use case diagram provides an overview of how a danger can affect both the farmer who is the system's user and the
administrator who maintains the system on a daily basis. The actor administrator will take part in use cases such as backing up the
system, configuring the system, inspecting the operation log, and updating virus security. If the Admin actor in the diagram takes an
insecure backup of data, a threat to the agriculture system would result. !

aggravates Get sensitive
information

Take
. backup /  theatens

. — Penetrate
{ Configure \, system
system

y Inspect
'\ Activity log /J

/ Update virus \
\_ protection /e—

Figure 7: shows the various use cases that might lead to a threat in smart farming ecosystem [58]

Similarly, if the administrator does not perform appropriate backups, misconfigures the system, overlooks log details/switches off
logging, or performs insufficient virus updates, a vulnerability to the system is possible. The intruder can obtain confidential
information, penetrate the system, or infect the system, resulting in an attack on the system, which results in the farmer and
administrator becoming unfortunate and losing control of the system.

VII. FOG, EDGE AND CLOUD COMPUTING:

Realizing the promise of the Internet of Things cloud computing was undeniably the dominant computing model over the last
decade and would continue to be a focus of research for many years. Nonetheless, the 10T's rapid spread has eroded its power.
Indeed, there are many loT-related problems that cloud computing is ill-equipped to solve. As a result, interest in Edge computing
has grown, as it aims to address 10T problems by relocating computation to the network's edge. Fog computing found its way
through this transition, encapsulating the emerging paradigm that completely crosses the divide between Cloud computing and loT.
[70-71]

Cloud computing, as defined by NIST, ¥ is a model for enabling universal, easy, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, software, and services) that can be rapidly provisioned and
released with little management effort or service provider involvement.
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Figure 8: shows the relationship trend of Cloud, Edge, Fog and Internet of Things ¢!

Cloud computing has been the dominant standard for the last decade. Computing, power, and data storage have all been centralized
and transferred to the Cloud in response to this trend [20]. On the other hand, the Internet of Things (IoT) is gaining traction. There
were approximately 20 billion loT-connected devices in 2017, which will increase to approximately 30 billion in 2020 and more
than double by 2025. The emerging loT introduces a slew of new problems that Cloud computing struggles to address due to its own
limitations. The emergence of 10T signals the start of the post-Cloud period. While the majority of 10T data is currently stored in the
Cloud, the close relationship between Cloud and IoT poses many new problems that Cloud computing alone cannot completely
solve. Edge computing, as the highest development of the Edge computing concepts, has become feasible and extremely interesting
in this sense, as has Fog computing.

(o}
[0~}
[l

Cloud Computing

o =
EEE

Edge Computing Fog Computing

b

Internet of Things
I } t } >
2000 2005 2010 2015

Figure 9: shows the growth of the various technologies over a period of 2000-2015

Edge computing is a new paradigm born of the need to transfer computation to the network's edge. While the term "Edge
computing” first appeared in the literature prior to the Cloud, the growing interest in Edge computing coincides with the emergence
of 10T and associated new challenges.

Fog computing is frequently regarded as a type of edge computing 1 Indeed, fog computing enables the user to
interact with distributed computing, storage, power, and networking capabilities “*. However, the literature review indicates that
Fog computing is not just another implementation of Edge computing; rather, it is the pinnacle of the Edge computing concepts.
Indeed, fog computing is not restricted to the network’s edge; it integrates the idea of Edge computing, creating a standardized
intermediate layer that fully crosses the divide between 10T and Cloud computing. Indeed, since Fog nodes can be placed anywhere
between end devices and the Cloud, they are not necessarily directly connected to them. Additionally, fog computing is not limited
to the "stuff” side, but also offers services to the Cloud. Fog computing, in this vision, is not simply an extension of the Cloud to the
network's edge, nor is it a substitute for the Cloud; rather, it is a new entity that works between the Cloud and the 10T to completely
help and enhance their relationship, incorporating loT, Edge, and Cloud computing.

[3], [38], [39], [42], [45
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VIIl.  PROPOSED SOLUTION
To combat cybercrime through multiple layers of the 10T architecture, we integrated fog computing into our smart devices in the
farming ecosystem. Fog computing is critical for enabling reliable, accurate, and manageable communication between a large
number of intelligent 10T devices. With its unique characteristics such as low latency, security, location awareness, and a large
number of server nodes, it enables real-time connectivity and mobility. Through offering Network Level Virtualization (NLV) and
real-time data services, fog computing enables users to take complete control and management of the network. Open pipe
implements NLV through a hybrid model that includes a virtual Software Defined Network (SDN) controller (located in the cloud),
virtual local controllers (located in the fog), virtual radio resources (for wireless communication), and a virtual cloud server. 2224
Now, for field implementation, we'll assume a Farm F with dimensions (length. Width=law) and sensors denoted by S. The system
is capable of supporting an infinite number of heterogeneous sensors with varying transmission energies Es and transmission times
Ts. Static/mobile sensors are installed at locations S,,. These sensors aid in the exchange of information between farms.
There is support for unmanned ground-based controllers (UAVS) to collect data from sensors and/or to forward data to a backend
server for data analytics and real-time decision making. Each UAV is equipped with a contact range Ru and an energy capacity Eu.
[25]
The sensors in this case work in two modes: sleep and active. Between deployed sensors and UAVS, communication is
accomplished through an orthogonal frequency-division multiple access uplink. Distributed environment with UAVs collaborating
with nearby fog locations to share data. Fog nodes are computational tools that are used to receive, process, and temporarily store
incoming UAYV streams. Line of sight (LoS) must be formed between the Fog nodes in order for communication to be efficient. The
probability of LoS occurring is computed using the formula P,os as described in 1,

1
PLoS = (1)
1+ p x exp(o [P — ul)
where ¢ is the elevation angle between the location of sensor Sxy and the UAV Uxy, and p and o are constants based on
communication frequency and type of area (rural or urban).
Noting that the probability increases with increasing UAV altitude, deployed sensors can be allocated to the jth UAV only if the
LoS probability is closer to 1, or pLoS. As a result, the condition that exists between the sensor and the UAV is specified as

SR )
sin(pLos)

where dij represents the distance between the iy, sensor node and the j, UAV, and hj is the altitude of the UAV. Assuming mxn
sensors deployed across the farm then the coverage time tc of UAVSs is computed as

n:ZZTmﬁ%;Zs@ )
m R J

where Tmn represents the time to move UAV from one sensor to another, Skj represents the number of sensors traversed, and M
represents the total number of UAVs used during the data gathering process.

We use a collection of brokers B to handle fog locations in order to analyze data. A broker node is responsible for the efficient use
of fog services available to users.

The broker distributes the resource to other brokers in the vicinity. This contributes to the reduction of contact delays. The network
delay td is proportional to the distance between nodes, as follows: td = da +db, where db is the delay between the UAV and the
assigned fog spot, and da is the network delay between the sensor and the UAV. By contrast, the network cost C is a linear function
of distance denoted by

C=¢-|dij+ D> du )
keB&jsk

Where ¢ is a constant, di,j is the distance between the ith UAV and its local broker j, and dj,k is the distance of the local broker j to
brokers leasing compute resources j € B.
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Figure 11: Internal architecture of the proposed framework

Each fog location contains M fog resources. We use a series of broker B to control fog positions in order to process the gathered
data. A broker node is responsible for optimizing the use of fog services located near end users. The UAVs have prior knowledge of
the sensors deployed and their specific identifiers. The UAVs sequentially call out the sensors and only request that they respond to
this call.
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Figurel2: Represents Fog computing architecture with layered approach, which inserts monitoring, preprocessing, storage, and
security layers between physical and transport layers.

The following algorithm illustrates how UAVs operate. The UAVs gather data from deployed sensors and forward it to fog nodes
for further processing in the upper layers of the fog computing architecture, ultimately sending it to the cloud, where semantic
tagging and classification of data takes place in the fog layer, providing refined data to the cloud system. The virtual cloud server's
SDN controller satisfies the requirement for real-time, low-latency data collection. To bind SDN and local controllers, the Extended
Open Flow protocol is used. Load balancing, handover events without losing Quality of Service, low energy consumption, and low
network overhead are all advantages of using SDN controllers. Additionally, the device provides a reduction capability for reducing
data exchange with Fog nodes, concentrating on the preservation of personal and sensitive data during transmission. Additionally,
since sensors relay data only when they are involved, the proposed framework would never risk crashing the underlying fog system.

Algorithm 1 UAV Execution
Input B: list of fog brokers; S: list of sensor nodes;
t: advertisement interval
QOutput status message

1: while true do
2: broadcast() > UAV advertises after every interval ¢
3: connect(B) > Connect to nearby fog locations or brokers
4 (id,data) <« recv(S) > Receive data from sensors
5: if data ALREADY Received then
6 ignore() > Discard received data
7 broadcast(S,IGNORE)
> Broadcast to all sensors not to relay data or send to UAVs
8: else
9: b « getbroker(B)
10: send((id,data),b) > Forward data to nearby fog node
11: end if
12: end while

The AES encryption algorithm can be used to bolster the fog platform's security. The size of the encryption key is critical for
encryption power. The fog network requires a significant amount of energy. The encryption algorithm chosen (symmetric,
asymmetric, or hybrid) should be compatible with the infrastructure requirements.

IX. CONCLUSION
The majority of work in smart farming is focused on real sensor nodes that are linked to end systems for monitoring. We give a
complete farming ecosystem in the proposed solution, which includes sensors, UAVs, and fog locations. Additionally, the device
contains a cloud-based SDN controller for load balancing. In summary, the solution enables the user to deploy sensors, collect data
via unmanned aerial vehicles, and support cloud server computing via fog computing for refined data transmission. In the future,
AES encryption can be used to further secure data at the cloud level by combining it with a suitable machine learning algorithm,
thus creating a platform for big data analytics and an intelligent framework for smart farming.
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X. FUTURE OF PRECISION
The global influence of the raging COVID-19 pandemic has been felt. It has had a major effect on any sector across sectors and has
significantly hindered economic growth. Its presence can be felt in India’s industrial sectors as a result of the nationwide lockdown
enforced to contain the virus' spread. The agricultural sector appears to be the silver lining, as it expanded by 5.9 percent in the
January to March quarters, despite the COVID-19 crisis, while the Indian economy expanded by just 3.1 percent. According to
Crisil's forecast, agriculture will expand by 2.5 percent, while GDP can contract. *2°
Technological agricultural systems are critical to sustaining the agricultural sector's development. Kisan Suvidha, a free Android
application produced by the Indian government, now has approximately 100 million registered users. This app provides farmers
with pertinent information about the current day's and five-day forecasted weather, market rates, dealers, agro advisories, and plant
safety.[**5°!
By digitizing the farm and the farmer, it is possible to maximize the use of data and information derived from these tools. With the
coronavirus outbreak and the social-distancing procedure affecting the supply of labour and agricultural inputs, smart agricultural
technology such as precision agriculture and unmanned aerial vehicles (UAVS) can be used effectively to control agricultural fields.

covip- A

Source: Press Release, Investor Relation Presentation, Annual Report, Expert Interview, and
MarketsandMarkets Analysis

Figurel3: Represents Fog computing architecture with layered approach, which inserts monitoring, preprocessing, storage, and
security layers between physical and transport layers."®

Following COVID-19, the global digital agriculture market is expected to expand from USD 5.6 billion in 2020 to USD 6.2 billion
in 2021, growing at a 9.9 percent compound annual growth rate. Demand for agricultural food products is increasing, consumer
preferences are shifting toward higher standards of food safety and quality, and labor is scarce during COVID-19.

Farm mechanization and the creation of a digital agriculture infrastructure are expected to increase farmers' adoption of digital
agriculture. COVID-19 is expected to have a positive effect on the market. Globally, labor shortages and supply chain disruptions
are expected to drive an increase in demand for digital agriculture.

Precision farming is likely to grow in the long term following the COVID-19 outbreak, as precision farming enables crop
monitoring when not physically present by the use of automation, reducing the need for human interaction, which is critical during
these periods. This farming method entails the precise application of inputs in order to achieve higher average yields than
conventional cultivation techniques. COVID-19, on the other hand, would impact the demand in the short term, and market growth
would be slower in the first and second quarters of 2020 due to economic slowing and inflation.>®%

These activities save time and money by lowering the cost of fertilizer and chemical application and by reducing emissions caused
by the use of chemicals. Additionally, they aid in the monitoring of soil and plant physiochemical conditions by placing sensors to
measure electrical conductivity, nitrates, temperature, evapotranspiration, radiation, and leaf and soil moisture, in order to achieve
the optimal conditions for plant development. These factors contribute to increased productivity with a small labor force during a
pandemic situation with a labor shortage, ensuring a consistent supply of food and therefore food security.®%¢
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