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Abstract: Many of us are afraid of name hacking. We believe that hackers are a threat to our computers and can reveal confidential 
information that they want to do. But that is not the case and here we bring you the exact difference between hacker and cracker. 
This put an end to all the myths about hackers. Hackers and crackers are the only people who have extensive knowledge of how 
computers and networks are built, maintained, operating systems, code and all matters related to security. 

I. INTRODUCTION 
A. Hackers  
Person A big person is someone who is interested in mysterious activities and runs any operating computer program. 
Ack hackers are usually systemic. 
Therefore, hackers gain advanced knowledge about applications and programming languages. 
They can identify holes inside the system and the causes of these holes. 

B. Fireworks 
A hacker who breaks or disrupts the integrity of a remote machine system with malicious intent. 
After gaining unauthorized access, hackers are wasting valuable data, rejecting legitimate customer service or causing problems for 
their targets. 
Fireworks are easily identified because their actions are dangerous. 

C. How Different a Cracker is from Hackers 
While hackers work to help companies and individuals protect their systems and networks, crackers have a different purpose. When 
they violate network security, they do so illegally without the employer's permission and for personal gain. Their skills and 
knowledge are clearly used to violate security with malicious intent. 

D. What is the Main Goal of the Designer? 
The primary purpose of a security guard can be defined as an anonymous person seeking the private information without the 
knowledge of the employer. 

E. Is it Legal or Illegal? 
Each has its own rules. 
The cracker is one of the most anonymous people, the cracker can be used for good or bad. 
The hacker can reward important details of the country or help the poor, 

F. Is Partition Really Helpful or Harmful? 
The essence is very useful but only if fully used. If firecrackers are not used properly it can lead to destruction of individual or 
society. 
The cracker is used in many stealth machines, which is one of the great achievements in the war-damaged country, where they can 
get all the information about the most advanced weapons. 

G. Black Hat Hackers 
A black-hot giant trying to gain unauthorized access to a system or network to exploit it for malicious reasons. The black hot 
manufacturer has no permission or authority to compromise its intentions. They try to harm you by compromising your security 
systems, Changing the performance of websites and networks or closing programs. They often do this by stealing or obtaining 
passwords, financial information and other personal data. 

H. Gray Hat Hackers 
Gray hats exploit networks and computer programs in the same way that black hats do, but they do so with malicious intent, 
exposing all gaps and issues to law enforcement officers or intelligence agencies. 
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Typically, gray hat hackers go into the net and enter computer programs and tell the manager or owner that there is an urgent need 
to fix one or more vulnerabilities in their system / network. White hats can be stolen and stolen, which can lead to a wrong decision 
for a charge. 

I. Certified Hackers are not Guaranteed 
Certified Ethical Hacker (CEH): This is a traditional EC-Council, one of the certification bodies. This security certificate, which 
confirms how well a person knows about network security, is equal to the role of the intruder. This certificate contains more than 
270 attack methods. Prerequisites for this certification include formal training provided by the EC-Council or the Governing Body 
and at least two years of data security. 
1) Certified Auditor (CISA): This certificate is issued by ISACA, a non-profit organization, an independent organization that 

specializes in data protection, certification, disaster risk management and governance. The test confirms the knowledge and 
skills of security professionals. To qualify for this certificate, candidates must have five years of professional experience in 
formal testing, regulation, or security. 

2) Certified CISM Information Manager (CISM): CISM is an advanced certification issued by ISACA that certifies those who 
have demonstrated the knowledge and experience needed to develop and maintain a business information security system. This 
certification is intended for information security administrators, administrative administrators, or IT administrators who support 
data security management. 

Ziac Security Essentials (GSEC): Created and maintained by the Global Information Assurance certification body, this certificate is 
intended for security professionals who want to demonstrate their compatibility with the role of IT systems in terms of security 
functions. Applicants must prove that they understand information security beyond simple words and concepts. 

J. For Evil Hackers, Evil Breaker? 
Although the term "hacker" is widely used, the concept used for it is misleading. Renowned media and entertainment providers have 
long used it to describe a person who disrupts an event, especially a crime. 
This misuse of the newspaper angered many "traditional" hackers who responded to the notoriety of their good name by naming 
these people "Guard". Hackers are destructive and thieves, whose own purpose is not to "crack" secure systems for their own 
benefit. 
 There are three main targets with different risks towards this block hacking. Attempting to gain unauthorized access to personal 
goals such as curiosity or pride is the most dangerous break. Most malicious hacking requires unauthorized access to interrupt or 
destroy data. 
The goal of the most sophisticated and professional security guards is to gain unauthorized access to computer systems or services 
to steal data for criminal purposes. These programs often target universities, government agencies such as the Department of 
Defense and NASA, and large organizations such as electricity and aviation. 
Many security guards are trained criminals who are involved in corporate or government activities and are associated with organized 
crime. For someone who has entered the field of “hackers”, the script has mistakenly called the script kidney another break-off 
group hackers. 
The low form of firecrackers means that the children in the script do not know much about the details of computers and networks. 
Instead, they download tools designed to identify vulnerabilities in programs that can be accessed via the Internet. 
They do not identify specific information or organization but scan for potential interruptions. Most of the "hacking" and "hack" 
incidents reported by the media are in this category. 

II. TOOLS USED FOR HACKING 
1) Trojan Horse: These are malicious programs or legitimate software that can be used to install a computer system backdoor so 

that a hacker can access it. 
2) Virus: A virus is a self-replicating system that spreads by using copies of another code or document. 
3) Worm: A worm-like virus and it is a recurrent system. The difference between a virus and a caterpillar is that the caterpillar 

does not attach to another code. 
4) Risk Scanner: This tool is used by hackers and hackers to quickly identify computers on known malicious networks. Hackers 

use port scanners. 
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Available to see which ports on the computer are set to "open" or for computer access. 
a) Sniper: An application that takes passwords or other data to a computer or network. 
b) Exploitation: This is an application to take advantage of known vulnerabilities. 
c) Social Engineering: This is about getting some information. 
d) Rootkit: This is a tool to hide the fact that it is computer related 
Security was compromised. 

III. HACKING TACTICS 
A. SQL Injection Attack 
Structured Query Language (SQL) is designed to exploit data in a database. SQL injection is a type of cyber attack that gets 
information using SQL statements to deceive the system. Such attacks are carried out using a web interface that attempts to extract 
SQL commands using hacking database, passwords and other database information. 
Because these web-based applications have user input categories (search and login pages, product request forms, support, comment 
categories, etc.) Web applications and websites that do not have the wrong code can be attacked by SQL injection. 

B. Distribution Status Denial (DDoS) 
DDoS is a type of malicious attack that disrupts normal traffic to access the server, causing network traffic flooding (leading to 
service conflicts). It acts as a traffic jam, preventing traffic jams from reaching the destination. Devices that are easily connected to 
the network (eg computers, IoT devices, phones, etc.) run the risk of DDoS attacks. 

There are several common tools that computer criminals use to hack networks: 
1) Trojan Horse: These are malicious programs or legitimate software that can be used to install a computer system backdoor so 

that a hacker can access it. 
2) Virus: A virus is a self-replicating system that spreads by using copies of another code or document. 
3) Lotus: The caterpillar is a virus and replica system. The difference between a virus and a caterpillar is that the caterpillar does 

not attach to another code. 
4) Risk Scanner: This tool is used by hackers and hackers to quickly identify computers on known malicious networks. Hackers 

use port scanners. Available to see which ports on the computer are set to "open" or for computer access. 
5) Sniper: An application that takes passwords or other data to a computer or network. 
6) Exploitation: This is an application to take advantage of known vulnerabilities. x Social Engineering - This is getting some kind 

of information. 
7) Rootkit: This tool hides the fact that computer security is compromised. 

 
IV. WHAT TRIGGERS CRACKERS? 

The hijackers are old, broken and destroyed by the invaders. Crackers are often motivated by financial gain: We are more vulnerable 
to hacking attacks when a cracker steals sensitive data and malicious attachments are made to the system via email, when computer 
access or data is blocked and a ransom is struck. But the victim threatens by revealing his personal information. No payment. Some 
hackers may use credit card details or other confidential information to access victims' bank accounts and steal money from them. 
Of course, there are other motivations for pushing crackers to commit illegal activities. There are instances where fireworks violate 
a network only to show and receive publicity. Covering up violations by most media is not surprising given that many use 
themselves as "celebrities", especially when certain types of cybercrime do not require a high level of expertise. We can also find 
crackers who want to disassemble the software by reverse engineering and take advantage of its vulnerabilities. And there are others 
who do it for fun. 

V. CONCLUSION 
Tо  рrоteсt  а  соmрuter  аnd/оr  а  соmрuter  system  frоm  hасker  аttасks,  а  defender  needs  tо  knоw  the  wаy  оf  аn  аttасker  
thinking  аnd  methоdоlоgy,  аs  well  аs  аbоut  the  tооls,  whiсh  аttасker  саn  use.Аll  аttасkers  use  similаr  methоds  аnd  tооls.  
Their  intentiоns  саn  determine  whether  they  will  be  the  Blасk-hаt,  Grаy-hаt  оr  White-hаt  hасkers.  А  hасker  аttасk  needs  
time,  аnd  саnnоt  be  reаlized  withоut  а  lоt  оf  wоrk.Ассоrding  tо  the  lаtest  reseаrсh,  mаjоrity  оf  users  dо  nоt  reсоgnize  
аttасks  аt  аll,  sоme  оf  them  identify  аttасk  within  200  dаys  аnd  оnly  а  few  mаnаge  tо  identify  аnd  reасt  оn  аttасk  
within  24  hоurs.  If  the  аttасk  оn  infоrmаtiоnаl  system  dоes  nоt  соrruрt  dаtа,  the  сhаnсe  thаt  system  аdministrаtоr  will  
identify  аn  аttасk  is  very  lоw.  If  the  dаtа  wаs  соrruрted,  the  сhаnсe  fоr  reсоgnizing  оf  аn  аttасk  is  rising. 
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