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Abstract: Digital crimes are taking place over the entire world. For any digital crime which commit at any part of world,
computer or any electronic devices are used. The devices which are used to commit the crime are useful evidences which must be
identified and protected for further use. The crimes involving electronic devices are called as cyber-crime. To investigate such
crimes, a scientific procedures needs to be followed. The data collection, analysis, preservation and presentation of digital
evidence is must in order investigate the cybercrime. This paper highlights the practices that are used worldwide in the
investigation process of cyber-crime. Keywords: Digital Forensics, Analysis, Investigation, models of investigation.
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I. INTRODUCTION

There are around 50 billion devices that are connected to internet in the year 2020 and more are added per hour. For individuals and
organizations, computers have become mandatory to run a successful business. It is not enough to have an isolated computer which
does not connect to the internet; Businesses need networked computers for communication with other businesses. This exposes them
to the outside world. Cybercriminals use computers to commit fraudulent acts such as fraud, privacy invasion, stealing
corporate/personal data, etc. They can easily get data and snip the information which are available in computers. Cybercrimes cost
many organizations millions of dollars every year. Businesses need to protect themselves against such attacks. The cyber-crime
involves phishing attacks, email scams, denial of service (DOS), hacking, phone phreaking, Virus, Trojans, Malware, social
engineering attacks, etc. When cybercrime takes place, one can get help from forensics professionals to solve problems and recover
the vital business and personal information stolen.

Digital forensics refers to the investigation of digital system, usually during a court of law, when an individual is under interrogation
for breaching data or information. Digital forensics recovers information using complex tools so as to bring an individual to justice
for being exploited or tampered his or her private information. Forensics science proved to be a well-established science that pays
vital role in criminal justice systems. It is applied to both criminal and civil action. Digital forensics is a branch of forensic science
that involves the recovery and investigation of digital evidence found in digital devices, often in relevance with computer crime[1].
Digital forensics starts with the identification of crime if its a digital crime, recovery of evidences, investigation of physical crime
scene, validation about integrity of digital evidence and presentation of understandings regarding digital evidence that are collected
from computers or other digital storage devices from crime scene[1].

A. Goals of Digital Forensic Investigation
The main objective computer forensic investigation is to examine digital evidence and to ensure that they have not been tampered in
any manner. To achieve this goal investigation must be ready to handle all below obstacles [11]:

1)  Handle and locate certain amount of valid data from large amount of files stored in computer system.

2) It is viable that the information has been deleted, | such situation searching inside the file is worthless.

3) If the files are secured by some passwords, investigators must find a way to read the protected data in an unauthorized manner.

4)  Data could also be stored in damaged device but the investigator searches the information in working devices.

5)  Major obstacle is that, each and each case is different identifying the techniques and tools will take long time.

6)  The digital data found should be shielded from being modified. It is a very important and difficult task to prove that the data
that is being examined has not tampered.

7)  Common procedures for investigation and standard techniques for collecting and preserving digital pieces of evidence are
desired.
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Il. DIGITAL EVIDENCES

The field of cyber security includes events and situations that provide a successful and satisfactory courtroom experience [2].
Investigation of a computer security incident leads to legal proceedings, such as court proceeding, where the digital evidence and
documents obtained are likely used as exhibits within the trial. To meet the wants of the judging body and to face up to or face any
challenges, it's essential to follow the evidence-handling procedure. Also, it is necessary to ensure that the evidence-handling
procedures chosen are not difficult to implement at your organization as this can sometimes become an overhead for an organization.
While investigating cyber security cases, we are sometimes not sure about whether an material evidence such as a chip, the floppy
disk could be considered as evidence. In today's world we are using digital devices in everything and everywhere, to help
individuals and organizations to communicate with local and global organizations easily. Most people think that computers, cell
phones, PDA's are the sources for digital evidence, but any piece of electronic that can process the data or information can be used
for a criminal activity. For example, video games can carry encrypted and encoded messages between criminals or terrorists and
even consumer appliances, like a refrigerator, microwave oven, smart TV, can also be used to store and carry illegal contents such
as images with embedded messages. The important thing to note here is that investigators should recognize and collect potential
files, pictures, and other digital evidence relevant to crime. Digital evidence sometimes called Electronic evidence is any kind of
information that is stored or transmitted in digital form that one can produced in a court case trial[3]. Before accepting digital
evidence a court will determine if the evidence has any relevance with the incident, whether it is authentic and whether a copy is
suitable or the original device is required. Digital evidence is additionally defined as information and data useful to an investigation
that's stored on, received or transmitted by an electronic device. This evidence are often acquired when electronic devices are seized
and secured for examination.

A. Digital Evidence Characteristics

1) s latent means it is not visible as in case of physical evidence, it needs to be discovered like fingerprints or DNA

2) it can bypass jurisdictional boundaries easily

3) they can be altered, damaged, destroyed or get corrupt if not handled properly

4) Can be time sensitive

There are many sources of digital evidence; the types are divided into three major forensic categories of devices where evidence are
often found: Internet-based, stand-alone computers or devices, and mobile devices. These areas tend to have different evidence-
gathering processes, tools and concerns, and differing types of crimes tend to lend themselves to at least one device or the other.

Some of the favored electronic devices [4] which are potential digital evidence are: HDD, CD/DVD media, backup tapes, USB
drive, biometric scanner, camera, smart phone, open-end credit, PDA, etc.

B. Forms of Digital Evidences

Text message, emails, pictures, videos and internet searches are commonest sorts of Digital evidences. The digital evidence are used
to establish a credible link between the attacker, victim, and the crime scene. Some of the information stored in the victim's
computer or other devices can be used as digital evidence [5] such as IP address allocated, system log files & remote log details,
browsing history data, emails, images, video recordings etc.

Other Digital Evidences may be in the form: Email Messages (may be deleted one also), Office file, Deleted files of all kinds,
Encrypted file, Compressed files, Temp files, Recycle Bin, Web History, Cache files, Cookies, Registry, Unallocated Space, Slack
Space, Web/E-Mail server access Logs, Domain access Logs, etc.

I11.FORENSIC INVESTIGATION PRACTICES
A. Road Map for Digital Forensic Research (RMDFR)
Palmar designed a framework[6][7][8] with the following indexed processes shown in Figure-1.

I

Figure 1: RMDFR Model of forensic Investigation

The procedures used in Forensics are used by all the investigators. The basic steps of this forensic model are Identification,
Preservation, Collection, Examination, Analysis and Presentation.
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The Six Phases of RMDFR are as follows:
The process of investigation starts with the identification phase and sequentially produces the report of the investigation. Let’s sees
each phase in detail.

1) Identification: In this phase, investigators are made aware of an incident that happened. From available indicators, it is
determined that if it needs to carry digital investigation.

2) Preservation: The preservation stage corresponds to isolate the crime scene location. It consists of stopping or preventing all
activities that can tamper with digital information. Preservation involves preventing people from using computers during
collection, stopping ongoing deletion processes if any, and choosing the scientific way to collect information from the scene.

3) Collection: The collection stage starts with finding and collecting digital information that may be relevant to the investigation.
As digital information is stored in electronic systems all the pieces of equipment containing the information, or recording is
identified and seised. The collection involves taking custody of laptops, personal computers CCTV footage from the crime
scene, also taking photographs, copying or printing out the files from a server computer, recording of network traffic, and so on.

4) Examination: The examination stage carries a systematic analysis of evidence related to the incident. The result of the
examination is data objects of interest found in the collected evidence. It may include log files, data files containing in specific
phrases, times-stamps, encoding, and so on.

5) Analysis: In this phase conclusions are drawn based on evidence found[7]. The analysis phase links the sequence of facts
related to the incident. This phase records all the facts, objects and to justify their decision.

6) Presentation: In this phase a detailed report regarding the incident is written. It may recreate the crime scene with the report.
Each and every step taken in the investigation, person involved in the investigation, an authority who are handling evidence is
recorded with a time stamp. The detailed report is then submitted to the court.

B. Abstract Digital Forensic Model (ADFM)

Reith, Carr, Gunsh proposed Abstract Digital Forensic model in 2002.This model is inspired form the previous model. It consist of
total 9 phases [8][9][10]. Three additional phases are preparation, Approach strategy and returning the evidence.

Returning - : =

Figure 2: Abstract Digital Forensic Model

Phases of ADFM model are as follows:

1) Identification -In this phase incident is identified for potential of digital crime. If observed the involvement of digital devices in
crime then investigators are notified.

2) Preparation -This involves the preparation of tools, techniques, search warrants, and authorization to carry out an investigation.
All legal formalities are completed.

3) Approach strategy -Formulating procedures and approaches to be used in order to maximize the collection of evidence while
minimizing the impact on the victim.

4) Preservation-it involves the isolation, securing and preserving the state of physical and digital evidence.

5) Collection -This is to record the physical scene and duplicate digital evidence using standardized and accepted procedures

6) Examination -An in-depth systematic search of evidence relating to the suspected crime. This focuses on identifying and
locating potential evidence.

7) Analysis -This phase derives the conclusion of the case of the examined.

8) Presentation -Summary and explanation of the conclusion

9) Returning Evidence -Physical and digital devices collected as evidence are returned to the owner of devices.
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IV.CHALLENGES INDIGITAL FORENSICS

There are many issues and challenges that an investigator has faces while investigating the cyber-crime. Some of issues and
challenges are as follows:

A. Data or Information Inconsistency
The Data and information recovered from the crime scenes may be inconsistent and misleading. Data is generally destroyed after the
crime which makes finding genuine evidence is big challenge in the digital forensic investigation.

B. Size of Evidence
The amount of data recovered from the crime scene plays an important role in the investigation. Less data is practically not useful.

C. Encrypted Data
The data recovered at crime scene may be in the encrypted form which makes difficulties in solving the case. Investigator has to
ensure about exact decryption method and original evidence should be unaltered.

D. Technology Updates
The investigator should be equipped with latest and updated practices in investigation process. Proper and regular training regarding
is required to investigator to know the new practices.

E. Security-Awareness

The training of individuals and staff in an organization about the security awareness is must. Lack of awareness about security
measures is mostly identified cause of cyber-crime.

These are some of the challenges the investigators face. The list is still incomplete and will add many challenges as cases are
investigated and solved

V. CONCLUSIONS

Forensic investigation is playing major role in scientific investigation of digital crime. The practices discussed in this paper are
followed by majority of investigators worldwide. In the coming days we are observing lots of cases registered as digital frauds under
cyber-crimes even all the security measures taken,. Hackers will find a way to break the system same time forensic practices will be
updated and will improve in various areas. There is a need for more portable and rapid forensic investigation practices. Till that time
awareness about security measures is a must for everyone. As said “To catch a thief, think like thief”. More accurate practices are
expected to be developed in the coming future which will fasten the process of investigation.
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