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Abstract— Web-based online social networks (WBOSNs) are online communities where participants or users can share 
information and resources with each other with known users and unknown users. In current online social networks users are 
connected with each other, they share their personal and public information over the network. Online social networking sites 
having main role in connecting the peoples over the world. In recent years, most of the online social networks are adopting the 
semantic web technologies such as Friend-of-a-friend (FOAF) for showing online users private and public data and relationship 
, making it possible to enforce data and information resources across multiple web based online social network.  In this paper we 
are presenting an access control model for web based social network, where we give the access to the multiple users for 
controlling their privacy in social network. 
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I. INTRODUCTION 
In the web based online social network there are online groups and communities which allows user to publish data ,information and 
to establish relationships with other online users, that online user may be different type (college friend, school friend or roommate) 
for purposes which may concern for example entertainment, religion, dating, or business. Online social networks (OSNs) such as 
Facebook, Twitter, and Google+ are essentially designed to facilitate people to share personal and public information and formulate 
social relations with friends, colleagues, family, and co-workers and even with strangers also. In current years, we have seen 
extraordinary growth in the application of OSNs. For example, Facebook, one of ambassador social network sites, claims that it has 
more than 900 million active users and over 35 billion pieces of content (web links, news stories, blog posts, notes, photo albums, 
etc.) shared each month. To protect user data, access control has become a central feature of OSNs. A typical Online Social Network 
provides each user with virtual space containing users profile information, a list of the user’s friends, and web pages shared by 
online user, such as wall in Facebook, where users and friends can post content and leave messages for each other. In most of the 
developed social networks provide only the basic access control mechanism, e.g. a user can specify whether a piece of information 
shall be publicly available, private (no one can see it) or accessible only by direct contacts. The simple access control mechanism 
having advantage of being simple, intuitive and easy to implement. However, it is not good enough to fit with the requirements of 
all online social users. 
Online social networks (OSNs) have attracted a large amount of users to regularly connect, interact and share information with each 
other for different purposes. Users share a tremendous amount of content with other users in OSNs using various services. The 
explosive growth of sensitive or private user data that are readily available in OSNs has raised an urgent expectation for effective 
access control that can protect these data from unauthorized users in online social networks (OSNs). 
OSNs currently provide simple access control mechanisms allowing users to govern access to information contained in their own 
spaces, users, unfortunately, have no power over data residing outside their spaces. Such as, if a user posts a comment in a friend’s 
space, he/she cannot specify which users can view the comment. In another case, while a user uploads tags and the photograph 
friends who appear in the photograph, the tagged friends cannot restrict who can see this photograph, even though the tagged friends 
may have different privacy concerns about the photo. To address such a serious issue, beginning protection mechanisms have been 
offered by existing online social networks (OSNs). 
OSNs currently provide simple access control mechanisms allowing users to govern access to information contained in their own 
spaces, users, unfortunately, have no control over data residing outside their spaces. For example, when a user uploads a photo and 
tags friends who appear in the photo, the tagged friends cannot restrict who can see this photo, even though the tagged friends may 
have different privacy concerns about the photo. Because of this limitation we are developing collaborative management for shared 
data in OSNs, known as MPAC model. 
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It is believed that Social networks have challenges for mankind as well as its opportunities has a special dynamic attribute to human 
social development. To provide more evidence for this point, online social networks have both positive and negative sides, 
definitely, it is cheaper to use online social networking for both personal and business use because most of the services are free, and 
at the same time, users can easily develop their social life. However, for the negative side, sometimes users have to be extra-careful 
in using online social networks. This is because; there are many reporting cases of hacking of one’s identity. Besides, this negative 
consequence, social networking sites (SNS) are online environments in which people create self-descriptive profiles and then make 
links with other people they know on the site. 

II. RELATED WORK 
Multiple user access control model is introduced for secure network access, existing access control solutions for online social 
networks trust based access control inspired by the developments of trust and reputation in online social networks. The friend of 
friend ontology based distributed identity management system for online social network where relationships are associated with a 
trust level which indicates the level of friendship between the users participating in a given relationship. 

A. A Reachability Based Access Control Model for Online Social Networks 
As a result of the widespread use of social networking sites, millions of individuals can today easily share personal and confidential 
information with an incredible amount of (possibly unknown), other users. This raises the need of giving users more control on the 
distribution of their resources, which may be accessed by a community far wider than they expected. Our concern is how to decide 
which users are allowed to see information owned by other users. Author’s solution aims to support users when they wish to restrict 
the visibility of their resources to a smaller subset of their contacts. In this paper, author proposes a reachability based access control 
model that allows users to express their privacy preferences as constraints on existing links with other users. Experimental results 
verify the effectiveness of our approach over real social networks datasets. In this paper, Author developed an access control model 
for OSNs that enables a fine-grained description of privacy policies. These policies are specified in terms of constraints on the type, 
direction, depth of relationships and trust levels between users, as well as on the user’s properties. This model relies on a 
reachability based approach, where a subject requesting to access an object must satisfy policies determined by the object owner. 

 
B. A New Access Control Scheme for Facebook-style Social Networks 
The popularity of online social networks makes the protection of users’ private information an important but scientifically 
challenging problem. In the literature, relationship-based access control schemes have been proposed to address this problem. 
However, with the dynamic developments of social networks, we identify new access control requirements which cannot be fully 
captured by the current schemes. 
In this paper, Author focus on public information in social networks and treat it as a new dimension which users can use to regulate 
access to their resources. Author defines a new social network model containing users and their relationships as well as public 
information. Based on the model, author introduces a variant of hybrid logic for formulating access control policies. In addition, 
author exploit a type of category relations among public information to further improve our logic for its usage in practice. 
In this paper, author first identified a new type of access control policies that are meaningful but have never been addressed in the 
literature. Namely, users in social networks can express access control requirements not only based on their social relations, but also 
on their connections through public information. Then author defined a social network model containing users and public 
information. Based on this model, author proposed hybrid logic to define access control policies. Author gave a number of policies 
based on public information and formulated them precisely in our proposed logic. In addition, author has used category relations 
among public information to extend our logic and make it more practical. [1] 

 
C. Relationship-based Access Control for Online Social Networks: Beyond User-to-User Relationships 
In this paper, author develops a relationship-based access control model for OSNs that incorporates not only U2U relationships but 
also user-to-resource (U2R) and resource-to resource (R2R) relationships. Furthermore, while most access control proposals for 
OSNs only focus on controlling users normal usage activities, author’s model also captures controls on user’s administrative 
activities. Authorization policies are defined in terms of patterns of relationship paths on social graph and the hop count limits of 
these path. The proposed policy specification language features hop count skipping of resource related relationships, allowing more 
flexibility and expressive power. Author also provides simple specifications of conflict resolution policies to resolve possible 
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conflicts among authorization policies. [2] 
In this paper, author developed an access control model for OSNs that provides finer-grained access control for user’s usage and 
administrative access by utilizing user-to-user, user-to resource and resource-to-resource relationship-based policies. These policies 
are specified in terms of relationship path patterns between the accessing user and the target together with hop count limit of the 
relationships. 
Specifically, author introduces the skipping of some relationship path expression in the policy specification in order to offer more 
expressive policies. The decision modules of the system determine authorizations by retrieving different policies from the accessing 
session, the target and the system, and then making a collective decision. 
To address policy conflicts, authors apply conflict resolution policies over relationship precedence. In the future, author is planning 
to extend his model to incorporate attribute-based controls.  

 
D. Identifying hidden social circles for advanced privacy configuration 
With the dramatic increase of users on social network websites, the needs to assist users to manage their large number of contacts as 
well as providing privacy protection become more and more evident. Unfortunately, limited tools are available to address such 
needs and reduce user’s workload on managing their social relationships. 
To tackle this issue, author proposes an approach to facilitate online social network users to group their contacts into social circles 
with common interests. Further author leverage the social group practice to automate the privacy setting process for users who add 
new contacts or upload new data items. Author evaluates his approach using real-world data collected through a user study. Author 
also includes an analysis of the properties that are most critical for privacy related decisions. 
In this paper, author proposed an approach which helps users in managing their social network contacts into relevant groups 
automatically, and also helps users set up their privacy policies automatically for their uploaded content. Organizing contacts into 
groups helps users set privacy settings for newly added content or new contacts joining their social circles. 

 
E. A Privacy Preservation Model for Facebook-Style Social Network Systems 
Recent years have seen unprecedented growth in the popularity of social network systems, with Facebook being an archetypical 
example. The access control paradigm behind the privacy preservation mechanism of Facebook is distinctly different from such 
existing access control paradigms as Discretionary Access Control, Role-Based Access Control, Capability Systems, and Trust 
Management Systems. Authors work takes a first step in deepening the understanding of this access control paradigm, by proposing 
an access control model that formalizes and generalizes the privacy preservation mechanism of Facebook. The model can be 
instantiated into a family of Facebook-style social network systems, each with a recognizably different access control mechanism, 
so that Facebook is but one instantiation of the model. 
Author also demonstrate that the model can be instantiated to express policies that are not currently supported by Facebook but 
possess rich and natural social significance. This work thus delineates the design space of privacy preservation mechanisms for 
Facebook-style social network systems, and lays out a formal framework for policy analysis in these systems. Author formalized the 
distinct access control paradigm behind the Facebook privacy preservation mechanism into an access control model, which 
delineates the design space of protection mechanisms under this paradigm of access control. Author also demonstrated how the 
model can be instantiated to express access control policies that possess rich and natural social significance. 

III. PROBLEM DEFINITION 
To enable the protection of shared data associated with multiple users in OSNs with the help of access control mechanism. 

IV. PRIVACY SETTINGS IN SOCIAL NETWORK 
A. Facebook 
Facebook's Privacy options are generally very flexible—so much so that you can get a little overwhelmed by them. Facebook's 
privacy settings are organized under five different categories, each with its own screen to go through and check. Though this seems 
like a lot, Facebook's privacy settings are actually considerably simpler than they have been in the past. 
In an attempt to simplify matters some, the company offers up two different pre-configured privacy options that you can select from 
when you post something to your profile: "Public" and "Friends." As its name suggests, the "Public" option means that items you 
publish to your profile are visible to anyone who visits Facebook. Likewise, selecting "Friends" allows only your Facebook friends 
to see what you post. Facebook also offers a "Custom" setting: From there, you can pick and choose who gets to see what you post 
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by either restricting it to any networks you're part of or so that only people on selected "lists" (a way to organize your friends into 
groups--you can have a list for co-workers, for example, or for family) can see it. Additionally, you can also prevent specific people 
from seeing items you post. You can limit who can view your profile, whether it appears in search, whether others can tag you in 
photos or posts, and so forth.  
Facebook's biggest strength in regard to its privacy settings is also its biggest weakness. The high degree of flexibility means you 
have relatively fine-grained control over who can see what on your profile, but the controls can still be rather confusing, even with 
recent attempts at simplification. It doesn't help that Facebook changes its privacy settings screens regularly, so you periodically 
may have to re-learn and re-adjust everything. 
Following figure shows the different privacy setting available in facebook social network. 

 
Figure: Privacy Settings Available In Facebook Social Network 
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