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Abstract— Cryptography is an art or science to provide security for sharing of information over the internet. Cryptography 
changes the format of original text into another format that is not easy to understand by unwanted user. There are different 
types of cryptography techniques are available. Cryptography algorithm is generally described into twp types- Symmetric key 
encryption and asymmetric key encryption. This paper gives the overview of some symmetric key encryption algorithm. In 
this paper we also compared these algorithms on their architecture.
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I. INTRODUCTION

Cryptography is a very important technique to protect data 
against attacks from unauthorised user. It protects data by 
changing the format of data into another format. Two main 
operations are performed in cryptography encryption and 
decryption. Encryption is a process to convert original 
message into another format known as cipher text, it uses a 
secret key and an encryption algorithm to encrypt data while 
decryption is the reverse process of encryption to obtain 
original data from cipher text. Decryption also requires a 
secret key and a decryption algorithm. Main objectives of 
cryptography are- Confidentiality: it ensures that the only 
authorized people can access the information, authentication-
it confirms the identity of person communicating on the 
network, Integrity- it means protect data from modification by 
unauthorised people and non-repudiation- ensure that sender 
or receiver cannot deny the communication. Cryptography is 
generally described into two types (a) Symmetric Key and (b) 
Asymmetric key.

(a) Symmetric key Encryption:

Symmetric key encryption is a type of encryption in 
which a single key is used by sender and receiver. Same 
algorithm is used by sender and receiver side. It is also 
known as secret key or private key cryptography. It is 
faster than asymmetric key but sometimes symmetric key 
algorithm is easy to crack by applying different types of 
attack. AES, DES, TDES, Blowfish, RC4, RC6 are the 
example of secret key encryption algorithm.

(b) Asymmetric is differing from symmetric key 
algorithm as it uses two keys to encrypt and decrypt. It is more 
secure because one key is used to encrypt data and another 
key is used to decrypt data. It is also known as public key 
encryption. It is completely based on mathematical function 
for their process. In public key cryptography receiver has their 
own public key and sender has own private key.  RSA, DSA, 
ECC are the example of asymmetric key encryption algorithm.

Fig.1. Categories of Cryptography
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II. SYMMETRIC KEY ALGORITHM

A. ADVANCE ENCRYPTION STANDARD:

AES is a 128 bit block text encryption algorithm designed 
by Joan Daemen and Vincent Rijmen in 1998, this algorithm 
is adopted by the US Government in 2000. AES is a 
symmetric key encryption algorithm with variable length key 
of 128, 192 and 256 bits. It is based on substitution-
permutation structure, and performs 10, 12 or 14 round. The 
number of rounds depends on the key [1]. It operates on 4x4 
columns and performing some operations on matrix. These 
operations are: 

 Subbyte step

 Shiftrows step

 Mixcolumn step and

 Addround key step

AES performs 10 rounds if the key size is 128 bits, 12 
rounds if the key size is 192 bits and 14 rounds if the key size 
is 256 bits. There are some operations which is performed in 
each step of AES such as: Key expansion, Initial round, 
Rounds and Final rounds. The performance of AES is higher 
than other related algorithm and it is also very secure 
algorithm [1, 13].

B. RC4: 

RC4 was developed by Ron Rivest of RSA in 1987. It 
supports key size of 40-2048bitsand performs total 256 
rounds. It is very important and commonly used in protocols 
such as TLS and WEP. RC4 is observed that it is not very 
secure algorithm because of using non-random key. It 
generates pseudorandom key stream which is combining with 
the plaintext for encryption using Exclusive-or operation. RC4 
was never officially released by Ron Rivest. The main 
weakness of RC4 is a weak key mixing state, these keys can 
easily detect by some attacks. In RC4 the permutation 
operation is performed by key using the key scheduling 
algorithm and then the stream of bits is obtained by using 
pseudo random generation algorithm [4, 12]. 

Fig.2. Transformation of RC4
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C. RC6: It is symmetric key block cipher algorithm, RC6 is 
derived from RC5.  It is based on Feistel network and supports 
128 bits block size, 128, 192 and 256bits key size and 
processes total 20 rounds [5]. It provides better security than 
RC5 and it is differed from its 

Predecessor because it uses four registers rather than two and 
performs some extra operation. RC6 looks alike two parallel 

execution of RC5. Generally the performance of RC6 and 
memory used by RC6 are equal. RC6 protects data against 
differential attacks. 

The main advantages of RC6 are it can be extended in future 
up to 2048 but the length must be in multiple of 32. Up to 17 
rounds RC6 can be cracked by some attacks otherwise it is 
observed as a secure encryption technique [4].

III. COMPARISON

Factors AES RC4 RC6

Created By Joan Daemen and 
Vincent Rijmen

Ron Rivest in

1994

Yiqun Lisa Yin

in

1998

Block size 128 2064 bits (1,684 

effective)

128 bits

Key Length 128, 192 or 256 bits 40– 2048 bits 128, 192 or 256 bits

Rounds 10, 12, 14 256 20

Algorithm

Structure

Feistel 

N/w

Feistel

N/w

Feistel

N/w

Effective

Ness

Effective in both S/W 
and H/W

Effective in both S/W 
and H/W

Slow

Attacks Side channel attacks Fluhrer Mantin and 

Shamir attack

Brute force Attack

Table1. Comparison of Encryption Algorithm
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IV. CONCLUSION

This paper gives the complete comparison between various 
symmetric key encryption algorithms. From the above 
comparison and a survey, we found that AES is best among 
these algorithms. RC4 is not more secure because of its 
simplicity, but RC4 is efficient in both hardware as well as 
software. RC6 is observed as a secure algorithm, but its 
performance is not so high and it is not more efficient in 
hardware. AES is secure because several attacks tried to crack 
AES but not even a single attack can crack this algorithm. 
Because of its security level the US Government adopted 
AES. AES is also efficient in both hardware as well as 
software. From this analysis we analyse that stream cipher 
encryption algorithm is faster than block cipher but there is a 
challenge to increase its security level.
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