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Abstract--This paper presents a two level authentication using pair based authentication and image selection. The most common
method for authentication is textual passwords. Though textual passwords are easy to remember, they are vulnerable to eaves
dropping, dictionary attacks, social engineering and shoulder surfing. Graphical passwords have been introduced as an
alternative to textual passwords. But same as textual passwords, shoulder surfing attacks make most of the graphical schemes
vulnerable. To address this problem, textual passwords can be combined with graphical schemes in what gives a two level
security. This paper presents an integrated evaluation of the pair based passwords and graphical password scheme, including
usability and security evaluations and implementation considerations.
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L. INTRODUCTION
A number of problems are associated with knowledge based authentication, typically text based passwords. To make a textual
password secure, random and lengthy passwords are used. But such passwords are difficult to remember and recollect. Owing to
this, users tend to pick short passwords or the ones that are easy to remember. Unfortunately, these passwords can be guessed or
cracked easily [1]. Biometrics was proposed as an alternative technique. But it has its own disadvantages. Biometrics such as finger
prints, iris scan or facial recognition have been introduced but they are not yet widely adopted. A major drawback of these systems
is that not only these systems are very expensive, but also the identification process can be slow [3]. Though graphical passwords
provide a better security, most of them are prone to shoulder surfing.
People select predictable passwords, while setting textual and/or graphical passwords. Users tend to select passwords that are
memorable in some way, which unfortunately often means that the passwords tend to follow predictable patterns that are easy for
the attackers to exploit. Though the problem of predictable passwords can be solved by disallowing the choice of the users and
assigning them the passwords directly, usability issues occur in such cases because the users cannot remember and recollect the
randomly generated passwords.
A password authentication system should encourage string passwords while maintaining memorability. Our proposed system
encourages user to select a normal password, yet maintaining the security of the application [2]. To achieve this, we have proposed a
system that gives two levels in which the user is authenticated. If the user fails the authentication test, he/she will not be allowed to
go to the second level. This paper presents a detailed description of the flow of the proposed system as well as the working of the
same.

1. BACKGROUND
Text passwords are the most popularly used user authentication method, but are vulnerable to security and usability problems. One
major problem with the textual passwords is the vulnerability to dictionary attack, shoulder surfing and guessing attacks. As
discussed earlier, alternative techniques such as biometric and tokens have their own drawbacks [1], [2], [3].
The concept of session passwords and graphical passwords came into use so that the drawbacks of textual passwords can be
overcome. Session passwords are one time passwords and change with every login, thereby making the system more secure. Also
graphical passwords provide a good level of security as they are based on "Recognition and Recall™ techniques.
This paper provides details about a system that increases the level of security by using a user authentication scheme that integrates
the session password and the graphical password schemes. Owing to this, the system will be provided with a two level security, first
that uses session passwords and the second that uses graphical passwords. The advantage of this type of authentication system is that
if the user is not validated in the first phase of authentication, he/she cannot go for the second phase. Therefore, the system validates
the user more effectively and efficiently.
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1. RELATED WORK

Dhamija and Perrig[4] proposed a graphical authentication scheme where the user has to identify the pre-defined images to prove
user’s authenticity. In this system, the user selects a certain number of images from a set of random pictures during registration.
Later, during login the user has to identify the pre selected images for authentication from a set of images as shown in Fig. 1. A
drawback of this system is the vulnerability to shoulder surfing.

R

Fig. 1: Random images used by Dhamija ér;d-ﬁerrig

Passface [5] is a technique where the user sees a grid of nine faces and selects one face previously chosen by the user as shown in
Fig. 2. In this technique, the user chooses four images of human faces as their password and the users have to select their pass image
from eight other decoy images. The procedure is repeated four times since there are four images to be selected.

Fig. 2: Example of Pass faces

Jermyn[6] proposed a new technique called “Draw- a-Secret” (DAS) as shown in Fig. 3 where the user is required to re-draw the
pre-defined picture on a 2D grid. The user is authenticated if the drawing touches the same grid in the same sequence. This technique
of authentication is vulnerable to shoulder surfing.
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Fig. 3: DAS technique by Jermyn

Syukri [7] came up with a technique where authentication is done by drawing user signature using a mouse as shown in Fig. 4. This
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technique included two stages, registration and verification. At the time of registration stage the user draws his signature with a
mouse and the system extracts the signature area. In the verification stage it takes the user signature as input and does the
normalization and then extracts the parameters of the signature. A disadvantage of this technique is the forgery of signatures. Also,

drawing with mouse is not familiar to many people and it is difficult to draw the signature in the same perimeters at the time of
registration.
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Fig. 4: Signature technique by Syukri
Blonder [8] designed a graphical password scheme where the user must click on the approximate areas of pre-defined locations.
Passlogix [9] extended Boulder's scheme by allowing the user to click on various items in correct sequence to prove their
authenticity.
Haichang [10] proposed a new shoulder-surfing resistant scheme as shown in Fig. 5 where the user is required to draw a curve

across their password images orderly rather than clicking on them directly. This graphical scheme combines DAS and Story
schemes to provide authenticity to the user.
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Fig. 5: Haichang's Shoulder surfing Resistant technique

Wiedenback [11] describes a graphical password entry scheme using convex hull method towards Shoulder Surfing attacks as
shown in Fig. 6. A user needs to recognize pass-objects and click inside the convex hull formed by all the pass-objects. In order to
make the password hard to guess large number of objects can be used but it will make the display very crowded and the objects
almost indistinguishable, but using fewer objects may lead to a smaller password space, since the resulting convex hull can be large.
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Fig. 6: Example of a Convex Hull
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Jansen [12,13] proposed a graphical password scheme for mobile devices. During password creation, a user selects a theme
consisting of photos in thumbnail size and set a sequence of pictures as a password. During authentication, user must recognize the
images in the correct order. Each thumb nail image is assigned a numerical value, thus the sequence of the chosen images will create
a numerical password. As the number of images is limited to 30, the password space of this scheme is not large.

Weinshall and Kirkpatrick [14] proposed several authentication schemes such as picture recognition, object recognition and pseudo
word recognition and conducted user studies on these. The results declared that pictures are most effective than the other two
proposed schemes. Goldberg [15] designed a technique known as “passdoodle”. This is a graphical password authentication scheme
using handwritten design or text usually drawn with a stylus onto a touch sensitive screen. To overcome the shoulder-surfing
problem, many techniques are proposed. Zhao and Li [16] proposed a shoulder-surfing resistant scheme “S3PAS”. The main idea of
the scheme is that in the login stage, they must find their original text passwords in the login image and click inside the invisible
triangle region. The system integrates both graphical and textual password scheme and has high level security.

V. PROPOSED SYSTEM
A. Grid-Based Authentication Scheme
Text based passwords are widely used as a method of authentication. But because of their vulnerability to various attacks, new
methods of authentication are being encouraged. The proposed system makes the use of text based passwords in the first level of
authentication in a way which is based on recalling ability of the human mind.
The first layer of authentication is pair based authentication scheme where modules are divided into three parts those are user
registration process, system login process and session password selection [17]. At the time of registration user submits his username
and password. The length of the password should be 8 and it can be called as secret pass which is a session password. The session
password should contain 4 characters. During the login phase, when the user enters his username an interface comprised of a grid
will displayed. The size of grid is 6 x 6 and it consists of digits and alphabets. These are randomly generated and the grid interface
changes every time. User has to consider his secret pass in terms of pairs based on some rules. For the first letter in the pair the row
has to be considered and for the second letter column is considered. The intersection letter is the first character of the 4 characters of
the session password. If the two letters are in the same row and column then special character or one of the two letters is to be
entered as the character of the session password. This is repeated for all pairs of secret pass. If the password is correct, the user is
allowed to enter in to the second layer of authentication.
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Fig. 8: Intersection letter for pair AN
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B. Image Selection Authentication Scheme

Graphical password scheme is an authentication system that works by having the user select images from a set of images, that is
presented in a graphical user interface. This is a technique that been evolving in recent years as a better and safer way of
authentication.

During registration, the user selects three images from the displayed set of images in the form of 3*3 grid view. These selected
images are recorded and the user is supposed to remember the images selected during the registration process. During login process,
the user selects the same images selected by him during registration. If the user selects the correct images the user will be proceeded
for the pair based session password. If the user fails to select the correct images chosen by him during the registration process the
user will be deauthenticated and will have to login again with correct image selection process to proceed for pair based pair

password entry.
=
E

s
Fig. 9: Grid Interface for Registration and Login Phase

V. CONCLUSION
The system was tested for various users and has been verified for the authentication schemes. It has been observed that though the
proposed system provides a better security, the time required for the login process is a more than a normal login procedure. But for a
safer security mechanism, this is a small compromise.
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