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Abstract: Mobile network is one of most common ad hoc network with problems related to congestion and routing. Trapdoor 
exposure disrupts routing protocols by short circuiting the normal flow of routing packets. Such a type of attack is difficult 
to detect in a network and may severely damages the communication among the nodes. We are providing one of the solutions 
to secure the transmission over the network as security aspects play an important role in almost all of the application 
scenarios given the vulnerabilities inherent in wireless ad hoc networking from the very fact that mobile communication 
takes place to routing, man-in-the-middle and elaborate data injection attacks. To resolve the problem of trapdoor exposure 
we are using cryptographic handshaking along with HMM. The presented approach will improve the network throughput 
effectively.
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INTRODUCTION

Ad hoc is used to describe solutions that are developed on-the-

fly for a specific purpose. In computer networking, an ad hoc 

network refers to a wireless base station to a network in which 

connection established for a single session and does not 

require a router   For example, if you need to transfer a file to 

your friend's laptop, you might create an ad- hoc network 

between your computer and his laptop to transfer the file. This 

may be done using an Ethernet crossover cable, or the 

computers' wireless cards to communicate with each other. If 

you need to share files with more than one computer, you 

could set up a multi-hop ad hoc network, which can transfer 

data over multiple nodes.

Trapdoor exposure is non cooperation in certain network 

operations, i.e. dropping of packets which may affect the 

performance, but can save the battery power. The proposed 

work is about to identify the Trapdoor nodes and perform the 

communication over an effective node from the network. It 

will improve the network throughput. Along with this the 

work will give an efficient and reliable transmission over the 

network. In wireless ad hoc networks, nodes often change 

their location within network. So, some stale routes are 

generated in the routing table which leads to unnecessary 

routing overhead.

Ad hoc On-Demand Distance Vector (AODV) routing is a 

routing protocol for mobile ad hoc networks and other 

wireless ad-hoc networks. It is jointly developed in Nokia 

Research Centre of University of California, Santa Barbara 

and University of Cincinnati by C. Perkins and S. Das. It is an 

on-demand and distance-vector routing protocol, meaning that 

a route is established by AODV from a destination only on 

demand. AODV is capable of both unicast and multicast 

routing. It keeps these routes as long as they are desirable by 

the sources. Additionally, AODV creates trees which connect 

multicast group members[7]. The trees are composed of the 

group members and the nodes needed to connect the members. 

The sequence numbers are used by AODV to ensure the 
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freshness of routes. It is loop-free, self-starting, and scales to 

large numbers of mobile nodes

CONCLUSION

The proposed work is about the prevention of Trapdoor 

exposure. The proposed system is based on HMM based 

parametric analysis while performing the next node selection. 

The HMM parameters taken here are the loss rate, 

transmission rate and the network delay. The HMM on these 

all parameters is performed to identify the critical node as well 

as the safe node. On each node, the HMM rule is implemented 

to identify the safe path. The process is repeated on each node 

till the destination is not achieved. The system is providing 

better throughput and less packet loss over the network. The 

system is implemented in a wireless network with AODV 

protocol. In this system a neighbor node analysis is performed 

under different parameters to provide the network security in 

case of Trapdoor exposure. Here we have proposed a new 

algorithm for the above said task. The implementation is 

performed in ns2 and analysis is presented using x graph.
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