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Abstract— Wireless mobile ad hoc networks are self-configuring, dynamic networks in which nodes are free to move. A mobile 
ad hoc network (MANET) is a continuously self-configuring, infrastructure-less network of mobile devices connected without 
wires, some-times untrustworthy. From last decade, mobile ad hoc networks have become a very popular research topic. 
Communication range among mobile nodes in ad-hoc network is limited; hence several hopes are needed in a network to 
transmit a packet from one node to another node. In mobile ad hoc network, some nodes may selfishly decide only to cooperate 
partially, or not at all, with other nodes as its a cost intensive activity. This behavior of selfish nodes could then degrade the 
overall data accessibility which results into performance degradation of overall network. We surveyed some key technique for 
detecting selfish nodes in MANET. 
The proposed system provides a technique used to detect selfish nodes in such network as well as compare them (to study)in 
order to reduce the effect of selfish nodes in mobile ad hoc networks. The technique is based on classification which generates 
classes of nodes as partial selfish or fully selfish. To make such classes it uses details of routing such as number of packets sent, 
received, and dropped. After analyzing every single parameter classes are generated in order to prevent diffusion of false 
positives in network. By reducing number false positive messages network can be kept stable and functioning for long time. 
Keywords— Mobile Ad hoc Networks (MANET), Self-configuring, Cost-intensive, Selfish nodes. 
 

I. INTRODUCTION 
Wireless mobile ad hoc networks are self-configuring, dynamic networks in which nodes are free to move. A mobile ad hoc network 
(MANET) is a continuously self-configuring, infrastructure-less network of mobile devices connected without wires. Ad hoc is 
Latin and means "for this purpose". Each device in a MANET is free to move independently in any direction, and will therefore 
change its links to other devices frequently. Setting up of fixed access points and backbone infrastructure is not always viable 
Infrastructure may not be present in a disaster area or war zone. Infrastructure may not be practical for short-range radios; Bluetooth 
(range ~ 10m).  
The term ad hoc networking typically refers to a system of network elements that combine to form a network requiring little or no 
planning. The network is ad hoc because it does not rely on a pre-existing infrastructure, such as routers in wired networks or access 
points in managed (infrastructure) wireless networks. Instead, each node participates in routing by forwarding data for other nodes, 
so the determination of which nodes forward data is made dynamically on the basis of network connectivity. Dynamic Source 
Routing [DSR] and AODV are some algorithms that have been designed to handle such transmission of data [3]. 
Applications of mobile ad hoc networks have been developed mainly for crisis situations (e.g. natural disasters, military conflicts 
and emergency medical situations). In these applications, all the nodes of the network belong to a single authority and have a 
common goal. With the progress of technology, it has now become possible to deploy mobile ad hoc networks for civilian 
applications as well. Examples include networks of cars parking and provision of communication facilities in remote areas. In such 
networks nodes do not belong to a single authority and they do not pursue a common goal. In addition, these networks could be 
larger, have a longer lifetime, and they could be completely self-organizing, meaning that the network would be run solely by the 
operation of the end-users. In such networks, there is no good reason to assume that the nodes cooperate. Indeed, the contrary is 
true: In order to save resources (e.g., battery power, memory, CPU cycles) the nodes tend to be “selfish”. 
Literature studied so far provides two main strategies which helps to deal with selfish behavior: a) motivation or incentive based 
approaches, and b) detection and exclusion. The first approach, tries to motivate nodes to actively participate in the forwarding 
activities [17].The detection and exclusion approach is a straight-forward way to cope with selfish nodes and several solutions have 
been presented [1], [4], [5]. 
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Impact of node selfishness on MANETs has been studied in [6]–[8]. In [8] it is shown that when no selfishness prevention 
mechanism is present, the packet delivery rates become seriously degraded, from a rate of 80% when the selfish node ratio is 0, to 
30% when the selfish node ratio is 50%. The survey [7] shows similar results: the number of packet losses is increased by 500% 
when the selfish node ratio increases from 0% to 40%. A more detailed study [6] shows that a moderate concentration of node 
selfishness (starting from a 20% level) has a huge impact on the overall performance of MANETs, such as the average hop count, 
the number of packets dropped, the offered throughput, and the probability of reachability. In DTNs, selfish nodes can seriously 
degrade the performance of packet transmission. For example, in two-hop relay schemes, if a packet is transmitted to a selfish node, 
the packet is not re-transmitted, therefore being lost. Therefore, detecting such nodes quickly and accurately is essential for the 
overall performance of the network. 

II. PROPOSED SYSTEM 
A mobile ad hoc network (MANET) is an infrastructure-less network. In mobile ad hoc network, some nodes may selfishly decide 
only to cooperate partially, or not at all, with other nodes in order to save its own resources. This behaviour of selfish nodes could 
then degrade the overall data accessibility which results into performance degradation of overall network. 

 
Fig. 1 System Architecture of proposed model 

In proposed system nodes have three states:  

A. Initial state  
1) Initially node does not have any information about any selfish node    
B. Selfish contact (Positive) 
1) It is a state when a node detects a selfish node using its watchdog and historical record 
C. Collaborative contact 
1) It is a state when contacts between pairs of nodes occurs to transmit there detection information. 
D. Partial Selfish contact (Positive) 
1) It is a state when a node detects a partial selfish node using its watchdog and historical record 

In proposed method by using the local watchdog can generate a positive (or negative) detection in case the node is acting selfishly 
(or not) and this decision is based on the ratio between packets received to packets being re-transmitted It is based on the 
combination of a local watchdog and the diffusion of information when contacts between pairs of nodes occurs. A contact is defined 
as an opportunity of transmission between a pair of nodes (that is, two nodes have enough time to communicate between them). 
Assuming that there is only one selfish node, the figure shows how initially no node has information about the selfish node. When a 
node detects a selfish node using its watchdog, it is marked as a positive, and if it is detected as a non selfish node, it is marked as a 
negative. Later on, when this node contacts another node, it can transmit this information to it; so, from that moment on, both nodes 
store information about these positive (or negative) detections. Therefore, a node can become aware about selfish nodes directly 
(using its watchdog) or indirectly, through the collaborative transmission of information that is provided by other nodes.   

E. Classifier 
For classifier we have used following mathematical approach: 
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Let S be the event that a node has selfishness,  S’  be the event that the node does not have selfishness, Pos be the event that the 
node test is positive for the selfishness, and Neg be the event that the node test is negative for  the selfishness; that is what is  Test( 
S | Pos ) ?  
Using SVM we first analyze nodes by learning historical data of particular nodes. Then gather the current data of each node and 
analyze current behavior of each node. On the basis of current data and historical data SVM classifies nodes as selfish or partial 
selfish. 
Here we are using Linear SVM 
Given some training data D, a set of n node points of the form  

ࡰ = ,࢚−}ࣕ	࢏࢟,࢖	ࣕ	࢏࢞|(࢏࢟,࢏࢞)} {{࢚
࢔

࢏ = ૚ 

Where the yi is either t or −t, indicating the class to which the point xi belongs. Each xi is a P dimensional real vector (here xi is 
nothing but the set of packet dropped by each node). We want to find the maximum-margin hyper plane that divides the points 
having yi = t from those having yi = -t. (Where t = positive threshold and –t =negative threshold). Any hyper plane can be written as 
the set of points x satisfying maximum-margin hyper plane and margins for an SVM trained with samples from two classes. 
Samples on the margin are called the support vectors. 
In simpler way we are classifying the nodes have positive threshold and negative threshold. Positive threshold means which satisfies 
the packet dropped limit, and negative threshold means which is under the packet dropped limit. 

III. RESULT AND ANALYSIS 
A. Simulation Setup   

Parameters Value 
Number of nodes 20 
Routing Protocol AODV 

Packet Size 256,512,768,1024 bytes 
Traffic model of sources Constant bit rate 

Simulation time 100,200,300,400 sec 
Table 1 

Initially it is assumed that there is only one selfish node. At this stage, no node has information about the selfish node. When a node 
detects a selfish node using its watchdog, analyzer sends information about that node to classifier and then it is marked as a positive, 
and if it is detected as a non-selfish node, it is marked as a negative. Later on, when this node contacts another node, it can transmit 
this information to it. So, from  this  stage,  both  nodes  store  information  about  this  positive  (or  negative)  detection.  Therefore, 
a node can become aware about selfish nodes directly (using its watchdog) or indirectly, through the collaborative transmission of 
information that is provided by  other nodes.  This collaborative approach reduces the time and increases the precision when 
detecting selfish nodes. 

 

Fig.1 Detection time 
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Fig 1.illustrates  the  graphical  representation  of  the  detection  time  of  collaborative watchdog method and collaborative 
watchdog with classifier method. It is clear that watchdog and classifier method takes much less time to detect the same selfish 
nodes. 

 

Fig. 2 FDR 

IV. CONCLUSION 
As we know how the selfish or malicious nodes in ad hoc networks are detected, but it's a complex task.  This survey paper 
considers number of different techniques that can detect selfish nodes .From this survey, we conclude that the reputation based 
scheme i.e. Collaborative Watchdog is the most efficient technique for detecting selfish nodes. Analytical and experimental results 
show that it can reduce the overall detection time with respect to the original detection time when no collaboration scheme is used, 
with a reduced overhead (message cost). 

V. FUTURE WORK 
One problem that remains with Collaborative Watchdog is that all the thresholds need to be set manually in order to get good 
detection results. So in the future we will try to find ways how these values can be set and adjusted automatically during operation. 
We plan to study how we can provide more effective infrastructure-free authentication in ad hoc networks assuming that identities 
need not be entirely stable at the routing level, but that spoofing of other nodes is unacceptable. 
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