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Abstract- The proposed paper mainly deals with the generation of the 128-bit digital data using a data generation unit with it 
transmission and reception over space. The data generation unit consists of control unit, data path unit, memory unit and back-
up unit. The desired 128-bit data is encrypted before transmission using Hamming (224,128) code technique to produce 224-bit 
encrypted data. The encrypted data is received at the receiver end and passed through the error detection unit and the error is 
corrected if it is present in the data. Then, the corrected 224-bit encrypted data is decrypted using reverse Hamming (128,224) 
code technique. The main advantage of using Hamming code technique is that it provides both error detection and correction in 
the encrypted data. The proposed work can best be implemented in providing high security to the digital data. This can be used in 
the banking sector, military sector, telecommunication sector. The proposed work is done by using VHDL language. The code is 
tested and simulated using Xilinx ISE9.2i software. 
Index Terms: ALU (Arithmetic Logic Unit), Encryption, Decryption, VHDL (Very High speed Integrated Circuit Hardware 
Description Language).  

I. INTRODUCTION 
The data generation unit is an electronic circuit that is used for generating 128-bit digital data by performing various operations on 
the input data. The proposed work is based on the design of 128-bit data generation unit and providing security to the 128-bit digital 
data during the transmission over the network using Hamming (128,224) code technique.  The transformation of original data into a 
data which is not in the readable form is known as encryption and the process of reversing it back to a readable form is known as 
decryption. The encryption and decryption of 128-bit data can be used in the digital communication technology for error free data 
transmission from one point to another point and to provide security to the data to achieve the confidentiality in data transmission.  
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II. PROJECT MODEL 
 

 

Fig. 1: Project model of the proposed project 

III. LOGIC USED IN THE PROPOSED DESIGN 
A. Data generation unit 
The data generation unit is used to generate the desired 128-bit digital data that are sent during transmission. The data generation 
unit is composed of several units like data path unit, control unit, memory unit and backup unit. 

1) Control unit: It is needed to generate the control signals automatically at every cycle. It is a finite state machine. By stepping 
through a sequence of states, the control unit controls the operations of the data-path. For each state the output logic that is 
inside the control unit will generate all of the appropriate control signals for the data-path to perform different arithmetic and 
logic operations.  

2) Datapath unit: This is a collection of functional unit such as arithmetic logic unit (ALU) that performs data processing 
operation.  The ALU is a building block of the data generation unit that performs many operations based on the control inputs. 
The ALU can perform basic arithmetic functions such as addition, subtraction etc and logic functions including logic AND, 
logic OR, and logic XOR etc. The various functions and the corresponding functional units are:- 

3) Memory unit: It is used as storage purpose of the data generation unit. The information to be stored is of two types, data 
information and program information. Memories are used for storage of both instructions and data. The process of storing data 
into memory is called writing and retrieving data or op-code from the memory is called reading. The memory unit works only 
when the chip enable signal is at high level. 

4) Backup unit: It is used to store the final output of the data-path unit. It is the replica of the memory unit which helps to store the 
output in case memory unit fails. It also helps the data generation unit to work with less burden. 

B. Algorithm For Encoding Unit 
 Step 1 
 First, 128-bit data is divided into 32 nos. of words each consisting of 4-bit data. 
Step 2 
The 7-bit Hamming (7,4) code encoding technique is applied to each word. For each word, the encoding unit generates 7-bit 
encoded data. The logic for implementing the Hamming code technique is given as follows: 
            Suppose, the 4-bit data (B) to be encoded is B3B2B1B0 and the 7-bit Hamming code (H) generated is H6H5H4H3H2H1H0. 
            Here, the value for each bit of H is given as follows: 
H6 =  B3 xor B2 xor B0     
H5 =  B3 xor B1 xor B0    
H4 =  B2 xor B1 xor B0    
H3 =  B3      
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H2 =  B2      
H1 =  B1      
H0 =  B0 
      
Step 3 
After that the Hamming codes corresponding to each word are appended to form the desired 224-bit encoded data. 

C. Algorithm For Error Detection And Correction Unit 
 Step 1 
To decode a Hamming code, checking needs to be done. The decoding has been done in word-by-word basic. Let us take A2A1A0 
be a parity word consisting of three bits which is used to detect the error in the received data. The values of A are given as follows: 
A0 = H0 xor H2 xor H4 xor H6   
A1 = H6 xor H5 xor H2 xor H1   
A2 = H6 xor H5 xor H4 xor H3 
   
 Step 2 
If the value of A2A1A0 is equal to “000”, then there is no error in the received data and the data can be decoded to get the exact 
replica of the transmitted data. 
 Step 3 
 If the value of A2A1A0 is not equal to “000”, then there is error in the received data and the checking is done in which bit, the error 
is present. For example, A2A1A0 = “001”, then the first bit of H from MSB is having error. 
 
 Step 4 
 In order to correct the error, the bit of H in which the error is present has to be complemented (i.e. ‘0’ is replaced by ‘1’ and ‘1’ is 
replaced by ‘0’). After correcting the error, the corrected encoded data can be decoded by using decryption algorithm. 
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Fig. 2: Block diagram showing the 128-bit encryption 

D. Algorithm for Receiver Unit 
 Step 1 
 In order to decode the 224-bit corrected encoded data, the data is divided into 32 nos. of blocks each generating 7-bit encoded data. 
 Step 2 
Then, the following logic has been used to obtain the original 128-bit data transmitted at the transmitter end after appending all 4-bit 
data generated from 32 nos. blocks used for decoding unit in the receiver circuit. Let us take, the 7-bit corrected encoded data is C & 
the 4-bit data generated from the decoding unit is R. 
Where C=C(6) & C(5) & C(4) & C(3) & C(2) &  

    C(1) & C(0)      
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    R=R(3) & R(2) & R(1) & R(0)      
    R(0) = C (0)       
    R(1) = C (1)     
    R(2) = C (2)     
    R(3) = C (4)       
 Step 3 
The step has been repeated for all the 32 nos. of blocks each consisting of 7-bit corrected encoded data input. All the 4-bit output 
datas (R) are appended to produce 128-bit decoded data which is the exact replica of the 128-bit data transmitted at the transmitter 
end. 
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Fig. 3: Block diagram showing the 128-bit decryption 

 IV. RESULT AND DISCUSSION 
The code of the proposed design has been written in VHDL language and tested and simulated using Xilinx software. The 
simulation result of the data generation unit is given as follows: 

 

Fig. 4: Simulation result of 128-bit data generation unit with chip_enable=’1’. 
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Fig. 5: Simulation result of 128-bit data generation unit with chip_enable=’0’. 

Fig. 6: Simulation result of the encryption block for two sets of 128-bit data 
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Fig. 7: Simulation result of the decryption block with 224-bit as the encrypted data corresponding to the 1st input data 

V. ADVANTAGES 
The proposed work is having various advantages such as providing data and network securities, less combinational path delay due to 
the better placement of modules, simultaneous transmission of higher bit data (i.e. 128-bit) etc. Another advantage is the used of 
back-up unit which works only when the memory unit of the data generation unit fails to give the desired output.  
 

VI. APPLICATIONS 
The proposed design can be used in the field of banking sector, military sector, telecommunication industry and any other sectors 
which are used to communicate with the people within the organization using data security techniques (intranet & internet).  
 

 VII. CONCLUSION 
 At the end of the proposed work, the 128-bit data generation unit and data security unit has been successfully designed with error 
detection and correction of 128-bit digital data at the receiver end using VHDL code and the desired results have been obtained. The 
proposed design of data security unit is having less combinational path delay resulting faster operation and less power consumption 
as compared to other data security algorithms except substitution cipher and transposition cipher.  
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