
 

5 V May 2017



www.ijraset.com                                                                                                                        Volume 5 Issue V, May 2017 
IC Value: 45.98                                                                                                                         ISSN: 2321-9653 

International Journal for Research in Applied Science & Engineering 
Technology (IJRASET) 

©IJRASET: All Rights are Reserved 
327 

A Review Paper on Digital Image Steganography 
Techniques 

Prof. Meena S. Chavan1, Sayali S. Chavan2 

1,2Department of Electronics Engineering, Bharati Vidypeeth Deemed University College of Engineering, Pune 

Abstract: Steganography means covered writing or secret writing. For this secret writing different steganography techniques 
have been developed. Encryption of secret information is possible and this encrypted information can be hidden behind the 
original cover file. The main aim of steganography technique is to hide secret data behind image, because image is the basic 
form of transmitting information in the visual format. In steganography technique the original message is encrypted also stego 
key is used for protection and this message is hidden into the original image. 
Privacy, security and protection are three main aspect of secret data communication. The various steganography techniques are 
compared in this paper and taken review for the secret data communication. Mainly this paper is used to provide background to 
image steganography methods. It includes properties, applications and analysis of different techniques for development of new 
steganography technique for images. 
Keywords: steganography, secret data communication, stego key, protection, image encryption. 

I. INTRODUCTION 
Steganography means covered writing or secret writing. Steganography is mainly used to hide secret data behind image, because 
image is the basic form of transmitting information in the visual format. This technique is used for encryption of secret information 
such as password; text etc. the original message is converted into encrypted form also stego key gives the protection and this 
converted message is hidden into the original image in steganography technique. 
Steganography is the technique in which hidden messages are written like that only sender and intended recipient, can recognize the 
existence of the message. Steganography is Greek word and its meaning is “concealed writing” Steganos meaning is “covered or 
protected”, and graphing meaning is “to write”. Steganography is the technique of hiding the message into the carrier. The carrier 
used in steganography technique may be text file, image file, video or audio file [9]. 
As computer network is growing very fastly. With this fast growing computer network security of data becomes a main issue. So 
data hiding techniques are important. Steganography technique is useful in digital copyrights management, information protection 
and conceals secrets. Data is the backbone of today’s communication. Communication takes place using Internet to distribute 
information to the masses. So, the privacy and data reliability are required to protect against unauthorized access and use. The 
concept of steganography is to embed the hidden object into a considerably larger object such as image, video, audio so that the 
change is undetectable by the human eye.  
All digital file formats can be used for steganography technique. The high scale redundancy formats are more suitable in 
steganography. Digital images are the most popular cover objects used for steganography, because digital images have a large 
amount of redundant data. This redundant data is required to hide the messages [2]. 

II. OVERVIEW OF STEGANOGRAPHY 
A.  Types of Steganography   
There are various types of steganography techniques. Those types of steganography techniques are depending on the file formats 
which are used for data hiding. Almost all digital file formats can be used for steganography technique. The formats having high 
degree of redundancy are more suitable in steganography. 
Figure 1 shows the different types of file formats which can be used for steganography technique. There are four main types they are 
as following. 

B. Steganography 
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Figure 1: Types of steganography 

1) Text Steganography: In text steganography text files are used to hide information. In this method, the secret data is hidden 
behind every nth letter of every words of text message. Different methods are available for hiding data in text file. These 
methods are as following:   

a) Format Based Method;          
b)  Random and Statistical Method;                      
c) Linguistics Method.   
2) Image Steganography: When image is used as cover object for data hiding then it is referred as image steganography. In 

steganography technique images are the most popular cover objects because there is large number of bits presents in digital 
representation of an image. In digital images many different image file formats exist, but number if file formats are used for 
specific applications. For all these different image file formats, different steganographic algorithms exist.    

3) Audio steganography: In audio steganography data is hiding in audio files. This method hides the data in WAV, AU and MP3 
sound files. Different methods of audio steganography are as following:  

a) Low Bit Encoding 
b) Phase Coding     
c) Spread Spectrum.  
4) Video Steganography: In this technique all kind of files or data is hiding into digital video format. Here video (combination of 

pictures) is used as carrier for data hiding. Generally discrete cosine transform (DCT) alter the values (e.g., 8.667 to 9) which is 
used for data hiding in each of the images in the video, which is unnoticeable by the human eye. H.264, Mp4, MPEG, AVI 
these formats are used by video steganography.   

5) Network or Protocol Steganography: In Network or Protocol Steganography, information is hiding by taking the network 
protocol such as TCP, UDP, ICMP, IP etc, as cover object. In the OSI layer network model steganography can be used, where 
secret channels exists.   

III. BLOCK DIAGRAM OF STEGANOGRAPHY 

 
Fig. Block Diagram of steganography 

A. Secret Message  
This is the key data or message which is to be sending out without any destruction to proper destination. 
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B. Cover Medium 
This is the medium which carries the secret message from sender to receiver. All type of files can be used as cover medium such as 
Text, image, audio, and video. 
 
C. Encoder 
This is the main block which embeds the secret message into cover image to produce stego image. LSB or DKL technique can be 
used for encoding. LSB replacement technique is mostly used. This technique replaces LSB of cover image pixel with secret 
message bits.  
 
D. Stego Key 
It is a sequence of statistics created by the sender for the embedding process and should be employed by the receiver to recover the 
embedded message. A person cannot access the undisclosed information without the stego key. 

E. Stego Image 
It is the embedded image formed by hiding secret data into cover image.  
 
F. Extracting process 
This block performs reverse operations on stego image for retrieving original image and secret data faithfully.  
 

IV. RELATED WORK 
A. LSB Algorithm 
The LSB data hiding technique is one of the simplest methods for inserting data into digital signals in noise free environments. LSB 
(Least Significant Bit) replacement is the process of adjusting the LSB pixels of the carrier image. In LSB both the cover file and 
the secret message will be converted into the binary format. Then the LSB of some bytes of covered file will be replaced with the 
sequence of bytes secret message. Generally the right most bit is considered as LSB as it has the least impact over the quality of 
cover file. The Least Significant Bit insertion varies according to number of bits in an image. For an 8 bit image, the least significant 
bit i.e., the 8th bit of each byte of the image is distorted to the bit of secret message. For JPEG image, the direct substitution of 
steganographic techniques is not possible hence it will use lossy compression. So it uses LSB substitution for embedding the data 
into images.  
Three main aspect of secret data communication are privacy, security and protection. Least Significant Bit (LSB) technique is used 
for hiding messages in an image. This technique is harder to extract the original message for unauthorized people. low capacity and 
more distortion such limitations occur due to hiding process, and because of this distortion the image quality may be degraded, by 
using color plane process improved approach can be achieved. 

B. LSB and SPIHT Based Compression Method 
In this method the message image is compressed by using the SPIHT method of lossless compression and then it is encoded in to the 
other image. Image contains a combination of RGB layers. If we consider a pixel has an 8 bit value then each pixel has the value in 
the range of 0 to 255.  
In this algorithm the secret message image compress by SPIHT and convert in to a binary sequence. Then divides the binary 
sequence in to a blocks and  change the order of block using a key-based randomly generated permutation, concatenates the 
permuted blocks can be changed in to a permuted binary sequence, and then utilizes the Least-Significant-Bit (LSB) approach to 
embed the permuted binary sequence into image. When the pixel value changing is completed all the images are placed in a 
sequential manner. In the decoding side the message image is decoded and decompressed so that we can get the message image [2].  

C. DKL Algorithm 
Security is very important factor in steganography. So to increase security new technique is developed that is DKL Algorithm. 
Using DKL algorithm secret message is transferred to the receiver in not identified by any other user or any hacker. So security is 
provided over the network. Comparison between LSB algorithm and DKL algorithm can be done on the basis of different 
parameters Mean Square Error, Peak Signal Noise Ratio, Relative Payload and Rate of Embedding such as .to avoid data hacking, 
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data encryption is done.  
Sometimes LSB algorithm is not capable to maintain quality while retrieving original data. So to maintain high robustness and less 
corruption DKL algorithm is preferred. The key length varies for every cover image based on its pixel. The algorithm can be called 
“Differing Key Length. The integrity of the hidden messages cannot be destroyed in case of DKL technique.  

D. BPCS and IWT Technique 
In image steganography technique data hiding or embedding process is done in bit planes of sub band wavelet coefficient which is 
obtained by using integer wavelet transform (IWT). Bit-Plane Complexity Segmentation Steganography (BPCS) Technique is used 
to increase data hiding capacity. Error Control Coding is used in the system, which can reduce the Bit Error Rate (BER) of extracted 
hidden data when the stego image receives some channel distortion. 
Using Integer Wavelet Transforms (IWT) reversible image compression methods have been developed. Using IWT image 
compression, reconstruction of original image is easy and perfect image can be achieved. Also IWT method has lower compression 
rate as compared to DWT based compression method. The hidden message can be retrieved in lossless manner if the communication 
channel is ideal. When communication channel is not ideal, the extracted message have some erroneous bits in output.  To increase 
the robustness of the secret message for non-ideal communication channel, we introduce the linear error control coding.     

V. CONCLUSION 
In the era of fast information interchange using internet and World Wide Web, Steganography has become essential tool for 
information security. There are many techniques for Image Steganography. The most important aspects of steganography technique 
are high data hiding capacity; provide more security and less degradation in image quality during recovery of image. 
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