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Abstract—the security of cryptosystem has always been a problem. There are number of protocols that provide the attainable
security. Hyper Encryption is one of the Encryption protocols that provide the everlasting security. But in today’s era where
with the maximum use of technology the eavesdropper power has been increased really very much. So there is a need of
increased security. But the security of text based encryption scheme is always at risk. If we use graphical shape for the
encryption with the text based encryption we can provide a better security layer. In this paper we are going to propose a
hybrid encryption approach with the Hyper Encryption and Geometric Cryptography in this we will use the two layer
security and try to make a protocol that provide a better security with a reliable approach
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I. INTRODUCTION

As the Internet becomes an increasingly important means of
conducting transactions and the volume of e-business grows
exponentially, a secure infrastructure is needed to provide
authentication, confidentiality and access control. Security has
evolved from a basic password scheme to a complex key
infrastructure. Initially, shared secret keys were exchanged
and maintained between pairs of correspondents. However, as
the Internet expanded, this method became impractical. So to
deal with this situation we have to develop a practical
cryptographic system to keep our data secret. One Time Pad is
a provable secure cryptosystem that is developed by Gilbert
Vernam in 1918. It use the truly random series of hits as the
secret key (Pad) as the same length as the plaintext. Simple
Modular or XOR operation is performed between the plaintext
and the secret key to encrypt it.. But practical implementation
put some limitation on One Time Pad.

As advancement Rabin described the scheme of Hyper
Encryption that provide benefits over the limitation of One
Time and provide the everlasting security to the user data .In
its basic scheme it takes many PSN servers from which
anybody can request a page of random bits. Each page is
served only twice then it was destroyed. So the two users who
want to transfer data can agree on the same page of random
bits and can take this page as a onetime pad. After the initial
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shared secret key it also allows the user to create the new
secret pad to make the communication indefinitely

I. HYPER ENCRYPTION
Hyper Encryption is a form of encryption invented by
Michael O.Rabin. Hyper Encryption is a shared secret key
block cipher  scheme. Block size is taken usualy of
m=32/64.Hyper Encryption is the first encryption scheme
provably providing the everlasting secrecy against the
computationally unbounded Adversary. To make the system
everlasting secret the system use the assumption of Bounded
Storage Model introduced by Maurer. Hyper Encryption uses
the shared secret key together with the public random bits.
Although anyone can see the data but the decryption by the
Adversary without knowing the secret key is not feasible
because of the limited storage space available to the
Adversary as the assumption of BSM. It use the random key
bit as secret pad as in OTP but if the secret key is
compromised even then the message encrypted before the key
compromise will be perfectly secure. Hyper Encryption work
with the multiple servers known as the Page Server Node
(PSN) . From which any user can request the random bits page
with the help of a secret key. A single page can be given only
to the two users having the same shared secret key. After that
the page was destroyed completely by the PSN. This page of
random bits is further used as the shared secret pad b/w the
user as in the OTP encryption scheme. After sharing the initial
secret key through a secure way that used to take the random




www.ijraset.com

Vol 2 Issue VIII, August 2014

ISSN: 2321-9653

INTERNATIONAL JOURNAL FOR RESEARCH IN APPLIED SCIENCE
AND ENGINEERING TECHNOLOGY (IJRASET)

bits page from the PSN all other transaction like making the
secret pad and doing the message transaction can be done on
the public network. It also alows creating the new One Time
Pad to make the continuity of communication. It allows both
the user to send the exponential number of message by using
the initial shared secret key. Hyper Encryption use the
Fingerprinting scheme to share the OTP on the network and to
authenticate the data

I11. OPERATION SCHEME OF HYPER ENCRYPTION

Hyper Encryption is a system that allows the two parties to
transfer the secure data starting with an initial secret key and
to make use of the publically available computer for random
data.

Hyper encryption initialy starts with the sharing of a secret
key.

Then this shared secret key is used to request the Random bits
pages from the PSN (Page Server Node).PSN gives random
bits page to the requesting user. User access the random page
with the help of the shared secret key. PSN gives the random
bit page to the user who requested it with the secret key. The
single page is given to only two users with the same secret key

After downloading the page from the PSN the both users A
and B make sure that they have downloaded the same page of
Random bits that they are going to use as OTP by using the
method of Page Reconciliation. Basicaly the page
reconciliation protocol ‘used here use the Fingerprinting
method for reconciliation.

Inthisthe User A and User B computes the Fingerprints of the
pages they have downloaded and then user A send its
fingerprint to user B and user B compare these fingerprint
with its own. In this way both determine the common pages
they have downloaded. These pages work as the One Time
Pad for the data encryption.

In this way the Hyper Encryption provide everlasting security
with assumption of Bounded Storage Model (BSM). In BSM
this is assume that the Adversary has the unbounded
computational power but he has the limited storage capacity.
If there is the case that Adversary will be able to access the
user transaction but he can’t be able to store the whole
message transaction at the same time If by some how the
Adversary will be able to access the user’s secret key but his
storage capacity is limited so at the time when he will be able
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to use the secret key for adversary the secret key will no
longer be in use for the user, may be the user have already
access the PSN random page. SO if the Adversary tries to
access the PSN page he will get the different page. Or
somehow if the Adversary became able to access the PSN
page same asthe User then at the time of page reconciliation
the different page of the users will be discarded to make OTP.
And it will beimpossible or having a very low probability that
the Adversary can generate a page whose fingerprint is same
as of asthe user random page fingerprint.

IV.LIMITATION OF HY PER ENCRYPTION
[1] Theinitial shared secret key length isvery large.

[2] Choosing of PSN for downloading the random page

[3] Reconciliation protocol can create problem if the
Reconciliation message lost or  processed as
unordered way

[4] It is a complex method that can’t be implemented
simply on paper

[5]As al the encryption and Decryption operation are
performed purely on the text based so the Security
isaways at risk

V. PROPOSED A DUAL TEXT ENCRYPTION
MODEL USING HYPER ENCRYPTION AND
GEOMETRIC CRYPTOGRAPHY

Cryptography is the one of the key approach for
information security used to encode the information and
convert it to some normalized. In the traditional cryptography
approaches, the text information is encoded using some text
oriented mathematical operations. In this work, a hybrid
cryptographic approach is suggested that will combine the
hyper encryption along with geometric key cryptography. At
the earlier stage of this work, the text data will be taken as
input and the hyper encryption will be performed over it. This
encoded data will be then used for geometric cryptography. In
this approach, the circle is been used as the base geometric
shape to perform the cryptographic operation. In this present
approach, the complete surface will be covered by small
circles with equal radius r. These circles are placed
horizontally and vertically so that complete geometric area
will be covered. Now, the input text is converted to the data
bits and placed over these circle boundaries sequentially. Once
the placement is done, the geometric transformation is applied
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over the surface. In this presented approach, a hybrid
transformation will be applied in terms of displacement,
scaling and rotation operation. After these operations, the data
will be captured back from each circle in same way and
convert back to the encoded form. While performing the
retrieval, same operation will be performed in reverse order.
The presented work will improve the existing work in terms of
hybrid transformation approach so that the encoding strength
will be improved and it will be difficult to crack the
cryptographic contents.

S GNIFICANCE OF WORK:-

The advantages of the proposed work are defined as under
The presented work will be effective in terms of security as
the work will use the hybrid cryptographic. As the work is
based on block level analysis, the work will provide the
efficiency in cryptography process.

The presented expanded model is shown here in figure. The
model begins with the acceptance of the input text. The text
can be input directly in the form of a string or can be taken in
the form of a file. Once the text is obtained, The proposed
algorithmic approach will be implemented on it to encode the
data. At the earlier stage, the hyper encryptionis performed by
performing the block level transformation and merging. At
second stage the geometric structure will be obtained on
which the text will be placed in the form of bits. The
geometric area will be defined along with physical size
specifications and the radian parameters of the geometric
object used. Here we have taken the eclipse as the geometric
object. The next step is to generate the key over it. To
generate the key the radius of the eclipse along with geometric
definition is been used.

Once the key is generated. The next process is to write the
data over this geometric object boundaries bit by bit. To
perform this, the circumference of all available graphical
objects is taken and data is write on the boundaries. As the
data is written over there, the next process is to perform the
basic transformation. The geometric transformation is here
performed to encode the data. Once the transformation, the
data is taken back bit by bit. In same way as the storage is
performed. Finally the encoded text will be obtained.

Page 187

PLAIN KEY
™  TEXT P GENERATIO >
N ENCRYPT
EXPANDE ORIGINA
ENCRYPTION D KEY > L
DRNACR AMMIN
y
DISPLAY ENCRYPT
PROGRAMM ED
INC
DECRYPTION
EXPANDE ENCRYPT DECRYPT
> D > EDDATA > [oN
A
ORIGINA
L
v
PLAIN

VI. ANALY SIS OF PROPOSED WORK

The analysis of work is here defined in terms of time taken by
the work for different cryptography operations on different
input text of different length. The results are here shown in the
table

Table : Analysis Result
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Input Length Encryption Decryption Here figure is showing the time taken to decrypt the input text.
Time Time Here x axis showing the size of encrypt text and y axis shows
100 234 152 the time in milliseconds.
200 316 263
300 435 321 .
Total Time
400 863 436 1000
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Figure : Encryption Time Analysis

Here figure is showing the time taken to encrypt the input text.
Here x axis showing the size of input text and y axis shows the

time in milliseconds.

Figure: Total Time Analysis

Here figure is showing the time taken to encrypt and decrypt
the input text. Here x axis showing the size of encrypt text and

y axis showsthe time in milliseconds.

VII. CONCLUSION
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IIn this present work, an effective hybrid cryptography scheme
is defined by combining two symmetric key based approaches.
These approaches are hyper encryption scheme and geometric
cryptography. The hyper encryption scheme is a block
transformation scheme that encodes the text data. Once the
hyper encryption is performed, the geometric cryptography is
applied over it. The geometric cryptography is a geometric
structure transformed approach. This approach places the data
values on the boundary of the geometric circle and then
transformation is applied over it. This dua approach is

Figure: Decryption Time Analysis
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nplemented in java environment. The results obtained from
the system the effective encoding and decoding in effective
time.
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