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Abstract: ATM (Automated teller machine) is used by the customers to do a financial transactions like cash with drawls, balance
checking etc. as we know that ATM are placed everywhere in all the locations including shopping malls, airports, colleges
hospitals, restaurants and were ever necessary and required. Nowadays the main targets of the criminals are ATM and when the
customers are using ATM. they are attacked by the criminals. ATM are usually secured by the security guards but they are not
enough to provide a security to the customers. The proposed system over comes the problems that is faced by a customers at the
ATM centre. In this system main component are PIR sensor and Noise detector. PIR sensors are used for detection of motion
and door operation through the microcontroller and noise detector are used for detecting the noise of higher DB and noise level
detection.
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I. INTRODUCTION
Customers are using ATM for the financial transactions. By using ATM customer can credit or deposit money to their bank
accounts. The customers use an ATM to do wide variety of transactions like cash with drawls, credit mobile phones, and check
balance in their account. ATM with drawl currency is usually different from which bank account it is denominated and money can
be converted to an official exchange rate. Foreign travellers often use an ATM as it provides the best possible exchange rate for
them. ATM is widely used for the purpose of exchange rates.
ATM installations are of 2 types on &off premises. ATM are widely used hence they are placed in all places such as shopping
malls , Colleges, Hospitals, Airports, Petrol/Gas Stations, Restaurants.
ATM is used for the cash withdrawals /financial transactions so the main target of the criminals is ATM. Many customers are been
attacked by the criminals while using ATM.
A incident took place in Bangalore capital city of Karnataka .when a lady was using an ATM booth .she was brutally attacked inside
by the criminal and was injured .one more incident took place in Bangalore where the bank manager was attacked inside a ATM
kiosk in the day time by the criminal, by a machine —wielding youth. Security concerns have been triggered by the lethal attack on
woman customers in an ATM booth in Bangalore.
ATM is very advanced &they are real time operating system that does all multi functions that complement a bank branches &thus
they are more expensive. ATM are typically more advanced, multi-function machines that complement a bank branch's capabilities,
and thus they are more expensive. So protecting the ATM is also a major concern.

Il. METHODOLOGY OF CUSTOMERSSECURITY AT ATM’S
There are three main parts included in this topic. The main functional block for the proposed design is Design Architecture. The
proposed Hardware Speciation will give the details about the components used in the design& proposed Software Development
gives the detail design of the software part.

A. Design of The Proposed Architecture

The block diagram of a proposed architecture is shown in the below figurel Four inputs are the main components of the system &
four main components are PIR sensors, noise detector, power supply &emergency switch, the output of the proposed system is
given to the LCD, buzzer/alarm, level indicator GSM and stepper motor.

197

©IJRASET: All Rights are Reserved



Www.ijraset.com Volume 5 Issue VI, June 2017

IC Value: 45.98 ISSN: 2321-9653
International Journal for Research in Applied Science & Engineering
Technology (IJRASET)
LCD
1
BUZZER
NOISE >
DETECTO
n MICRO
» LEVEL
PIR > CONESOLL INDIGATO
SENSOR
GSM
EMERGENCY >
SWITCH —»| STEPPER
A MOTOR
POWER
SUPPLY

Figl.Block Diagram

Presence of human, noise level detection and automatic operation of door are the process that are managed and controlled by the
PIR sensor, Noise level indicator and stepper motor. LCD are used to display the operational status of the proposed system

B. Hardware Specification Used In The Proposed System

Hardware used in the proposed system are categories based on the input, output & controller.

The four inputs used in the system are noise detector, power supply, and emergency switch &PIR sensor. the power supply is used
to supply the power to the LCD (fig.6),GSM (fig.7), Stepper Motor (fig.8) and Buzzer (fig.9).The output of the proposed system is
given to the LCD, Buzzer, GSM& Stepper Motor and they are connected to the microcontroller .which is controlled by the software.
The LCD is used to display the operational status of the proposed system.

C. Software development

For the proposed design is using keil p vision software. The keil P vision software needs a program to execute& operate the process
associated a blend with the proposed design. There are several stages added in the software development. the system is started by
the sensor, sensor that determines the operation or process of the system.

The sensors will be started by analyzing the motion & operation of the stepper motor .When there is an increase in the noise level
more than 60db. the noise level detector will detect it and sends the signal to microcontroller and buzzer will get triggered through
the relay operation, hence the stepper motor starts to operate the GSM module and GSM module sends the message to the concerned
bank branches and to the nearest police station.

The complete operational flow of the system is shown in figure 2
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Fig.2. Flow Chart for the ATM’S security system

111.WORKING PRINCIPLE OF THE PROPOSED SYSTEM

This working principle is used to summarize the working of the proposed system .The circuit diagram of Motion detector is shown
in the fig, 3

1 PIR 2
+DC Sensor ouT
3
i 470Q
+
5v-9v = —
> LED

Fig 3 Motion detector circuit

PIR sensor detects the changes depending upon the amount of infrared radiations affect up on it, PIR sensor mainly depends on the
surface characteristics of the object & temperature.
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Whena human passes in front of wall/background the sensor will sense the temperature of that point &it will raise in the view of
sensor field .it will rise from room temperature to body temperature &back again. Sensor triggers &detects when it converts the
incoming infrared radiation in to the change in output voltage.

PIR Sensor is shown in fig.4

Fig.4 PIR Sensor

Condenser microphone senses the noise & it will convert the noise signal in to the electrical signal .the operation of the condenser
mainly dependent on the variations of the internal capacitance. The signal obtained from transistor g1 is amplified by transistor g3
and g4 triggers the relay. The triggering of the relay enables signal to micro controller.

A. Db levels for different noise level

Microphones is used to convert sound pressure to audio voltage (volts)lpascal is 94dbpsl as established by international
standard .94dbpsl is taken as the reference point for specifying the sensitivity of microphone. Sensitivity is given by the ratio of
analog output voltage and is given digital output value to input pressure & they are used for any kind of specification microphone.
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Fig.5 Noise Detector

The Logarithmic units of sensitivity are in db volts, it specifies how many volts of O/P signal can be given for SPL decibels:

Sensitivity - p,
Sensitivity 4, = 20 X log, U[ S mbiPa

Output -y

A linear unit of analog microphone sensitivity is mv/pa that can be articulated in logarithmically in decibels. Output AREF is the
1000mv/pa (1vpa) reference to ratio of O/P. Compared to moving coil (1.5-3mv/pa) condenser microphones are sensitive.
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Fig.6 LCD Display

Fig.7 GSM Module

Fig.8 Stepper Motor

Fig.9 Buzzer
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IV.CONCLUSION
The mainadvantages of this system are that it provides very good security to ATM users at emergency cases. The GSM provided

will send the information to thenearby police station and to the particular bank when there is any problem inside the ATM.It will
also avoid harassment which is very common these days. It reduces man power which in turn reduces cost. Low cost
microcontroller &PIR sensor are used that provides the better saving in term of cost &the components used are very minimal. . This
security system is also applicable in banks, home security, jewellery shops and office places.

V. ACKNOWLEDGMENT
The authors of this paper would like to whole heartedly thank the higher authority of the SJB Institution of technology for the
support given in this study. We would like to thank Dr.Puttaraju, principal of SIBIT, for encouraging in doing the innovative things.
We would also like to thank Dr. Nataraj.K.R, HOD of Department ECE, SJBIT, for his constant support and guidance in this work.

REFERENCES

[1] C.Simon “Atm Security With Firewalls”.Fifth IEEE Symposium On Computers And Communications ,2000

[2] F.Schlake;C.Ruland”A Security Protocol Providing QOS in ATM Networks” The 8™ International Conference On Communication Systems,2002.(ICCS 2002)

[3] Mattiasalnitri; Paolo Giorgini “Modelling and Verification of ATM Security Policies With SecBPMN” International Conference on High Performance
Computing & Simulation 2014(HPCS)

[4] Sambarata Ray;Souvik Das; Anindyasen”An Intelligent Vision System for Monitoring Security and Surveillance of ATM” Annual IEEE India Conference
(INDICON)2015

[5] G.Renee Jebaline;S.Gomathi “A Novel Method to Enhance the Security of ATM using Biometrics” International Conference on Circuits, Power and
Computing Technologies 2015[ICCPCT-2015]

[6] Sambarata Roy;Souvik Das ; AnindyaSen “An Intelligent Vision System for Monitoring Security and Surveillance of ATM” Annual IEEE India Conference
(INDICON ),2015

[7]1 Geralad Mohnl "Cyber Security in the ATM Supply Chain” International Communications Navigation & Surveillance(ICNS);2016

[8] Danny Bradbury “Why We Need Better ATM Security “ Engineering & Technology Year :2016,Volume:11,Issue:1

[9] Bharathi M Nelligani;Nv Uma Reddy;Nithin Awasti “Smart ATM Security System using FPR,GSM,GPS” International Conference on Inventive Computation
Technologies (ICICT),2016,Volume:3

[10] D.Narmada;J.V Priyadarshini “Design And Implementation of Security based ATM Using ARM 11 “ International Conference on Inventive Computation
Technologies (ICICT),2016 ,Volume 3

202

©IJRASET: All Rights are Reserved



d lIsRA

ef n\m
cross’ COPERNICUS

10.22214/1JRASET 45,98 IMPACT FACTOR: IMPACT FACTOR:
7.129 7.429

INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGY

Call : 08813907089 (V) (24*7 Support on Whatsapp)




