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Abstract--- In vision of the growing demand for wireless information and data services, it is very important to providing
faster and reliable mobile access to users. Today's, not only mobile phones, but also laptops and PDAs are used by peoplein
their professional and private lives. These devices are used separately for the most part that is their applications do not
interact. Sometimes, a group of mobile devices form a unstructured, temporary network as they move towards each other.
This allows users to share documents, secret information and other useful information. This kind of unstructured,
temporary network referred to as mobile ad hoc networks sometimes just called ad hoc networks or multi-hop wireless
networks, and are expected to play an important role in our daily lives in near future. As the use of ad-hoc network
increased the security concerned also needed to prevent the network from malicious users. In wired network , it is easy to
provided security during transmission than the Mobile ad-hoc network. DDoS attack is a big problem in MANET. In these,

paper we discussed about DDoS attacks and there detection mechanisms.
Keywords--- DDoS, MANETS, UDP, TCP SYN, Routing Protocol, Attacks, Prevent, Detection, hop.

l. INTRODUCTION vulnerabilities and limitations of wireless data transmissions.

Existing solutions that are applied in wired networks can be
MANET is a unstructured network that can be established

with no fixed infrastructure. All its nodes act as routers and

used to obtain a certain level of security. However, these

solutions are not always be suitable to wireless networks.

perform its detection and maintenance of pathsto other nodes
in the. Its routing protocol  has to be able to deal - with the
new challenges i.e nodes mohility, limited bandwidth and
limited power supply , security maintenance, quality of
services,. These challenges set new demands on MANET
routing protocals.

Ad hoc networks have a large range of military and
ideal
establishing an infrastructure network is not possible or

commercial applications. It is in areas where
when the purpose of the network is transient.
Security in MANETS is hard to achieve due to spontaneous

network and fully decentralized topology as well as the
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Therefore ad hoc networks have their own vulnerabilities that
cannot be always tackled by these wired network security
solutions. One of the distinct features of MANETS is that all
nodes have to be performing in the routing process.
Traditional routing protocols designed for wired networks
cannot be useful in ad hoc networks. The major factor isthat
the wireless medium is less secure than wired network. The
routing protocol provides the upper limit to security in any
packet network. If routing can be misdirected, the entire
network can be blocked.
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This problem is enlarged in ad hoc networks. Anocther
difficulty isthat it is hard to decide compromised nodes from
nodes that are affliction from broken links. Current wireless
research states that MANET presents a larger security
problem than conventional wired and wireless networks.
DDoS attacks has aso become large problem for users. A
DDoS attack is a distributed, major attempt by malicious
users to flood the victim network with huge number of
packets. This exhausts the sufferer network of resources
such as bandwidth, computing power, etc. The victim is
incapable to provide services to its legal clients and network

performanceis greatly deteriorated.

I1. BACKGROUND

There are two distinct approaches for enabling wireless
communications between mobile hosts [1]. The one approach
is to use a fixed network communications that provides
wireless access points. In this network, a wireless host
communicates with the network through an access point within
its contact radius. When it goes out of range of one access
point than connects with a new access point and starts
communicating through it. An example is the cellular network
infrastructure. A most important problem - of this approach
is handoff, which tries to handle the situation when a
connection should be smoothly handed over from one access
point to another access point without noticeable delay or
packet loss. Another problem is based on a fixed infrastructure
are limited to places.

The second approach is the wireless ad- hoc network with no
fixed infrastructure. Laptops and PDAs that communicate
directly with each other are examples of nodes in an ad hoc
network. Each of the nodes has a wireless interface and
communicates with others over either radio or infrared

channels. some well-known ad hoc network applications are;
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=  Two-way Work

= Crisismanagement Applications

= Personal Area Networking and Bluetooth
MANETSs Characteristics and Challenges:

=  Dynamic topologies

= Bandwidth-constrained, variable capacity links

=  Energy-constrained operation.

= Security
Security Attacks in MANETS: The security attacks in MANETSs
are Active attacks and Passive attacks.Active Attack is an
attack when disobedient node hasto paid some energy costsin
order to perform the threat and consider as malicious node .
Passive Attacks are mainly due to lack of support with the

purpose of saving energy selfishly and considered as selfish.

Various types of attacks in MANETSs are: Denial of Service,
Fabrication,

Malicious Software and Lack of

I mpersonation,Modification, Replay,
Eavesdropping

Cooperation.

[1l. DISTRIBUTED DENIAL OF SERVICE (DDoS)
ATTACK

DoS Attack: A denia of service attack is categorized by an
unambiguous attempt by an attacker to prevent legal users of
a service from using the required resources [3]. DoS attacks

include:

= Flood anetwork
=  |nterrupt connections between two machines
= Prevent a particular individual from accessing a
service
= Disorder service to a specific system or person.
DDoS Attack is a distributed, large-scale attempt by

malicious users to flood the victim network with an huge
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number of packets [4]. This exhausts the victim network of
resources such as bandwidth, computing power, etc. The
sufferer node is unable to provide services to its legal clients
and network performance is very much deteriorated. The
distributed format the many to one dimension. A distributed
denial of service attack is consists of four elements, as shown
in Figure 1.The following steps take place during a
distributed attack:

= The real attacker sends an “execute” message to the
control master program.

=  The control master program receives the “execute”
message and propagates the command to the attack
daemons under its contral.

= Upon recelving the attack command, the attack

daemons begin the attack on the victim.

1 1
1 Real

Figure 1: The four Components of DDoS Attacks.

Architecture of DDoS Attacks: The flooding traffic reaches the
victim, the attacker must work together with all its agents.
This communication is provided with the help of control
channels between the agents and the attacker [5]. This
teamwork requires all agents send traffic based on command

signals received from the attacker. The network which consists

of the attacker, agents, and control channels is called the attack
networks. The attack networks are divided into three types:

=  The agent-handle model
= Thelnternet Relay Chat (IRC)-based model
The reflector model.

The agent-handler model consists of four components:
attacker, handlers, and agents and victim [6]. Figure 2

shown the architecture of the model.

— — —  Control Messages

—>  Attack traffic

Vicitm

Figure 2: Typical architecture of a DDoS attack.

The IRC-based model is not that much unlike than the agent-
handler model except that instead of communication between
IRC
communication channel is used to connect the attacker to
agents [4].The reflector-based DDoS attack raises the bar for
tracing out the real attacker by hiding the attacker behind a

an attacker and agents based on handlers, an

large number of reflectors.

DDoS Attack Taxonomy: DDoS attacks are divided into two

basic classes:
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= Bandwidth depletion attacks

= Resource depletion attacks.

Bandwidth Depletion Attacks is considered to flood the
victim network with unnecessary traffic that prevents legal
traffic from reaching the main victim. Example of bandwidth

depletion attacks are:

= Flood attacks
= Amplification attacks.

Flood Attacks involves sending large volumes of traffict 1 Flood Attack

victim system, to block the victim system’s netw
bandwidth with IP traffic.
UDP and ICMP packets.

It have been done using b

An flood attack occurs when the
ICMP_ECHO_REPLY packets and UDP “ Destination

large volumes of

unreachable” send to the victim system.

Amplification Attacks involves the attacker to send messages
to a broadcast 1P address, using this to cause al systems in
the subnet reached by the broadcast address to send areply to
the victim system. The example of an amplification attack :

Smurf attack and Fraggle attack.

Resource Depletion Attacks considered to tie up the resources
of avictim system to prevent it from using that resources and
unable to process legal requests for service. The example of
misusing the TCP SYN
protocol, and the other misusing the PUSH+ACK protocol.

resource depletion attack is:

DDoS Attack

’ ’

Active Attack Passive Attack

Packet Dropping

Bandwidth
Depletion

Resource
Depletion

1.Malformed Packet Attack

2. Amplification Attack  2.Protocol Exploit Attack

Figure 3: DDoS Attack Taxonomy

The Smurf attack: The attacker sends a huge amount of ICMP
echo packets to the router at 128K bps. The attacker modifies
the packets by changing the source IP to the IP address of the
victim’s computer so replies to the echo packets will be sent
to that address. The destination address of the packets is a
broadcast address.. A same attack that uses UDP echo
packets instead of ICMP echo packets is called a Fraggle
attack.

Attacker

\\128Kbns

Victim

. N

-
7 4
77 —
I’
/ i i

———ICMP Echo
——ICHMP Reply

Bounce Site
129.64.5.x

Figure 4: Smurf Attack in progress.
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IV. DETECTION OF DDOSATTACKS

It is important that a detection system identifies both the
malicious node and attack types. Without them, it is hard to
resolve how to respond significantly without interrupting
normal communication. [9]. The basic ideais to find out the
detailed attack information from a set of identification rules,
which are pre-computed for known attacks.For each attack,
the node that runs the corresponding detection rule the is
called monitoring node, and the node whose behavior is
being analyzed known as monitored node. Now, some
notations of dstatistics (features) used in these rules are
described. Here, K is used to represent the monitoring node

and k the monitored node.

= # (- 1 the number of incoming packets on the
monitored node k.

" # ( = the number of outgoing packets from the
monitored node k.

= # .- the number of outgoing packets of which the
monitored node K is the source.

= # () the number of incoming packets of which
the monitored node Kk is the destination.

"  # (g, 1- the number of incoming packets on k of
which nodesisthe source.

" #  [a) the number of outgoing packets from k of
which node dis the destination.

"  #  n: the number of outgoing packets from k of
which nisthe next hop.

" # (9 k 1 the number of packets that are originated
from's and transmitted from K to k.

= # (9.« k) the number of packets that are originated
from sand transmitted from K to k, of which k isthe
final destination.
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" # g9, - the number of packets received on the
monitored node (k) which is originated from s and
destined to d.

These statistics are computed over sampling interval time Tg
and over long period T. We always assume that time interval T

ismultiples of Ts.
Detection of Malicious Packet Dropping Based DDoS Attack:

Unconditional Packet Dropping: calculate the statistics
Forward Percentage over time period T.

# i - # 10,6
FPk =

1) 1)
# k- # kM

Random Packet Dropping: Calculate the same statistics FP as
Unconditional Packet Dropping. If the denominator is not zero
and FPy, is less than a chosen threshold erp (e < 1) but not
zero, the attack is detected as Random Packet Dropping and
node k isidentified as the attacker.

Slective Packet Dropping: Calculate the statistics Local

Forward Percentage over atime period T for each source s.

.
# (19, kK

LFF, =
h 1)
(M0~ # (19, K, )

If the denominator is not zero and the statistics is zero
(unconditional dropping), the attack is unconditional Packet
Dropping targeted at s. Likewise, if the LFP is less than g gp
(eLrp < 1), the attack is random Packet Dropping targeted at s.

In either case, misidentified as the attacker.
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V. CONCLUSIONS

This paper presents introduction to MANETs and DDoS
attacks. We presented the security goals and challenges that
the field of ad hoc networking faces. It also presents various
security goals for MANETSs and types of attacksin MANETS.

we have discussed two types of DDoS attacks and their attack
mechanisms. These are: Malicious Packet Dropping Based
DDoS attack and Flooding Based DDoS attack. Then, we
have presented their detection mechanism which will help in

detecting attacking node and attack type.
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