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Compared with traditional cryptography, digital image has a large amount of data, thus it has a lot of clear space, and also has a 
great cipher text space, and the most important is the autocorrelation of the digital image visually manifested direction of 
perpendicular and direction of various tilt angles. Therefore, when considering the scrambling encryption algorithm we should fully 
consider the impact of algorithm on the image autocorrelation, the worse the autocorrelation the better the scrambling, the poorer the 
intelligibility of the image after scrambling. Therefore, the conventional cryptography encryption algorithm has a strong security, 
but the effect of encrypting image is not necessarily the best [4]. 

II. PROPOSED SCRAMBLING ENCRYPTION METHODOLOGY 
A. Arnold Transformation Based Image Scrambling Encryption 
The Arnold transform is an image scrambling technique that can be used to encrypt and decrypt image data. The transform is area 
preserving and invertible without loss of information. It is also known as cat map. The mapping can be done successively several 
times to completely obscure the image beyond recognition. Alice has the information about the number of times the transform is 
applied and can successfully recover the original image [13]. 
Following steps include in encryption by Arnold transformation 
1) Input original image. 
2) Resize the original image into nxn matrix. 
3) apply the Arnolds transformation to nxn matrix by using the equation 

 

where mod is modulo of    
a) Shear in x- direction by factor of 1. 
b) Shear in y- direction by factor of 1. 
c) Evaluate modulo 
4) Reassemble the image. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig.2.1: Workflow of Arnold Transformation 
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B. Scrambling Encryption Using Random Permutation 
The development of image encryption using chaotic random permutation is attracted in recent year. The 
basic permutation can be performed in three ways such as bit, pixel and block permutation. The permutation of bits is effective in 
significantly reducing the correlation thereby decreasing the perceptual information, whereas the permutation of pixels and blocks 
are good at producing higher level security compared to bit permutation [16]. 
A pixel in a digital image is collection of 8 bits therefore maximum available key of bit permutation is equal to 8! (40320) .The 
pixel permutation can be performed by shuffling the pixel position according to the encryption key. The encryption key size can be 
one dimensional (1-D) or two dimensional (2-D) for pixel permutation. 2-D key has more number of encryption key as compare to 
1-D key. The encrypted image can be decrypted only if attacker has knowledge of key and large numbers of possible key spaces 
make it infeasible to extract the original information. 
The encryption algorithm includes following steps: 
1) Input original image. 
2) Find the size of original image (m*n) 
3) Reshape the m*n matrix whose elements are taken column wise sequence. 
4) Convert the sequence of decimal values into binary bits (unit 8). 
5) Apply random permutation (p) to sequence. 
6) Convert the sequence of binary bit values to decimal. 
7) Reconstruct the sequence into image size (m*n). 
8) End. 

C. The Decryption Algorithm includes following steps 
1) Input scrambled image 
2) Reshape the m*n matrix whose elements are taken column wise sequence. 
3) Convert the sequence of decimal values into binary bits (unit 8). 
4) Reconstruct the random permutation by using value (p). 
5) Convert the sequence of binary bit values to decimal. 
6) Reconstruct the sequence into image size (m*n). 
7) End. 

 

 

 

 

 

 

 
 
 
 
 

 
Fig. 2.2: Workflow of Random permutation scrambling encryption 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                                                  ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor:6.887 

Volume 5 Issue VII, July 2017- Available at www.ijraset.com 
 

 726 ©IJRASET (UGC Approved Journal): All Rights are Reserved 
 

III.  PERFORMANCE AND SECURITY PARAMETERS 
Following parameters are used to assess the performance and security of scrambled image. 

A. Uniform Image Histogram 
 Histogram provides information about the frequency distribution of continuous pixels and density estimation. So a cipher image 
should have a uniform histogram to be secure from the known plain-text attack. For example, figure 3.1.1 is the histogram of the 
original image and figure 3.2 is the histogram of the encrypted image. Figure 3.1.2 shows the more uniform histogram that is highly 
desirable. 
 
 
 
 
 
 
 
 
 

Figure 3.1.1 Histogram of Original Image 

 
Figure3.1.2 Histogram of Cipher Image 

B. Information Entropy 
It identifies the degree of uncertainty and uniform distribution in the system. Thus, an encryption technique should show 
randomness and uniform distribution in the encryption process. Information entropy is calculated by the following formula. 
 
 
Where p (mi) defines the probability of a pixel and N is the number of bits in each pixel. For a gray level image, each pixel has 8 
bits, so the probability of a pixel is 1∕ 28. Hence, information entropy of the gray level image is H (m) = 8. However, practically it is 
intricate to obtain ideal entropy; so slight difference is also tolerable. 

C. Correlation Analyses 
 It assesses the correlation between two adjoining pixels of the plain-image and the cipher image [17]. An encrypted image should 
have low correlation between two abutting pixels. For example, xi and yi are two pixel pair then the correlation coefficient can be 
calculated by equation (5) 

(1) 

(2) 
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Where xi and yi are gray level value of two adjacent pixels, N is the number of pairs (xi, yi) and E(x) is the mean of xi and E(y) is 
the mean of yi. 

D. Differential Analyses 
NPCR (Number of Pixels Change Rate) and UACI (Unified Average Changing Intensity) measures the invulnerability of an 
algorithm against the differential attacks on image. NPCR evaluates the pixels change rate in the coded image after modification in 
one pixel of a prime image, consequently, high NPCR value is effective. Furthermore, UACI computes the variation in intensity of 
the corresponding pixel of the plain image and the encrypted image. If C1 and C2 are the two cipher image after and prior to 1 bit 
change in the original image, then NPCR and UACI can be calculated by following 
formula (6) and (7) respectively. 
 
With if C1 (i, j) = C2 (i, j), then D (i, j) = 0 else D (i, j) = 1, 
 
 
Where, M and N are the dimension and (i, j) is the coordinates of the image. 

E. Mean Square Error (MSE) 
The mean square error (MSE) is the squared norm of the difference between the data and the approximation divided by the number 
of elements. The mean square error between a signal or image, X, and an approximation, Y, is the squared norm of the difference 
divided by the number of elements in the signal or image: 
 
 
F.  Peak Signal to Noise Ratio (PSNR) 
PSNR is the peak signal-to-noise ratio in decibels (dB). The PSNR is only meaningful for data encoded in terms of bits per sample, 
or bits per pixel. For example, an image with 8 bits per pixel contains integers from 0 to 255. 
The following equation defines the PSNR: 
 
 
 
 
Where MSE represents the mean square error and B represents the bits per sample. 

G. MaxErr  
Maximum absolute squared deviation of original and decrypted image. 

(3) 

(4) 

(5) 

(6) 

(7) 

(8) 

(9) 
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H.  L2RA 
Ratio of squared norm of the original and decrypted image. 

IV.  RESULTS AND DISCUSSION 
To validate the effectiveness of the algorithm and in order to compare and evaluate both the techniques, which each technique 
consider as independent scrambling encryption technique, the same digital images will be used. The proposed techniques tested over 
50 different database images of different classes. The table I shows some test images used in this paper for evaluation. 

Table 4.1: Test images used in this paper 

Test Images (Class) Image format Image size (KB) Pixels 
Test image 1(Class of Birds) TIFF 118 384x256 

Test image 2 ( Class of Fruits)  JPEG 511 768x576 

Test image 3 (Grayscale images) JPEG 17.1 256x256 

 
The performance and security parameters such as Entropy, Correlation, Peak signal to noise ratio, Mean square error, a Maximum 
absolute squared deviation of original and decrypted image, Ratio of squared norm of the original and decrypted image are 
calculated. The results of few different database images are shown below. 
Figure 4.1 to figure 4.3 shows various test images used for experimental analysis of digital image scrambling encryption. Each test 
image contains part I (a) original image, (b) scrambled image, (c) decrypted image, (d) histogram of original image (e) histogram of 
scrambled image (f) histogram of decrypted image results for Arnold transformation, and part II (g) original image, (h) scrambled 
image, (i) decrypted image, (j) histogram of original image (k) histogram of scrambled image (l) histogram of decrypted image 
results for random permutation. Comparson can be done visually as well as quantitatively.   

I. Results for Image Scrambling Encryption using Arnold Transformation  

   
(a) Original Image (b) Scrambled Image (c) Decrypted Image 

   
(d) Histogram of original Image  (e) Histogram of Scrambled Image (f) Histogram of Decrypted Image 

II. Results for Image Scrambling Encryption using Random Permutation 

   

(g) Original Image (h) Scrambled Image (i)   Decrypted Image 

   
(j)Histogram of Original Image (k)Histogram of Scrambled Image (l)Histogram of Decrypted Image 
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Figure 4.1: Test Image: Bird 1.tif 

I. Results for Image Scrambling Encryption using Arnold Transformation  
 

 
  

(a) Original Image (b) Scrambled Image (c) Decrypted Image 
   

   
   

(d) Histogram of original Image  (e) Histogram of Scrambled Image (f) Histogram of Decrypted Image 
 

II. Results for Image Scrambling Encryption using Random Permutation 
 

   
   

(g) Original Image (h) Scrambled Image (i)   Decrypted Image 
   

   
   

(j)Histogram of Original Image (k)Histogram of Scrambled Image (l)Histogram of Decrypted Image 
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Figure 4.2: Test Image: Fruit 2.jpg 

I. Results for Image Scrambling Encryption using Arnold Transformation  
 

  
 

(a) Original Image (b) Scrambled Image (c) Decrypted Image 
   

   
   

(d) Histogram of original Image  (e) Histogram of Scrambled Image (f) Histogram of Decrypted Image 
 

II. Results for Image Scrambling Encryption using Random Permutation 
 

   
(g) Original Image (h) Scrambled Image (i)   Decrypted Image 

   

   
   

(j)Histogram of Original Image (k)Histogram of Scrambled Image (k)Histogram of Decrypted Image 
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By visually observing the entire test images viz. Bird 1.tif (figure 4.1), Fruit 2.jpg (figure 4.2), Rice.jpg (figure 4.3), it is clearly 
observed that the scrambled image and decrypted image of random permutation scrambling encryption is good as compared with 
Arnolds transformations scrambled image and Decrypted image respectively. By comparing the histograms of scrambled image of 
both techniques we observed that the Arnold transform histogram of scrambled image is not uniform as random permutation 
scrambled image histogram which is initial security parameter of scrambling encryption. 
Table 4.2 to table 4.4 gives performance and security characterization results for each respective test image. Each table reflects 
assessment parameters as information entropy (original and cipher), correlation (original and cipher), mean square error, peak signal 
to noise ratio, number of pixels change rate, unified average changing intensity, maximum absolute squared deviation of original 
and decrypted image, ratio of squared norm of the original and decrypted image for Arnolds transform, random permutation 
scrambling encryption. These performance values obtained in both of the techniques are compared with each other and a 
comparative analysis of both of the techniques is derived. 

Table 4.2: Performance & Security Parameter Results for Image: Bird1.tif 
Parameters Arnold Transform Random Permutation 

Entropy Original 7.6541 7.6552 

Scrambled 7.6603 7.9821 
Correlation Original 0.9013 0.9321 

Scrambled 0.7814 0.0027 
PSNR (db) 26.3690 Inf. 

MSE 150.0277 0.00 

Maxerr. 237 0.00 

L2rat 0.9877 1.00 
NPCR (%) 99.49 99.58 
UACI (%) 24.22 30.37 

 
Experimental results obtained in table 4.2 (for Bird 1.tif) shows that entropy of scrambled image of Arnolds transform is less than 
the Scrambled image of random permutation, the correlation coefficient of random permutation is near to zero. Peak signal to noise 
ratio of decrypted image of random permutation are greater than decrypted image of Arnold transform. Also mean square error, 
maximum absolute squared deviation of original and decrypted image is less in random permutation scrambling encryption. Ratio of 
squared norm of the original and decrypted image is satisfactory in random permutation.  Computed Number of pixels change rate 
and unified average changing is grater and acceptable in random permutation scrambling encryption. 

Table 4.3: Performance & Security Parameter Results for Image: Fruit 2.jpg 

Parameters Arnold Transform Random Permutation 

Entropy Original 7.6222 7.5637 

Scrambled 7.6221 7.9959 
Correlation Original 0.8896 0.9235 

Scrambled 0.8133 0.0003 
PSNR (db) 28.7542 Inf. 

MSE 86.6270 0.00 

Maxerr. 223 0.00 

L2rat 0.9955 1.00 

 
Figure 4.3: Test Image: Rice.jpg 
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NPCR (%) 98.86 99.60 
UACI (%) 17.23 36.41 

  
In table 4.3 (for Fruit 2.jpg) all the parameters show good results for random permutation scrambling encryption. The entropy, 
correlation, peak signal to noise ratio is greater in random permutation. Mean square error maximum absolute squared deviation of 
original and decrypted image is less in random permutation scrambling encryption. Number of pixels change rate and unified 
average changing intensity is good in Arnold’s transformation but is not better than random permutation scrambling encryption. 
Ratio of squared norm of the original and decrypted image is satisfactory in random permutation. 

Table 4.4: Performance & Security Parameter Results for Image: Rice.jpg 

Parameters Arnold Transform Random Permutation 

Entropy Original 7.0574 7.0574 
Scrambled 7.0662 7.9983 

Correlation Original 0.7082 0.7082 

Scrambled 0.3845 0.0017 
PSNR (db) 25.8838 Inf. 

MSE 167.7621 0.00 

Maxerr. 204 0.00 

L2rat 0.9881 1.00 
NPCR (%) 98.98 99.61 
UACI (%) 18.63 28.28 

 
In table 4.4 (for Rice.jpg) the entropy, peak signal to noise ratio is greater in random permutation. Mean square error maximum 
absolute squared deviation of original and decrypted image is less in comparison with Arnold’s transformation scrambling 
encryption. Number of pixels change rate and unified average changing intensity is good in Arnold’s transformation but is not better 
than random permutation scrambling encryption. Ratio of squared norm of the original and decrypted image is satisfactory in 
random permutation. 

Table 4.5: Performance & Security Parameter Results Database Images for random permutation 
Parameters Class of Birds Class of fruits Grayscale 

Images 
Class of 
Flowers 

Class of 
House 

Average 
Entropy 

Original 7.72815 7.08655 7.07845 7.08655 7.50395 
Scrambled 7.9855 7.6612 7.98675 7.6612 7.97485 

Average 
Correlation 

Original 0.914 0.9467 0.7668 0.9467 0.93625 

Scrambled 0.0005 0.00175 0.0019 0.00175 0.00135 
Avg. PSNR (db) Inf. Inf. Inf. Inf. Inf. 

Avg. MSE 0.00 0.00 0.00 0.00 0.00 

Avg. Maxerr. 0.00 0.00 0.00 0.00 0.00 
Avg. L2rat 0.95 1.00 0.91 1.00 0.86 

Avg. NPCR (%) 99.6 99.54 99.60 99.37 99.59 

Avg. UACI (%) 34.59 32.89 29.67 31.48 33.68 

 
Table 4.5 shows the average calculated values of performance and security parameters viz. Average Entropy, Average Correlation, 
Average Peak signal to Noise Ratio, Average mean square error, average Maxerr., Average L2rat, average number of pixel change 
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rate and average unified average changing intensity for the random permutation scrambling encryption technique. The table 4.5 
shows the calculated values for the different database images of  classes of images viz. Class of  Birds, class of fruits, class of 
flowers, grayscale images and class of house. The entropy of the Scrambled image of random permutation is near to 8 bits, the 
correlation coefficient of random permutation is near to zero. Peak signal to noise ratio of decrypted image of random permutation is 
good. Also mean square error, maximum absolute squared deviation of original and decrypted image is less in random permutation 
scrambling encryption. Ratio of squared norm of the original and decrypted image is satisfactory in random permutation.  Computed  
Number of pixels change rate is above 99.31% and unified average changing is above 32.89% and which is acceptable. 

Table 4.6: Comparison of Image Scrambling Techniques 

V. CONCLUSIONS 
In this paper, we have presented digital image scrambling encryption techniques viz. Image scrambling encryption using Arnold’s 
transformation and random permutation. Experimental studies were conducted by applying both scrambling encryption techniques. 
The effectiveness of proposed method is validated by statistical analysis, visual testing, entropy analysis, and differential analysis 
which have been presented in previous section. 
It is found that the correlation between adjacent pixels of encrypted image is very close to zero. The obtained entropy value is 
approximately matches with the standard value 8 bits. The computed PSNR value for proposed method is also greater than Arnolds 
Transformation. The computed NPCR value is acceptable and is greater than 99.5%. The UACI value is greater than 33% for 
random permutation scrambling encryption. The random permutation scrambling encryption minimizes the possibility of statistical, 
differential and entropy attacks. The proposed method Scrambling Encryption using Random Permutation is suitable for real time 
data transmission. The decryption process is performed to confirm the reception of original image. 
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