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Abstract: Because of its unique nature, the digital data can easily be exchanged, reproduced and distributed in the blink of an
eye. However, this creates easiness for the cyber criminals to misuse the digital data, which ultimately introduces the problem of
data ownership. Digital watermarking is one of the ascendant technologies of information hiding which helps solve the data
ownership problem. There are several types of digital watermarking, out of which digital text watermarking is very distinctive
because the text has a very limited capacity to embed the secret mark, so it is quite challenging to protect and secure the digital
text. This paper presents the up-to-the-minute information on the technology of digital text watermarking and its application to
the Sindhi language, which is an Indo-Aryan language and recognized as the official language of Sindh (the second largest
province of Pakistan). Unlike English, the writing system of Sindhi is completely different, so the application of digital text
watermarking to the Sindhi language becomes even more challenging. In this study, a few important aspects of digital text
watermarking such as main techniques of text watermarking and conventional attack approaches are discussed in detail to
provide readers with the complete know-how of digital text watermarking.
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I. INTRODUCTION

In today’s world, the sharing of information has become much easier. No matter how huge the amount of information, it can easily
be transmitted in the blink of an eye, and this became achievable when the technology of the internet was invented [1], [2]. The
Internet has helped exchange, reproduce and distribute the digital data in less than a second. Despite the fact that the internet
technology has benefited humanity in a lot of ways, it created easiness for the cyber criminals to misuse the important information
[3]. This misuse of the information leads to the creation of the data ownership problem. As a consequence, it becomes very
challenging to protect and secure the essential information. Digital watermarking is one of the dominant technologies of information
hiding which efficiently solves the problem of data ownership [4]. According to different forms of the digital content, there are
various types of digital watermarking such as digital text watermarking, digital audio watermarking and digital video watermarking
[5]. [6].

Digital text watermarking is a form of digital watermarking which is used to protect the critical digital text by embedding a secret
mark into that digital text [7]. Unlike digital audio and video watermarking, digital text watermarking offers a very low capacity to
hide the secret mark because of the unique characteristics of the digital text, so special care has to be taken in this case to protect and
secure the important digital text in the best possible way. Every language of the world has its unique writing system so protecting
and securing the essential text becomes a very challenging task [8]. Unlike English, the writing system of the Sindhi language is

based on the Perso-Arabic script so the application of digital text watermarking to the Sindhi language requires special attention. Fig.

1 shows a text written in English and Sindhi.

My name is Shahbaz Ali.
ool e Slea U saigu

Fig. 1 Text written in English and Sindhi
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This paper provides readers with the up-to-the-minute information on the technology of digital text watermarking and its application
to the Sindhi language. Some significant aspects such as main techniques of digital text watermarking and conventional attack
approaches are elucidated in a simpler and clearer way, which helps readers to have the complete know-how of digital text

watermarking.

Il. DIGITAL TEXT WATERMARKING: ACOMPLETE OVERVIEW
Digital text watermarking is a distinctive type of watermarking which is used to protect and secure the important digital text from
being reproduced and distributed in an illegal way. It is used to verify the ownership of the copyrights of the digital text, and this is
achieved by embedding a hidden watermark into the digital text whose sole purpose is to check the originality and integrity of that
text [9]. Fig. 2 shows the basic working principle of digital text watermarking.

¥

Digital Text

Hidden Watermark

Encader Decoder
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Hidden Watermark
Digital Text 1
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Fig. 2 Working Principle of Digital Text Watermarking

With the help of a text watermarking encoding algorithm, the hidden watermark is embedded into the digital text and then the
encoded data is transmitted over an insecure channel. When the encoded data reaches at the decoding part, it is decoded with the
help of a key and the hidden watermark is obtained successfully at the end.

A. Digital Text Watermarking Techniques

There are several techniques of digital text watermarking. A few of which are given as:

1) Word-Shift Coding Based Text Watermarking: In this technique of digital text watermarking, the words of the digital text are
relocated in the horizontal position which results in the expansion of the space, and then it is utilized for embedding the hidden
watermark into the text [10]. In this technique, the words closest to the words being relocated are kept in the original state, which
ultimately helps in the decoding process at the end. Fig. 3 shows an example of word-shift coding based text watermarking in which
two words “Computer” and “Normal” in the second line are relocated horizontally.

School of Computer Science, Shaanxi Normal University

School of Computer Science, Shaanxi Normal University

Fig. 3 Word-Shift Coding Based Text Watermarking
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2) Feature Coding Based Text Watermarking: In this technique of digital text watermarking, several features of the text such as
pixels and the length of the characters’ end lines are modified to embed the hidden watermark into the text [11]. Every language has
its unique features which can be utilized for the purpose of feature coding based text watermarking.

3) Line-Shift Coding Based Text Watermarking: In line-shift coding based text watermarking technique, the line of the digital text
is repositioned in the vertical position to embed the hidden watermark into the text [12]. The lines closest to the line being
repositioned are kept in the original state. The lines maintained in the original state help in the decoding process. The line-shift
coding based text watermarking example is shown in Fig. 4 in which the middle line is displaced vertically.

School of Computer Science, Shaanxi Normal University

School of Computer Science, Shaanxi Normal University

School of Computer Science, Shaanxi Normal University
Fig. 4 Line-Shift Coding Based Text Watermarking

4) Syntactic and Semantic Based Text Watermarking: In syntactic based text watermarking technique, the syntactic structures of
the text are utilized, and with the application of syntactic transformation, the hidden watermark is embedded into the digital text. For
using this type of technique, a syntactic tree is needed on which the process of syntactic transformation is applied to embed the
hidden watermark. In semantic based text watermarking method, the semantic structures of the text are utilized for embedding the
hidden watermark into the digital text. There are various types of semantic structures such as grammar rules, the content of the text,
nouns, spellings, structure of the sentences and verbs. By using the proper synonyms of some specific words in the text, the
watermark can be embedded secretly [13].

5) Structure Based Text Watermarking: In structure based text watermarking technique, the structure of the digital text is utilized to
embed the hidden watermark into the text. Several parameters are used in this type of text watermarking, and a few of which are
localization, sequence, the rate of recurrence and components of the text. In structure based text watermarking, the original state of
the digital text is preserved [14].

B. Conventional Attacks Approaches against Digital Text Watermarking

The technology of digital text watermarking is still immature, and this helps cyber criminals to launch several types of attacks
against digital text watermarking. A few types of conventional attacks against text watermarking are shown in Fig. 5.

Conventional Attacks against Digital Text Watermarking

Y l ¥ l ¥

Shuffing Attack llegal Detection Atiack ~ lliegal Inclusion Attack llegal Deletion Attack Grouping Atlack

Fig. 5 Conventional Attacks against Digital Text Watermarking

In shuffling attack type, cyber criminals try to jumble up some parts of the text which result in the destruction of the hidden
watermark. In detection attack, an attempt is made by cyber criminals to locate and access the watermark hidden into the digital text.
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In inclusion attack, cyber criminals try to include some false parts into the original digital text to convey the bogus information. In
deletion attack, an attempt is made by cyber criminals to delete some parts of the original digital text to conceal the identity of the
original owner of that text. In grouping attack, cyber criminals try to launch a combined attack which may include tampering, text
deletion, false text insertion and text shuffling [5].

HL.DIGITAL TEXT WATERMARKING AND SINDHI
The Sindhi language is an Indo-Aryan language and recognized as the official language of Sindh (the second largest province of
Pakistan). Unlike English, the writing system of Sindhi is based on the Perso-Arabic script. Thus, the application of digital text
watermarking to the Sindhi language is quite challenging and requires special attention. The alphabet of Sindhi has 52 letters. Fig. 6
shows the alphabet of the Sindhi language.

L CE < P - !
th t bh b b alif
i j P s th t
( (@ (2 (S (& =
kh h chh ch n jh
3 S & 3 3
z dh d d dh d
e [ G J J J
s sh s z r r
s o g L = e
f E a z t z
E -4 kh k k ph
b, - -
@) © Y J < ~~
n n m | n gh
S s ~ 9
Vi hamzo h \'}

Fig. 6 Sindhi Alphabet

The writing system of Arabic, Persian, Urdu and Sindhi is based on the Perso-Arabic script. Moreover, many words when written
are actually formed by connecting several letters to each other. However, as compared to Arabic, Persian and Urdu, the writing
system of Sindhi is quite unique. Out of 52 letters of Sindhi alphabet, 34 letters have dots. Furthermore, the Sindhi language has a
quite large stock of unique letters which are not found in Arabic, Persian and Urdu. These distinctive features of the writing system
of Sindhi makes Sindhi a unique language.

Because of the distinctive nature of the writing system of Sindhi, many techniques of digital text watermarking can be applied to
protect and secure the digital text. In Fig. 7 the technique of line-shift coding is applied, and the third line is displaced vertically.
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Fig. 7 Line-Shift Coding applied to Sindhi

In Fig. 8, the technique of word-shift coding is applied on the second line of the text of Sindhi, and three words (fourth, ninth and
twelfth when reading in the order from right to left) are relocated horizontally.

MTJ‘»JM“;’LE‘JEJ S e 7 ) ﬁﬁém’s AL
MTJ-'.J v gl gy e g ol S o Al

Fig. 8 Word-Shift Coding applied to Sindhi

In Fig. 9, the technique of feature coding is applied on two lines (second and fourth) of the text of Sindhi and different features of
the text such as fatah (slash like symbol on the top of the letters), the length of the letters and dots of the letters are changed. The
traditional fatah is changed into the reverse fatah, and the vertical position of the dots and the space between dots is changed slightly.
Furthermore, the length of a few letters is increased and decreased slightly.
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Fig. 9 Feature Coding applied to Sindhi
Every technique of digital text watermarking has some merits and demerits. Word-shift coding and feature coding based text
watermarking techniques are not strong enough to survive under different attacks launched by cyber criminals. However, line-shift

coding based text watermarking method has the ability to withstand various attacks. Syntactic and semantic based watermarking
techniques have proved to be efficient watermarking techniques to protect and secure the digital text. Moreover, in syntactic and
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semantic based watermarking techniques, the core characteristics of the digital text are well-kept-up. Better results are achieved
when several text watermarking techniques are combined in several ways.

IV.CONCLUSIONS

The technique of digital text watermarking helps protect and secure the digital text. This paper presented the contemporaneous
information on digital text watermarking and elucidated some significant aspects such as primary techniques of digital text
watermarking and conventional attack approaches to help readers have the complete know-how of digital text watermarking.
Moreover, digital text watermarking was applied to Sindhi (an Indo-Aryan language whose writing system is based on the Perso-
Avrabic script), and the robustness of the contemporary text watermarking methods was evaluated in detail. It is concluded that the
present text watermarking methods have played a significant part in securing the digital text. However, this area needs further
research, and there is a need to design and implement more real-world and robust text watermarking algorithms for protecting and
securing the digital text flawlessly.
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