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Abstract: The high growth in the evolution of networking and wireless networks leads to grant communication anywhere at any
time. Security of data and telecommunication can be done by a technique called cryptography. I n this paper we have developed a
new cryptography algorithm based on exclusive-OR operation to enhanced data security. Security is measured by computing
number of decryption steps required to accomplish the decryption process. Higher the number of decryption steps to decrypt the
ciphertext to get original message shows higher level of security. All the simulation has been conducted using visual C# to
implement the proposed algorithm. Experimental results show that proposed algorithm results in maximum security.

Keywords: Ciphertext, Cryptography, Decryption, Encryption, Plaintext, Security, XOR.

I. INTRODUCTION

Cryptography is derived from Greek meaning “hidden or
secret”, and “writing”, or “study” respectively; is the science of
protecting information by encoding it into an unreadable format.
Cryptography is a method of storing and transmitting data in a
form that only intended user can read and process it. Encryption
algorithms are in used today may be symmetric or asymmetric.

Encryption/Decryption

—

Private key methods Publec key methods

Figure 1: Methods of Enryption/Decrption

In symmetric key encryption method the secret key is used and
it should be make available to sender and receiver both and no
one else. Symmetric key encryption algorithms are DES, 3DES,
Blowfish, RC2, RC5 and AES et a. In asymmetric key
encryption the key used is not secret. The key is public that can
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be shared by anyone but the decryption key should be made
available to the receiver only. Asymmetric key encryption
algorithms are RSA, Digita signature algorithm, Diffie Helman,
ElGamal, ECC et al.

encryption decryption _
F'IaintextTCiphenextTF'lamtext
Private key Frivate key

Figure 2: Private key encryption Method

Encryption is considered as the subset of cryptography.
Encryption is the actual process of applying cryptography. A
system that provides encryption and decryption is referred to as
a cryptosystem and can be created through hardware
components or program code in an application. Most encryption
methods use a secret value called a key (usually along string of
bits), which works with the algorithm to encrypt and decrypt the
text, as depicted in below figure [3]
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Key Algorthm

Result is applied to the
plaintext message

Ciphertext

Message

Figure 3: Key is used to generate the ciphertext

The key is inserted into the mathematical algorithm and the
result is applied to the message, which ends up in ciphertext.
The key can be any value that is made up of a large sequence of
random bits. An algorithm contains a keyspace, which is arange
of values that can be used to construct a key. The larger the
keyspace, the more available values can be used to represent
different keys, and the more random the keys are, the harder it is
for intruders to figure them out. The main objective of every
cryptographic algorithm is to make it as difficult as possible to
decrypt the generated ciphertext without using the key.

Il. LITERATURE SURVEY

V. Vasudha Rani, K. Kanaka Vardhini, “Secure and Efficient
key Ciphering through ASCII Codes”

To provide more security for the data the authors proposed an
algorithm with feature of self generated key or the key is
generated from the input data that is to be encrypted. In this
system they used afixed length key which is of 8-bits. The main
focus of the author is on the security that isrequired at alevel as
well as on speed of execution that is the time required to encrypt
and decrypt the data. With this algorithm both security and
speed of execution are possible. And the key which is generated
is unpredictable till it is not generated. In this proposed system
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security aspect is high and execution time is less compared to
common existing encryption techniques [3].

V. Gupta, G. Singh, R. Gupta,
algorithm for improving data security”

“Advance cryptography

The author developed a new cryptography algorithm which is
based on block cipher technique and used cryptography logical
operation like XOR and shift operation. The proposed algorithm
used random number method for generating the initial key and
fixed key length of 512 bit key size to encrypt a text message.
Experimental results used two parameters for execution time.
And then implemented encryption and decryption time
comparisons of text files with other two existing commonly
cryptography algorithms [8].

D. Sravan Kumar, CH. Suneetha, A. Chandrasekhar, “A Block
Cipher using Rotation and Logical XOR operations”

Data encryption is an important part of secure communication of
the messages. In this paper, the author proposed a method of
encrypting the data in blocks using the operation rotation and
logical exclusive-OR. The size of the data block is selected to be
of 64 characters and using ASCII code each character of the
block is coded to 8 bit binary format. Data in blocks are
encrypted in 8 rounds using rotation and XOR operation with
one time key derived for each round from the session key of that
particular bock. The proposed key scheduled algorithm is less
prone to timing attacks as well as brute force attacks [10].

I1l. EXISTING WORK
A. Encryption system with self generated key of fixed length

To encrypt the data the author proposed a technique which is
based on ASCII values of input data. This algorithm is based on
symmetric key encryption approach. In this system they used a
random method to generate the fixed key of 4 characters [2].
Further various transformations are applied to encrypt the data
with the help of generated random key. To decrypt the data
reverse transformations are applied on encrypted data. The
existing system has the moderate level of security because it
encrypts the data only one time by using fixed length key.
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TABLE 1: NUMBER OF DECRYPTION STEPS

Input data (Plain | Number of decryption
text) in bytes steps

4 12

8 25

12 37

16 52

IV. PROPOSED WORK

To increase the level of security further exclusive-OR operation
is performed to generate the final ciphertext and corresponding
security factor is computed by applying the exclusive-OR
operation based advanced encryption system (XAES) algorithm.
The output of self generated key of variable length i.e. SGKVL
encryption algorithm [1], before applying XOR operation is
considered as input to XAES algorithm. To start the exclusive-
OR operation, equivalent zeros are inserted to output data of
SGKVL agorithm and corresponding bits are calculated. To
accomplish the encryption process entire string of input data is
divided into two halvesi.e. LHH and RHH array of bits. And
then XOR operation is performed on values of these two halves.
After this various operation like complement and concatenation
are performed on resultant values. And then at last, division
operation is performed to get final ciphertext. To get the
encrypted text reverse XOR operation is applied on final
ciphertext. This final ciphertext is considered as input to
SGKVL decryption agorithm. To perform the decryption
process, the receiver uses an algorithm that is known as
decryption algorithm and a key to transform the cipher text back
to original message. Then after getting encrypted text, system
get the ASCII values of generated encrypted text of SGKVL
algorithm and find the minimum ASCII value by traversing each
ASCIl value of encrypted text. To calculate the difference
subtract the each ASCII value of final encrypt key from the each
ASCII value of encrypted text. After this, add the minimum
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ASCII value of generated encrypted text to each value of the
difference to get the plaintext or original text.

Steps to perform encryption process:
Step 1: Insert equivalent no. of zeroes to input data length.

Step 2: Get the ASCII code value of input file and convert
the entire input file to its bits equivalent.

Step3: Divide the whole data length into two halves into
LHH and RHH array of bits.

Step 4: Now perform exclusive-OR operation on the bits of
these resultant values and stored the result into xorh
variable.

Step 5: Applied complement operation on RHH and xorh bit
values and after this perform the concatenate operation
between RHH and xorh variable and stored the result in
an encr. variable.

Step 6: Divide the original length by 8 and get the encoded form
of input data.

Step 7: Exit.

Steps to perform decryption process:

Step 1: Take the encrypted value in asinput string.

Step 2: Take the complement of RHH and xorh bit array values.

Step 4: Now perform exclusive-OR operation on the resultant
values of RHH and xorh and stored it in LHH variable.

Step 5: After this perform the concatenate operation between the
LHH and RHH and stored the result in decr. variable.

Step 6: Divide the entire bit length by 8 and get the decoded
form of input data.

Step 7: Exit.
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V. RESULTS& DISCUSSIONS

It is shown that the security can be enhanced by applying XAES
algorithm. For different data sets, results of existing algorithm
[2] are compared with XAES algorithm. The output of SGKVL
algorithm [1] is considered as input to XAES algorithm.

The simulation results of XAES algorithm are:
A. Testing Data Set for different input data size:

It is shown that the security can be improved by applying
XAES algorithm. For different data sets, results of existing
algorithm are compared with XAES algorithm. To improve
security, exclusive-OR operation is performed on encrypted
data. Security of an algorithm is measured by computing
number of decryption steps. Higher the number of
decryption steps to decrypt the ciphertext to get original
message shows higher level of security. As shown below,
for input text data of different lengths, number of
decryption steps varies. According to XAES algorithm,
number of decryption steps taken by decryption algorithm
to decrypt the ciphertext is high than number of decryption
steps of existing algorithm [2].

TABLE 2: NUMBER OF DECRY PTION STEPS OF
DIFFERENT DATA VALUES

Input data Existing XAES
(Plain Text) size | Algorithm with Algorithm
in bytes fixed length key
4 12 28
8 25 40
12 37 53
16 52 71

m Zisliry Algurithrn

mEMES Alyoritam

Number of decryption steps

4 1] 12 16
Plain Taxt {in hytas)

Figure 4: Security comparisons with existing algorithm
B. Testing Data Set for different input data size:

Now, different data values are taken to compute number of
decryption steps. For different data sets, results of existing
algorithm are compared with XAES algorithm. To improve
security, exclusive-OR operation is performed on encrypted
data. Security of an algorithm is measured by computing
number of decryption steps. Higher the number of
decryption steps to decrypt the ciphertext to get original
message shows higher level of security. As shown below,
number of decryption steps varies according to different
data values.

TABLE 3: NUMBER OF DECRYPTION STEPS OF
DIFFERENT DATA VALUES

Input data Existing XAES Algorithm
(Plain Text) Algorithm
sizein bytes
20 70 87
40 124 141
60 180 198
80 251 267
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mEx sting Algcrithr

B EAZSS Algorithm

Humber of deciyplion steps

il 4] 30 80
Plain Text (in hytes)

Figure 5: Security comparisons with existing algorithm

Graphical representation of the above described table is shown
in figure 4 and 5 for computing security in terms of number of
decryption steps of “Encryption system with self generated key
of fixed length [2]” and “XAES Algorithm”. According to the
graph, there is tendency that number of decryption steps of
proposed algorithm, and compared algorithm increases with text
data size. As shown, number of decryption steps varies
according to different data values. According to XAES
algorithm, number of decryption steps taken by decryption
algorithm to decrypt the ciphertext is high than number of
decryption steps of existing algorithm [2].

V. CONCLUSIONS

In the proposed encryption system, logical operation like
exclusive-OR is performed on input data to increase the level of
security. It is shown that the security can be improved by
applying XAES agorithm. Security of an algorithm is measured
by computing number of decryption steps. Higher the number of
decryption steps to decrypt the ciphertext to get original
message shows higher level of security. From the results, it is
computed that number of decryption steps taken by decryption
algorithm to decrypt the ciphertext according to XAES
algorithm is higher than number of decryption steps of existing
algorithm. Thus a stronger encryption system is developed that
results in maximum security to encrypt the plain text messages.
The system can be further extended to encrypt the multimedia
data such as audio files, video files and images etc.
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