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Abstract: This Quick growth in communications, storage and processing information allow us to move all data into some remote
place. Data management systems activated by automated traditional tasks such as keeping record of business transactions and
many more. This data involved mainly of numeric and characteristics and graphical representation. Cloud is not a particular
product; it is a simple technique of delivering IT services based on demand, adaptable to rescale as required based pay-as-use
model. Cloud computing becomes popular because of its delivery of flexible access to the cloud data storage. The cloud data
storage capacity allows users to access and extract the sensitive information whenever they require. The storage and access of
data through the third party server or proxy server increases the load of the users this leads to a memory and time complexity.
Storing and accessing data through the cloud server or proxy server will arise security issue. This concludes occurs cloud servers
are not fully trustable as data is openly available to them. Some existing storage services provide security of stored data, while
data confidentiality for the database as a service model is still not fully formed. In this proposed architecture a different
architecture that takes part cloud database services with confidentiality of data and the opportunity of performing parallel
operations on encrypted data. This architecture supports physically scattered clients which are directly connected to an encrypted
cloud database, and to perform concurrent and independent operations such read, write and modify the database structure. All
information stored on cloud is in encrypted format. Metadata related to the information is in encrypted format so ease access of
information is controlled. This work proposed architecture eliminates intermediate proxy servers that limit the availability,
elasticity, and scalability properties cloud-based solutions. Blowfish algorithm technique is used for the encryption and
decryption of data. Because of variable key length decryption of the data is difficult. User can store any type of information on
cloud and can retrieve in distributed environment. Response time is also increases as omission of intermediate proxy server.
Blowfish algorithm is fast in speed as well as not attach are found on the application in which blowfish algorithm is used.
Higher security with great response time data is available everywhere.
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I. INTRODUCTION

Secure DBaaS provide solution on the use of multiple cloud providers, and makes use of SQL-aware encryption algorithms to
support the execution of most common SQL operations on encrypted data. Secure DBaaS relates more closely to works using
encryption to protect data managed by untrusted databases [1]. In such a case, a main issue to address is that cryptographic
techniques cannot be natively applied to standard DBaaS because DBMS can only execute SQL operations over plaintext data.
Some DBMS engines offer the possibility of encrypting data at the file system level through the Transparent Data Encryption
feature. This feature makes it possible to build a trusted DBMS over untrusted storage. The DBMS is trusted and decrypts data
before their use. Hence, this approach is not applicable to the DBaaS context considered by Secure DBaaS, because we assume that
the cloud provider is untrusted. Secure DBaaS solves this problem by letting clients connect directly to the cloud DBaaS, without
the need of any intermediate component and without introducing new bottlenecks and single points of failure. A proxy-based
architecture requiring that any client operation should pass through one intermediate server is not suitable to cloud-based scenarios,
in which multiple clients, typically distributed among different locations, need concurrent access to data stored in the same DBMS.
On the other hand, Secure DBaaS supports distributed clients issuing independent and concurrent SQL operations to the same
database and possibly to the same data.

Il. PROPOSED SYSTEM
Secure DBaasS is solution for storing and accessing data on cloud in secure way. Data is store and retrieve on cloud in encrypted
format. Encryption is done at client side only. So untrusted user are unaware about the data.
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A. Metadata Management

Your Secure DBaaS generate the metadata that Metadata generated by Secure DBaa$S contain all the information that is necessary to

manage SQL statements over the encrypted database in a way transparent to the user [2]. Metadata management strategies represent

an original idea because Secure DBaasS is the first architecture storing all metadata in the untrusted cloud database together with the

encrypted tenant data. Secure DBaaS uses two types of metadata:

1) Database Metadata are related to the whole database. There is only one instance of this metadata type for each database.

2) Table Metadata are associated with one secure table. Each table metadata contains all information that is necessary to encrypt
and decrypt data of the associated secure table.

The structure of a table metadata is represented in Fig.1. Table metadata contain the name of the related secure table and the

unencrypted name of the related plaintext table. Moreover, table metadata include column metadata for each column of the related

secure table. Each column metadata contain the following information.

3) Plain name: The name of the corresponding column of the plaintext table.

4) Coded name: The name of the column of the secure table. This is the only information that links a column to the corresponding
plaintext column because column names of secure tables are randomly generated.

5) Secure type: This allows a Secure DBaaS client to be informed about the data type and the encryption policies associated with a
column.

6) Encryption key: The key used to encrypt and decrypt all the data stored in the column.

Table hetadata _’I Column |

Plain MName

Flain Name

— Encrypted MName
Encrypted IName

Encryption Kew

Diatabase Type

Encryption Type

| Secure Twvpe

Field
Confidentiality

Fig 1. Structure of Table Metadata

Il.  SYSTEM IMPLEMENTATION
A. Key and Data Management
The DBA creates the metadata storage table that at the beginning contains just the database metadata, and not the table metadata.
The DBA populates the database metadata through the Secure DBaaS client by using randomly generated encryption keys for any
combinations of data types and encryption types, and stores them in the metadata storage table after encryption through the master
key [3]. Then, the DBA distributes the master key to the legitimate users. User access control policies are administrated by the DBA
through some standard data control language as in any unencrypted database.
Secure DBaaS relies on standard authentication and authorization mechanisms provided by the original DBMS server. After the
authentication, a user interacts with the cloud database through the Secure DBaaS client. Secure DBaaS analyze the original
operation to identify which tables are involved and to retrieve their metadata from the cloud database. The metadata are decrypted
through the master key and their information is used to translate the original plain SQL into a query that operates on the encrypted
database. Translated operations contain neither plaintext database table and column names nor plaintext tenant data. Valid SQL
operations that the Secure DBaaS client can issue to the cloud database [4]. Translated operations are then executed by the cloud
database over the encrypted tenant data. As there is a one to-one correspondence between plaintext tables and encrypted tables, it is
possible to prevent a trusted database user from accessing or modifying some tenant data by granting limited privileges on some
tables. User privileges can be managed directly by the untrusted and encrypted cloud database. The results of the translated query
that includes encrypted tenant data and metadata are received by the Secure DBaaS client, decrypted, and delivered to the user. The
complexity of the translation process depends on the type of SQL statement.
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B. Blowfish Algorithm

Blowfish algorithm is used for encryption and decryption of data. It generate random key for encryption and stored it into metadata
as stated in above description. As blowfish is symmetric key encryption technique, same key is used for encryption and decryption.
Blowfish Algorithm is a Feistel Network, iterating a simple encryption function 16 times. The block size is 64 bits, and the key can
be any length up to 448 bits.

1) Advantages of Blowfish Algorithm

a) It has been repeatedly tested & found to be secure.

b) Itis fast due to its taking advantage of built-in instructions on the current microprocessors for basic bit shuffling operations.

c) It was placed in the public domains.

d) No attack found

e) Fast in encryption and decryption speed

Fig 2. Describe the single round of blowfish encryption technique. In the proposed system of blowfish algorithm reduced the rounds
of blowfish algorithm and in the algorithm each single round is introduced new modified[6][7]. In the blowfish algorithm there will
be 64 bits then the bits are separate into 32bits and there will be four s-boxes. Each s-box contains 32bits. Now design the algorithm
like two s-boxes connecting with XOR as like same other two 2 s-boxes connected with XOR and then from the two XOR added
then from there get key plain text.

L R

’é 256-entry S-box, 32-bit output/entry =
", T+
I 3
[+ Jexe £+ 3z

e

32

F
Modulo 232 addition

Fig 2. Blowfish single round

IV.RESULT AND ANALYSIS
Result of the implemented system with database is as follows. Working of Admin, Manager and Client module explained by
inserting real time data .All data is stored in database in encrypted format.

A. Admin Module
Client need to be register himself on side. Admin gives permission to the client to store data on cloud by accepting request. Admin

Employeaes

Search Wwith :

———Select——— -

Enter Search Ternm :

List OFf Employees

Name Designation|[Email Mobile

Systems
Engineer

Tec hnology
Aash B narawaceresnma@gmail.com 9702 148854
lanahy st =

Fig 3. Client List on admin module
Fig 3. Show the list of employees successfully register and can upload data on Secure DBaaS.

" adma narawadereshma@gmail.com|(9702 148854
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Sign In

Usemame:
Gauri

Password:

Mew Userl

Fig 4. Client Login

Welcome To Organization

Put your otp in textbox

Log in

Fig 5. One Time Password window
Fig 4. describe the client login window. Client need to enter OTP(One Time Password) for successful login shown in Fig 5.

Search Users Files Here

Enter File NMame :

FileMName ExtensionfAction
g KK XOWL W s DSivivioO6Q==|.jpg Download ]
g KKIJXOWL Vs DSivivioO6Q==| jpg Download ]

Record Found

Fig 6. Uploaded file by client
Fig 6.show the file uploaded by client.lt is in encrypted format.

Table I: Register Client On System
ii[| MtQ+KlgFAT=  vSWTY5zp50.,  YWSES+390.. IMFGFtc+JU8=  P/l2zglmaMk=  3ETOR1raGl..  glvzdmkk
DML AFCE: ROl dZQBINGS  oy/VyeOpaPU., HCHBLATRKIa., OQSPLTIHA, active
20042 mCOu/bWFrg., OgNJcfofd+tA.. AsT4CBoSuw.. zy/4VyeOpaPU.. hCz/elAjTpKAa.. 10QSPLT3HS.. active
20043 WAZwO3CpX., r0VagVeiGd=  dnOQueBbnl.. z/y/4VyeOpaPl.. hCz/6LATpKAa., T0X0cMeadlx.. active

Table I. show the database table of registered client. All details are in encrypted format.
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USErName fname flrytes fext frmetadata fhash

BE+1yzABRA= cdhv1RQOLEGULD... =Binary data= docx T8Tpled0TRgln.. y31lpplUajill5ec..
SxLuBeHtICTSA.., Kg5iTdodbbDR... =Binary data= doc CTQKmhtJB5i.. IR x=EvB+Q3R...
D27 Sy +Ils= 20/ CqeH1VTcf...  <Binary data= Joedf CTOKmhtQBSjx.,., tey+ykMNEMNpHL...
Ot9p75y+Ils= yndRtLyBEx513...  <Binary data= deoc cfbDg2z5mas..  wlANFhR15gt..
Ot9p7 Sy+1Ls= QjBSilgiegqPy.. <Binary data» (o ofbDg2z5mA7E.. nd5=0FRYwhHRy...
ZnylL2undMdl= ghkkl{OwlVsD... «Binary data= Jpg CTOQKmhtGBSL.,  LudWjClek+IrtR..
AFrIsCS+yE= gkkXOwLY=D... <Binary data» Jpg CTOKmhtQBSi..  ydebwn+IgHL..
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TABLE II: Data Uploaded On Database by Client

Table Il. describe the data stored on database.

V. CONCLUSIONS

The The proposed an innovative architecture that guarantees confidentiality of data stored in public cloud databases. Unlike state-of-
the-art approaches, the solution does not rely on an intermediate proxy that we consider a single point of failure and a bottleneck
limiting availability and scalability of typical cloud database services. The solutions to support concurrent SQL operations including
statements modifying the database structure on encrypted data issued by heterogeneous and possibly geographically dispersed
clients. The proposed architecture does not require modifications to the cloud database, and it is immediately applicable to existing
cloud DBaaS, such as the experimented PostgreSQL, Plus Cloud Database, Windows Azure, and Xeround. There are no theoretical
and practical limits to extend our solution to other platforms and to include new encryption algorithms. It is worth observing that
experimental results based on the TPC-C standard benchmark show that the performance impact of data encryption on response
time becomes negligible because it is masked by network latencies that are typical of cloud scenarios. In particular, concurrent read
and write operations that do not modify the structure of the encrypted database cause negligible overhead. Dynamic scenarios
characterized by possibly concurrent modifications of the database structure are supported, but at the price of high computational
costs. These performance results open the space to future improvements that are investigated.
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